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Audit Risk and Improvement Committee Meeting, 6pm Tuesday 25 

November 2025 

 

Agenda 

Committee Membersip 
Ms S Zulsdorf (Presiding Member) 
Mr L Estrade (Deputy Presiding Member) 
Cr K Allen 
Cr P Corke 
Cr C Reeve-Fowkes 
Cr C Stone 
Cr H Srhoy 
Cr T Widenbar 
Cr C Zhang 
 

 
 

1. Declaration Of Meeting 
 
The Presiding Member will acknowledge the Wadjup Peoples of the Nyungar Nation 
who are the traditional custodians of the land on which the meeting will be held, and 
pay respect to their Elders both past and present, and extend that respect to First 
Nations Peoples present. 
 
 

2. Appointment of Presiding Member (when required) 
 
N/A 
 
 

3. Disclaimer  
 
Members of the public, who attend Council Meetings, should not act immediately on 
anything they hear at the Meetings, without first seeking clarification of Council's 
position.  
Persons are advised to wait for written advice from the Council prior to taking action 
on any matter that they may have before Council. 
 
 

4. Acknowledgement of receipt of Written Declarations of 
Financial Interests and Conflict of Interest (by Presiding 
Member) 

 

  



   ARIC 25/11/2025 

 

 

   4 of 152 
 

5. Apologies and Leave of Absence 
 
 

6. Public Question Time 
 
 

7. Confirmation of Minutes 

7.1 Minutes of the Audit Risk and Improvement Committee Meeting - 
15/7/2025 

Recommendation 
 
That Committee confirms the Minutes of the Audit Risk and Improvement Committee 
Meeting held on Tuesday, 15 July 2025 as a true and accurate record. 
 

  

8. Deputations 
 
 

9. Business Left Over from Previous Meeting (if adjourned) 
 
Nil 
 
  

10. Declaration by Members who have Not Given Due 
Consideration to Matters Contained in the Business Paper 
Presented before the Meeting 
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11 Reports - CEO (and Delegates) 

11.1 Corporate and System Services 
 
 
11.1.1 Financial Management Review (FMR) 

 

Executive Director Corporate and System Services 

Author Service Manager Strategic Finance  

Attachments 1. Financial Management Review (FMR) Report - FY25 ⇩   
     

 

 

Recommendation  
 
The Committee recommends Council RECEIVES the Financial Management Review 
(FMR) report for FY25 as attached. 
 

 

 
Background 
 
In accordance with Regulation 5(2)(c) of the Local Government (Financial 
Management) Regulations 1996, the Chief Executive Officer (CEO) is required to 
conduct regular reviews of the appropriateness and effectiveness of the financial 
management systems and procedures established under Regulation 5(1).  
 
These reviews are required at least once every three financial years. The City last 
completed a review, which was reported to Council, in September 2022.  
 
To ensure a thorough and independent process, Macri Partners has been engaged 
to carry out the current Financial Management Review (FMR) on behalf of the CEO. 
 
Macri Partners was engaged to undertake the current Financial Management Review 
(FMR) on behalf of the CEO.  
 
Macri Partners is a WALGA listed supplier for audit services with substantial 
experience in completing FMR engagements for local governments across the state.  
 
While Macri Partners was not the City’s previous FMR reviewer, they are a former 
external auditor of the City and continue to provide audit services for the City’s 
deferred pensioner balances and grant acquittals. 
 
Submission 
 
N/A 
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Report 

The objective of this audit was to provide independent assurance to help the City’s 
CEO meet statutory responsibilities under Regulation 5(2)(c) of the Local 
Government (Financial Management) Regulations. This regulation requires regular 
reviews to ensure the City’s financial management systems and procedures are both 
appropriate and effective. 

The CEO is required to ensure these systems and procedures are appropriate and 
effective in fulfilling the City’s financial management obligations. These duties 
include: 

• Collection of money owed 

• Custody and security of money and investments held 

• Rates 

• Maintenance and security of financial records 

• Accounting and controls for revenue and expenses 

• Accounting and controls for assets and liabilities 

• Authorisation of purchases 

• Authorisation of payments 

• Borrowings 

• Maintenance and processing of payroll 

• Stock controls and costing records 

• Record keeping for financial records 

• Preparation of budgets and budget reviews 

• Preparation of financial reports. 

The outcomes of the FMR provide the CEO with independent assurance regarding 
the effectiveness of the City’s financial management control environment, for which 
the CEO holds ultimate responsibility, and identifies any gaps or opportunities to 
enhance the City’s financial management systems and procedures. 

Key Audit Results 

22 financial management areas in total were examined during the conduct of the 
review, covering financial systems and processes over the period 1 July 2024 to 30 
June 2025: 

• Bank reconciliations and petty cash 

• Investments of surplus funds 

• Trust funds 

• Receipts and receivables 

• Rates 

• Fees and charges 

• Purchases, payments and payables 
(including purchase orders) 

• Payroll 

• Registers (including annual and 
primary returns) 

• Audit committee 

• Storage of documents/record 
keeping. 

• Credit card procedures 

• Fixed assets (including acquisition and 
disposal of property) 

• Cost and administration overhead 
allocations 

• Minutes and meetings 

• Budget 

• Financial reports 

• General journals 

• Information Technology 

• Delegations 

• Insurance 

• General compliance and other matters. 
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As part of the review, the following five key areas were identified with specific matters 
requiring improvement: 

• Purchase of Goods and Services - (1 Minor and 1 Moderate) 

• Sundry debtors - (1 Minor and 2 Moderate) 

• Payroll – (4 Minor and 3 Moderate) 

• Information and technology systems (IT) - (1 Moderate) 

• Minor general compliance and other related matters - (2 Minor). 

The findings will be monitored with appropriate actions implemented to address 
identified risks, as detailed in the table below with accompanying management 
comments: 

Area Rating Matters Identified / Recommendations 

Purchase 
of Goods 
and 
Services 

Minor Testing of procurement transactions during the financial year 
identified one instance, from a sample of 20, where the 
purchase order was issued after the supplier invoice date.  

Recommendation 
Purchase orders should always be approved for all 
applicable items prior to ordering goods or services. 

Management Comments 
Software renewal invoices do not require a purchase order to 
facilitate payment although can be utilised at the officer's 
discretion. 

Purchase 
of Goods 
and 
Services 

Moderate A review of 20 payment transactions identified four instances 
where the same staff member both authorised the purchase 
order and acknowledged the receipt of goods or services. It 
was noted that the City's control environment permits 
authorising officers to process the receipt of goods or 
services on the relevant purchase orders.  

Recommendation 
Management should review these transactions and other 
similar transactions to ensure their authenticity. Also the City 
should implement documented procedures to ensure 
appropriate segregation of duties, particularly between 
authorisation of purchase order and acknowledgement of 
receipt of goods/services  

Management Comments 
Requisitions are audited on a weekly basis by a Procurement 
Officer. If non­compliance is identified this is recorded, stored 
in the City Records Management System (CiAnywhere - 
ECM) and reviewed by management monthly.  
The City's Procurement Policy, procedures, and processes 
permit officers with procurement responsibilities to raise 
requisitions and to undertake the goods receipt action 
independently. Receipting and invoices are reviewed at the 
time of matching by the Accounts Payable Team. 
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Area Rating Matters Identified / Recommendations 

Sundry 
Debtors 

Minor The Sundry Debt Recovery Procedures were scheduled for 
review by 1 September 2021, however, no documentary 
evidence was available to confirm that the review had been 
completed. Management advised that the procedures are 
subject to periodic internal review and remain fit for purpose, 
continuing to support the effective management of sundry 
debtor processes.  

Recommendation 
The periodic internal reviews should be documented, and 
such documentation should be available to be independently 
reviewed.  

Management Comments 
To address this issue, a formal review will be completed and 
documented by 31 August 2025. Moving forward, all periodic 
reviews of the procedure will include version control and be 
stored in ECM to ensure transparency and easy auditing. 

Sundry 
Debtors 

Moderate It was noted that the credit note number is the same as the 
invoice number against which the credit is given.  

Recommendation 
The credit notes should be numbered with a unique, 
sequential number, typically different from invoice numbers to 
maintain clear records and facilitate easy identification and 
reconciliation.  

Management Comments 
Acknowledged, and was remedied 18th June 2025. 

Sundry 
Debtors 

Moderate The City's credit policy AF CSX has not been reviewed and 
updated since its adoption in June 2020. 

Recommendation 
The Credit Policy should be reviewed at the earliest 
opportunity and updated in line with the current requirements 
of the City relating to sundry debtors.  

Management Comments 
The City has maintained a 'fit-for-purpose' credit policy since 
1990s, primarily for its Henderson Landfill customers. The 
Credit Policy referred to in this instance is a new 
[supplementary] credit policy aimed at non-landfill customers, 
which was proposed in June 2020 however not formally 
adopted (hence no subsequent reviews or updating). The 
City is currently in the process of formalising the policy 
Council consideration and adoption.  

Payroll Moderate There was no documented evidence confirming that changes 
to the payroll Masterfile are reviewed by an officer 
independent of those with access to it.  
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Area Rating Matters Identified / Recommendations 

Recommendation 
A senior officer independent of the payroll function should 
review all amendments to payroll Masterfile on a periodic 
basis and ensure all amendments are genuine and correct. 
Evidence of review should be documented and retained.  

Management Comments 
Updates to bank details are subject to peer review, and a 
fortnightly report outlining all changes is produced. This 
report is reviewed by the Senior Payroll Officer and then 
provided to the Chief Financial Officer and the Service 
Manager Strategic Finance. 

Job lines are initially created by the Human Resources team. 
The Payroll team subsequently reviews the employment 
contract to confirm the accuracy of key information, including 
the commencement date and the pay level/step. Once 
verified, the relevant pay entitlements are established in the 
payroll system. 

Annual increments are processed based on each employee’s 
anniversary date. As an additional control, Supervisors are 
expected to review pay confirmations, which may assist in 
identifying any discrepancies in pay rates. 

To make this process stronger, a new verification procedure 
will be introduced within the next month. This improvement is 
designed to enhance the accuracy and oversight of pay rate 
changes and support our existing review practices. 

Payroll Moderate It was noted that one out of five samples tested, there was a 
considerable delay between the employee termination date 
and system access removal date. 

Recommendation 
Immediate revocation of system access rights is crucial when 
an employee is terminated to protect sensitive information 
and maintain business continuity.   

Management Comments 
A response was provided on 4 July 2025, during which it was 
identified that the IT system access removal dates for two 
employees had been incorrectly recorded in the audit 
documentation, with the dates inadvertently switched. In 
addition, for a third employee who had passed away, IT 
access was not removed in a timely manner due to a 
breakdown in communication - Human Resources had not 
informed IT of the employee’s passing. 

To address this issue, the circumstances surrounding the 
incident will be reviewed, and a formal process will be 
implemented to ensure the timely and accurate removal of 
system access. 
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Area Rating Matters Identified / Recommendations 

Payroll Minor The City's Enterprise Agreement 2022 states in paragraph 
23.9 employees will keep their total annual leave accrual to 
no more than 8 weeks (304 hours) or 10 weeks (380 hours) if 
they meet the definition of a shift worker. During testing of the 
annual leave report at 18th May 2025 it was noted 6 non-shift 
workers with outstanding annual leave entitlements in excess 
of 8 weeks. 

Recommendation 
Management should implement processes to identify and 
monitor staff that have accrued excess annual leave 
balances and take appropriate action.  

Management Comments 
As communicated via email on 2 July 2025, four of the six 
employees identified with excess annual leave balances had 
approved upcoming leave intended to reduce their balances. 
To enhance oversight and support the timely management of 
leave accruals, Payroll will introduce a fortnightly review 
process. This process will involve monitoring staff leave 
balances and identifying instances of excess leave, enabling 
earlier intervention by Supervisors and ensuring alignment 
with the organisation’s leave management policy. 

Payroll Minor In four out of six sampled payroll transactions, the current 
pay rate could not be verified due to the absence of 
appropriate documentation following employee promotions or 
changes in job roles that resulted in revised pay rates. 

Recommendation 
The City should have appropriate documentation to support 
all salary increments/revisions. 

Management Comments 
Updated contracts or variation letters are issued when an 
employee is promoted or their job role changes.  

The City does not issue an updated employment contract 
each time staff receive an annual increment. This is because 
the increment process is clearly defined in the Enterprise 
Agreement, which stipulates that eligible staff receive their 
increment in the first full pay period of November each year.  

Increment history is transparently recorded and can be easily 
tracked through job line entries in the payroll system. As 
such, issuing a new contract for each increment would not be 
a time-effective or operationally necessary practice, given the 
clarity of the process and the availability of supporting system 
records. 

Payroll Minor It was noted that where employees submit manual 
timesheets, the payroll officer enters the relevant details into 
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Area Rating Matters Identified / Recommendations 

a spreadsheet, based on which a reconciliation report is 
prepared and uploaded to the payroll processing system. 
However, there was no documentary evidence to indicate 
that there is an independent check of the data entered into 
the spreadsheet prior to entering into the payroll system. 

Recommendation 
The information in the spreadsheet should be checked prior 
to uploading to the payroll system.  

Management Comments 
Currently, Payroll staff do not conduct a peer review of data 
entered into the upload spreadsheet. However, all entries are 
subsequently transferred to the pay checking spreadsheet, 
where a comprehensive review of each individual pay is 
carried out every Wednesday. This process enables the 
identification and correction of any discrepancies prior to 
finalising payroll. 

The accuracy rate consistently ranges between 99% and 
100%, reflecting the effectiveness of this approach. Given 
this high level of accuracy, no changes to the current process 
are recommended. Introducing a separate peer review step 
would require additional staffing resources, which would not 
be operationally efficient or economically justified. 

Furthermore, processing accuracy, compliance, and 
completion timeliness are monitored as key performance 
indicators within the People Experience (HR) Strategy on a 
Page document. 

Payroll Moderate Out of five new staff recruitments tested, it was noted that in 
one instance the People's Experience Officer had not signed 
the offer letter that was issued to the employee. 

Recommendation 
It is crucial for employers to ensure all employment contracts 
are properly signed by both employer and employee and 
securely stored to avoid potential legal disputes.  

Management Comments 
The audit documents reviewed show that the staff member 
was hired in 1995. Since then, our processes have evolved 
significantly. Today, it is standard practice to obtain and keep 
signed employment contracts and related documentation for 
all new hires, in line with current compliance and 
recordkeeping requirements. 

Payroll Minor Payroll confirmation reports are issued to the departmental 
heads/supervisors after the pay that shows what has been 
paid for each employee within their areas. However, there 
was no documentary evidence to indicate that the 
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Area Rating Matters Identified / Recommendations 

departmental heads/supervisors have reviewed the 
information contained in the payroll confirmation reports. 

Recommendation 
Payroll confirmation reports should be reviewed by the 
departmental heads/supervisors in a timely manner and the 
reviewer should sign off and record the date of review. 

Management Comments 
A formal process will be implemented requiring Supervisors 
to confirm that they have reviewed their staff members’ pays 
and have taken appropriate action to report and/or resolve 
any discrepancies identified. This additional control is 
intended to enhance accountability and support the timely 
resolution of payroll issues at the departmental level. 

Information 
Technology 
(IT) 

Moderate During testing of IT controls, it was noted that the City's 
Information and Cyber Security Policy, and Information 
Backup Standard have not been reviewed and updated since 
October 2019 and August 2019 respectively. 

Recommendation 
The City should review the Information and Cyber Security 
Policy and the Information Backup Standard periodically in 
order to ensure their currency and relevance. 

Management Comments 
The City acknowledges the need to maintain current and fit-
for-purpose policies to support information security and 
operational resilience. A full review of all Information and 
Technology policies, including the Information and Cyber 
Security Policy and the Information Backup Standard, is 
currently underway as part of the broader cybersecurity uplift 
and governance improvement initiatives.  
This review will ensure alignment with current regulatory 
requirements, industry best practices (such as the ASD 
Essential Eight and ISO 27001), and the City's evolving risk 
profile. Updated versions of both documents are expected to 
be finalised and endorsed by December 2025. 

General 
Compliance 
and Other 
Matters 

Minor The City's EOM Fuel Upload Reconciliation Procedure - MA 
CA-01 and EY Fuel Procedure have not been reviewed and 
updated since 31 October 2019 and 13 June 2018 
respectively. 

Recommendation 
The City should review the EOM and EY Fuel procedures 
and update them where necessary.  

Management Comments 
The City acknowledges the above, a formal review will be 
undertaken and documented by 30 September 2025, the 
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Area Rating Matters Identified / Recommendations 

updated procedures will then be recorded with version 
control and retained in ECM to ensure transparency and 
auditability. 

General 
Compliance 
and Other 
Matters 

Minor Section 5.75 of the Local Government (Administration 
Regulations) 22, requires relevant persons to lodge primary 
returns within three months of their start date. However, five 
officers had lodged late primary returns as reported in the 
Compliance Audit Return. 

Recommendation 
The City should have appropriate measures in place to 
ensure collection of primary returns within the prescribed 
timeframe in order to be compliant with the Regulations. 

Management Comments 
The City acknowledges the above. As noted in the 
'Comments' section of the Compliance Audit Return, the City 
is reviewing its approach to primary and annual returns to 
improve compliance in the future. The City complied with its 
obligation to report late lodgement to the Corruption and 
Crime Commission, as required by section 28 of the 
Corruption, Crime and Misconduct Act 2003. 

 
The outcomes of the review conducted by Macri Partners provide strong assurance 
to the City’s CEO, the Audit, Risk and Improvement Committee and Council 
regarding the robustness and effectiveness of the City’s financial management 
controls, systems, and procedures. 
 
We will need to extend the completion dates for the management actions related to 
the recommendations listed below until the end of December, due to administrative 
considerations and resourcing constraints: 

Payroll Moderate Recommendation 
A senior officer independent of the payroll function should 
review all amendments to payroll Masterfile on a periodic 
basis and ensure all amendments are genuine and 
correct. Evidence of review should be documented and 
retained.  

Payroll Minor Recommendation 
Payroll confirmation reports should be reviewed by the 
departmental heads/supervisors in a timely manner and 
the reviewer should sign off and record the date of review. 

Payroll Moderate Recommendation 
A senior officer independent of the payroll function should 
review all amendments to payroll Masterfile on a periodic 
basis and ensure all amendments are genuine and 
correct. Evidence of review should be documented and 
retained. 
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Given the comprehensive scope of the review and the three - year interval since the 
previous assessment, the number and nature of the findings - comprising a balanced 
mix of both minor and moderate risks - reflect positively on City’s financial 
governance framework. The outcomes demonstrate that, despite the time elapsed, 
controls remain largely effective, with most issues identified posing limited risk. 
 
Beyond the assurance provided, the review also delivers strategic value by 
identifying opportunities for improvement and addressing any control gaps. 
 
The City is committed to implementing the recommendations outlined in the review, 
as detailed in the management responses provided. 
 
 

Strategic Plans/Policy Implications 

Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
There is an obligation under Section 5(2) (c) of the Local Government (Financial 
Management) Regulations 1996 for the CEO to undertake a review of the 
appropriateness and effectiveness of the financial management systems and 
procedures of the Local Government at least once every three financial years and to 
report the results of those reviews to Council.  

The completed review ensures statutory compliance and assists the CEO to mitigate 
risks associated with the financial management of the City as identified and reported. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil  
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11.2 Infrastructure Services 
 
 
11.2.1 Fleet Management Audit: City of Cockburn and City of Kwinana 

Internal Audit Report June 2025 

 

Executive Director Infrastructure Services  

Author Group Manager Parks, Fleet and Waste  

Attachments 1. City of Cockburn and City of Kwinana Internal Audit Report: 
June 2025. ⇩   

  

 

Recommendation 
That the Committee: 

(1) RECEIVES the Fleet Management Audit: City of Cockburn & City of Kwinana 
Internal Audit Report June 2025; 

(2) IMPLEMENTS the recommendations for the Risk Management & Policy 
Currency and Operational Guidance categories; and 

(3) RECOMMENDS the operational expenditure and / or service level adjustments 
to implement the recommendations of the 4 remaining categories be included 
in the “Draft” 2026/27 Municipal Annual Budget and “Draft” FY27 Service 
Plans.  

 
Background 
 
The City commissioned BlueZoo Advisory Ltd to complete a fleet management audit 
in combination with City of Kwinana as a collaborative approach to benchmarking our 
respective adequacy of the management control framework and related risk 
management strategies for the fleet management function.  
 
The audit included a review of processes related to the planning, organising, 
controlling, directing, communicating, and management of vehicle assets along with 
the extent to which policies, procedures, guidelines, and processes complied with 
applicable laws and regulations governing fleet management.  
 
The audit also evaluated the effectiveness of the operating model by identifying 
activities that were outsourced versus those conducted in-house, and whether these 
arrangements provided value for money.  
 
A review of relevant policies, procedures, workshop and supporting documentation, 
as well as data analysis and stakeholder interviews was also undertaken in the audit 
 
Submission 
 
N/A 
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Report 

The audit recognises that both the City of Cockburn and the City of Kwinana have 
established operational processes to support their fleet functions, and there is clear 
intent to manage assets responsibly and deliver essential services effectively.  

A key opportunity for both local government authorities lies in strengthening the role 
of risk management, not as a periodic or isolated exercise, but as a consistent, 
embedded part of daily fleet operations. 

While some risk assessment activities have been undertaken, they are not fully 
integrated into operational decision-making or service planning.  

Establishing and maintaining fleet-specific risk registers, clearly articulating risk 
appetite, and assigning control ownership will support a shift toward proactive risk 
governance.  

This approach will enhance operational resilience, improve accountability, and 
enable both local government authorities to anticipate better and respond to issues 
such as safety risks, compliance changes, and asset underperformance. 

Risk ratings were identified for both organisations, with high ratings requiring urgent 
attention, medium ratings requiring timely management and low ratings representing 
minor issues or improvement opportunities.  
 
 
BlueZoo Advisory Ltd summary for the City of Cockburn is detailed below: 

Category  Risk 
Rating 

(Cockburn) 

City of Cockburn 

Risk 
Management 

High 

The City of Cockburn lacks effective risk management 
practices for fleet operations. Cockburn has no structured 
approach to identifying or managing fleet risks, with only 
one risk documented and no ongoing reviews.  

Policy Currency 
and Operational 
Guidance 

Medium 

Cockburn’s fleet policies lack strategic direction and remain 
outdated, based on legacy arrangements. There is a need 
to shift thinking from fleet as a tactical task to a high-value, 
high-risk strategic resource. Introducing strategic principles 
covering alignment, safety, cost, sustainability, and data 
use will streamline policy development and ensure better 
outcomes with minimal effort and significant impact.  

Lifecycle 
Planning and 
Data Integration 

Medium 

Cockburn manages its fleet under ownership-based 
models; processes remain manual and fragmented. 
Cockburn uses a dedicated system but lacks integration for 
disposal and lifecycle justification.  

Maintenance 
Scheduling and 
Downtime 
Tracking 

Medium 

Maintenance at Cockburn lacks depth in scheduling and 
reporting, relying on a single trigger and not tracking 
downtime. Servicing is based on time rather than kilometres 
or engine hours, which limits efficiency. Improved 
maintenance planning through data analytics and the 
adoption of telematics would enhance reliability, enable 
kilometre-based servicing, support utilisation and rotation, 
and address key risks such as driver behaviour. 
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KPI Monitoring 
and 
Performance 
Oversight 

Low 

Cockburn’s fleet KPIs have not been updated since 2016. 
This limits the ability to track performance, efficiency, and 
value. Establishing relevant, measurable KPIs would 
support better oversight and continuous improvement. 

Operating 
Model 

Low 

Cockburn uses an ownership-based fleet model where the 
city manages vehicle use, maintenance, and replacements. 
However, the model lacks a formal framework and periodic 
review, with key decision-makers no longer present. This 
legacy approach misses opportunities to adopt proven 
practices like leasing, centralised oversight, and telematics-
driven management. 

 
For each category Blue Zoo have made recommendation for the City of Cockburn to 
reduce its associated risk ratings.  
 
City officers have made comments on each recommendation and detailed timelines, 
responsible officer, financial implication and business unit accountability for each.  
 
Two recommendations (Risk Management & Policy Currency and Operational 
Guidelines) can be completed within existing resources and budget allocations. 
 
The remaining four recommendations will require operational funding or a reduction 
in services to implement. 
 
Strategic Plans/Policy Implications 
Listening and Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
There are four categories requiring a total of $600,000 to deliver the associated 
recommendations from the audit. 
 
It is proposed to include the required operational expenditure or service level 
adjustments to deliver the works when preparing the 2026/27 Municipal Annual 
Budget and FY27 Service Plans. 
 
The audit findings are to be amended post Council’s decision. 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
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Risk Management Implications 
 
There is a medium to high level of operational and financial risk associated with the 
City’s fleet if the report is not adopted by the Audit, Risk and Improvement 
Committee.  
                           
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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1 Executive Summary  

Objective 

The objective of this audit was to review the adequacy of the management control 
framework and related risk management strategies for the fleet management 
function, including processes relating to the planning, organising, controlling, 
directing, communicating, and management of vehicle assets.  

Conclusion 

The audit recognises that both the City of Cockburn and the City of Kwinana have 
established operational processes to support their fleet functions, and there is clear 
intent to manage assets responsibly and deliver essential services effectively. A 
key opportunity for both Cities lies in strengthening the role of risk management, 
not as a periodic or isolated exercise, but as a consistent, embedded part of daily 
fleet operations. 

While some risk assessment activities have been undertaken, they are not fully 
integrated into operational decision-making or service planning. Establishing and 
maintaining fleet-specific risk registers, clearly articulating risk appetite, and 
assigning control ownership will support a shift toward proactive risk governance. 
This approach will enhance operational resilience, improve accountability, and 
enable both Cities to anticipate better and respond to issues such as safety risks, 
compliance changes, and asset underperformance. 

Cockburn and Kwinana can transition toward a more mature, forward-looking 
model by embedding risk practices into routine fleet management, alongside policy 
updates, data-driven planning, and performance monitoring. This will strengthen 
internal controls and support long-term efficiency, safety, and value for money 
across their fleet operations. 

 

Control Rating 

 

Control 
Rating 

Description 

Comprehensive Comprehensive, effective controls are fully in place to manage the risk. 
Regular monitoring, review and/or testing is undertaken 
There is limited value in improving the controls. 

Adequate Sufficiently effective controls are substantially in place to manage the 
risk. 
Periodic monitoring, review and/or testing is undertaken 
Some minor improvements to the controls should be considered 

Satisfactory Controls are only partially effective and/or partially in place to manage 
the risk. 
Some limited monitoring, review and/or testing is undertaken 
Improvement opportunities to controls should be implemented 

Unsatisfactory Controls are either non-existent, not in place or not effective to manage 
the risk 
No or very limited monitoring, review and/or testing is undertaken 
There is significant value in corrective and/or improvement actions 

Fleet Maturity Assessment Report Attached Separately for Cockburn and Kwinana 
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Summary Notes 

Risk rating shows the total number of High, Medium, and Low risks identified for the City of Cockburn and the City of Kwinana. High risks reflect issues requiring urgent attention, Medium risks require timely 

management, and Low risks represent minor issues or improvement opportunities. This overview provides a clear picture of each city’s overall risk profile and areas requiring prioritised action 

                                     City of Cockburn                                                                                                                                  City of Kwinana 

 

Finding Risk 
Rating 

(Cockburn) 

City of Cockburn Risk         
Rating 

(Kwinana) 

City of Kwinana 

Risk Management  

High 

The City of Cockburn lacks effective risk 
management practices for fleet operations. 
Cockburn has no structured approach to 
identifying or managing fleet risks, with only one 
risk documented and no ongoing reviews.  

 

Medium 

The City of Kwinana would benefit from more effective 
risk management practices for fleet operations. 
Kwinana’s 2020 fleet risk assessment has remained 
unreviewed since 2022 and is not integrated into 
operational practices, reflecting a reactive and low-
maturity approach to fleet risk governance. 

Policy Currency and 
Operational Guidance 

 

Medium 

Cockburn’s fleet policies lack strategic direction 
and remain outdated, based on legacy 
arrangements. There is a need to shift thinking 
from fleet as a tactical task to a high-value, high-
risk strategic resource. Introducing strategic 
principles covering alignment, safety, cost, 
sustainability, and data use will streamline policy 
development and ensure better outcomes with 
minimal effort and significant impact.  

 

Low 

Kwinana lacks a formal, Council adopted Fleet 
Management Plan, instead relying on an internal Human 
Resources Policy (with respect to light fleet vehicles), 
informal depot procedures and HR policies. The City 
would benefit from a comprehensive, updated policy 
framework to align with current operational practices and 
strengthen risk controls. Establishing clear strategic 
principles would provide structure, improve 
accountability, and support more effective, sustainable, 
and safe fleet operation.  

Lifecycle Planning and Data 
Integration 

 

Medium 

Cockburn manages its fleet under ownership-
based models; processes remain manual and 
fragmented. Cockburn uses a dedicated system 
but lacks integration for disposal and lifecycle 
justification.  

 

Low 

Kwinana manage its fleet under ownership-based 
models, and processes remain manual and fragmented. 
Kwinana relies on spreadsheets with limited forecasting 
capability. Improved digital tools and standardised 
lifecycle triggers should be considered.  

1 

High(H) 

3 

Medium(M) 

2 

Low (L) 

0 

High(H) 

1 

Medium(M) 

5 

Low (L) 
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Finding Risk 
Rating 

(Cockburn) 

City of Cockburn Risk         
Rating 

(Kwinana) 

City of Kwinana 

Maintenance Scheduling 
and Downtime Tracking 

 

Medium 

Maintenance at Cockburn lacks depth in 
scheduling and reporting, relying on a single 
trigger and not tracking downtime. Servicing is 
based on time rather than kilometres or engine 
hours, which limits efficiency. Improved 
maintenance planning through data analytics and 
the adoption of telematics would enhance 
reliability, enable kilometre-based servicing, 
support utilisation and rotation, and address key 
risks such as driver behaviour. 

 

Low 

Kwinana uses work orders but does not formally record 
downtime or conduct structured safety checks. Servicing 
is based on time rather than kilometres or engine hours, 
which limits efficiency. Improved maintenance planning 
is recommended through data analytics and the adoption 
of telematics, resulting in enhanced reliability, enabling 
kilometre-based servicing, supporting utilisation and 
rotation, and addressing key risks such as driver 
behaviour. 

KPI Monitoring and 
Performance Oversight 

 

Low 

Cockburn’s fleet KPIs have not been updated 
since 2016. This limits the ability to track 
performance, efficiency, and value. Establishing 
relevant, measurable KPIs would support better 
oversight and continuous improvement. 

 

Low 

Kwinana does not use formal KPIs. This limits the ability 
to track performance, efficiency, and value.  Recommend 
establishing relevant, measurable KPIs that support 
better oversight and continuous improvement. 

Operating Model  

Low 

Cockburn uses an ownership-based fleet model 
where the city manages vehicle use, maintenance, 
and replacements. However, the model lacks a 
formal framework and periodic review, with key 
decision-makers no longer present. This legacy 
approach misses opportunities to adopt proven 
practices like leasing, centralised oversight, and 
telematics-driven management. 

 

Low 

Kwinana operates an ownership-based fleet model, with 
the city managing its vehicles. A formal operating 
framework and systematic review are absent, reflecting a 
legacy arrangement not critically reassessed. The 
current model lacks benchmarking against best practices 
such as leasing, centralised oversight, and telematics 
integration for improved cost control. 
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2 Audit Background and Scope  

Activity Overview 

Under the respective provisions of the Local Government Act 1995 and internal 
governance frameworks, the Chief Executive Officers of the City of Cockburn and the 
City of Kwinana are responsible for ensuring the establishment and maintenance of 
effective internal audit functions. These functions are integral to promoting sound 
governance, effective risk management, and robust internal control environments 
within each local government. 

To support these objectives, internal audit service providers were engaged to deliver 
services in accordance with the City of Cockburn Internal Audit Plan and the City of 
Kwinana Internal Audit Plan. A key component of these audit plans is the conduct of 
targeted reviews across high-risk and high-value operational areas to provide 
independent assurance to management and the Audit and Risk Committees. 

One such review undertaken under both audit plans is the Fleet Management Audit. 
Both Cities have made substantial investments in their fleet assets, and significant 
resources are allocated to the operation and maintenance of these assets to ensure 
they meet the service delivery needs of the organisation. This audit was designed to 
independently assess the efficiency and effectiveness of each City's current fleet 
management model, focusing on strategic planning, asset utilisation, maintenance 
practices, lifecycle management, and alignment with business needs. 

The objective of the audit was to evaluate the adequacy of the governance structures, 
policies, and operational practices in place for managing fleet assets. The audit also 
aimed to identify opportunities for improved efficiency, cost-effectiveness, and risk 
mitigation, ensuring that the Cities are maximising value from their fleet investments 
while supporting sustainable service delivery. 

 

Audit Overview  

1. Scope 

The scope of the audit was to assess the adequacy of the management control 
framework and related risk management strategies for the fleet management function. 
This included a review of processes related to the planning, organising, controlling, 
directing, communicating, and management of vehicle assets. 

Additionally, the audit reviewed the extent to which policies, procedures, guidelines, 
and processes complied with applicable laws and regulations governing fleet 
management. It focused on assessing compliance and the effectiveness of internal 
controls supporting the function. 

The audit also evaluated the effectiveness of the operating model by identifying 
activities that were outsourced versus those conducted in-house, and whether these 
arrangements provided value for money.  

The scope included a review of relevant policies, procedures, workshop and 
supporting documentation, as well as data analysis and stakeholder interviews.  
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2. Methodology 
This audit was conducted using the following Methodology: 
Planning Phase 

• Conduct internal planning to finalise scope, identify key stakeholders, 
documents, and any engagement constraints; and 

• Hold an entry meeting with both Cities to confirm objectives, scope, timelines, 
and key contacts. 

Fieldwork Phase 

• Collect and review initial documentation including policies, registers, risk 
frameworks, and supporting data; 

• Evaluate fleet-related risk appetite and overall risk management frameworks; 

• Review fleet management and HR policies for alignment with legislative 
requirements and good practice; 

• Assess fleet asset registers and maintenance records for completeness, 
accuracy, and compliance; 

• Analyse governance and control processes for fuel cards and other fleet 
consumables; 

• Facilitate a Business Model workshop to assess current and desired fleet service 
delivery models; 

• Perform sample testing and data analytics to evaluate utilisation, maintenance 
trends, fuel efficiency, and cost-effectiveness; and 

• Conduct FLEETassess maturity assessments via the Governance Manager tool 
to evaluate governance, operations, and compliance. 

Playback Phase 

• Host a Playback session with stakeholders to validate initial findings and clarify 
any outstanding issues. 

Reporting Phase 

• Prepare a draft report outlining key findings, risks, and actionable 
recommendations; 

• Undertake an internal quality review of the draft report prior to sharing it with 
both Cities for feedback; 

• Finalise and issue the audit report, incorporating management responses and 
city-specific appendices where required; and 

• Present findings to the relevant Audit Committees and conduct an Exit Meeting 
with key stakeholders. 

Criteria 

Our audit was be aligned with: 

• Relevant legislation and regulations related to fleet management; 

• The Cities’ own fleet management policies, procedures, and operating models; 

• Risk frameworks, including risk appetite and treatment strategies; 

• Good practice guidelines for asset management, procurement, and vehicle use; 

• HR policies related to fleet operations (e.g. licensing, private use, driver 
responsibilities); 

• Governance Manager’s FLEETassess maturity model for assessing fleet 
governance, compliance, and performance; and 
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Audit Overview  

• Key performance indicators (KPIs) used by the Cities to monitor fleet efficiency, 
safety, and cost-effectiveness. 

Period 

The audit did not establish a period for examination. It examined the current status 
of the audit items. 
 

The review was conducted by Blue Zoo Advisory between March to June 2025. The 
Blue Zoo team comprised: 

▪ Cassandra Ahearne, Subject Matter Expert; 

▪ Derek Shellabear, Principal Advisor; 

▪ Kimil Timilsina, Senior Advisor; and 

▪ Pat Scally, Quality Assurance. 

Blue Zoo Advisory gratefully acknowledges the valuable support and contributions of 
the staff from the City of Cockburn and the City of Kwinana. Their assistance in 
providing documentation, coordinating interviews, and supporting access to relevant 
systems was instrumental in the successful completion of the review. 

 

Statement of Assurance 

This Audit has been conducted in accordance with the ‘International Standards for the 
Professional Practice of Internal Auditing’ contained in the ‘International Professional 
Practices Framework’ issued by the Institute of Internal Auditors. In our professional 
judgement, sufficient and appropriate audit procedures were completed, and 
appropriate evidence gathered, to support the accuracy of the conclusions reached and 
contained in this report. 
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3 Detailed Findings 

3.1 Risk Management  

City of Cockburn 

The City of Cockburn currently lacks a structured and systematic approach to managing 
risks associated with its fleet operations, which represent a significant asset base 
valued at approximately $28 million. In 2024, the City decommissioned its Risk 
Management & Safety System (RMSS), which had been in place since 2015 to facilitate 
the identification, monitoring, and management of both operational and strategic risks. 
As of the time of the review, The City is using Microsoft SharePoint as an interim 
platform for maintaining its risk register and WHS incident management system. These 
interim processes are manual and require a longer-term solution. The City is now 
licensed to use Skefto, a cloud-based online solution catering for both WHS incident 
management and as a long-term risk management solution. While implementation and 
configuration of Skefto is undertaken initially for WHS, followed by enterprise risk 
management,  SharePoint continues to be used. . 

During stakeholder discussions and workshops, it was noted that the City had only one 
risk item documented in its corporate risk register relating to fleet operations. 
Furthermore, there was no evidence of a dedicated or standalone fleet risk register, and 
no proactive process in place for the identification, assessment, and review of risks 
associated with the acquisition, operation, maintenance, or disposal of fleet assets. 

This demonstrates a low level of maturity in fleet risk governance and a reactive 
approach to risk rather than an embedded and continuous risk management function. 
The City’s current Fleet management plan does not address driver behaviour, which is a 
significant oversight given its impact on operational safety and risk exposure. This lack 
of structure is further underscored by recent year-end data from LGIS, which shows a 
steady increase in motor vehicle claims involving the City’s fleet, now “averaging over 
three per month”. Cockburn is currently exceeding its peer local governments in most 
accident categories, with particularly concerning trends in ‘Failed to Stop’ incidents and 
a noticeable rise in ‘Found Damaged’ cases, which are typically low across the sector. 
These patterns, in the absence of formal risk analysis or mitigation strategies, highlight 
systemic gaps in fleet oversight and reinforce the need for stronger governance and 
accountability mechanisms. 

The City’s Fleet & Plant Asset Management Plan (2020–2024) does outline lifecycle 
management strategies; however, it does not include a risk framework, mitigation 
measures, or control activities tailored to address emerging or ongoing risks across the 
fleet lifecycle. Notably, no risk appetite or tolerance thresholds specific to fleet 
operations have been defined or communicated across the organisation. 

Given the City’s ongoing urban development and increasing reliance on fleet assets to 
deliver services, the absence of a robust risk management framework poses a 
significant operational and financial risk. Without appropriate processes and controls in 
place, the city may be exposed to unanticipated fleet failures, non-compliance with 
safety and environmental standards, inefficiencies in asset utilisation, and increased 
total cost of ownership. 

Implication and Risk 

Risk: High  
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The absence of recent and active risk assessments limits the City’s ability to identify, 
manage, or mitigate operational and compliance risks related to fleet assets. Without 
structured updates and monitoring, the city risks overlooking emerging issues such as 
safety gaps, asset misuse, or non-compliance with legislative changes. 

Recommendation(R1) 

It is recommended that the City of Cockburn: 

• Establish a fleet risk register aligned with the City’s risk assessment matrix.  

• Conduct a full fleet risk assessment that reflects current operational conditions and 
includes a broader range of risks, such as financial, operational and compliance 
risks, with input from operational staff and clear assignment of control owners; and 

• Rebuild risk monitoring capability post-RMSS.  

 

 

City of Kwinana 

The City of Kwinana’s risk management practices for fleet operations show only partial 
alignment with its overarching Risk Management Strategy and the AS ISO 31000:2018 
standard. A fleet-specific risk assessment was undertaken in 2020 and reviewed in 
2022 through a workshop; however, there is no documented evidence of ongoing 
review, monitoring, or updates. This indicates a shortfall in the application of continuous 
improvement principles required by the Strategy. 

The 2022 workshop focused primarily on safety-related risks, resulting in a narrow 
assessment scope. Other key risk categories identified in the Strategy such as 
Financial, ICT/Infrastructure/Assets, Legislative Compliance, Environmental, 
Reputation/Image, and Service Delivery were not adequately considered. For instance, 
the assessment did not address risks related to vehicle downtime, fleet obsolescence, 

Management comments (City of Cockburn) 

The City prefers to continue an enterprise risk management framework, which 
integrates all its operations and services under one risk management register. 
Standalone risk registers are not appropriate, as risk management needs to be 
managed at corporate level and holistically. Once  a cloud-based online solution is 
implemented, catering for both WHS incident management and as a long-term risk 
management solution, team based risks assessments will be undertaken to ensure 
operational risk is updated and captured. 

A fleet risk register will be developed in conjunction with the upcoming review of the 
City’s Fleet Asset Management Plan (AMP). The City’s Asset’s Management team 
will lead the development of the AMP with support from the Fleet team.  

The risk register will likely be initially developed using Microsoft Excel/Word, with 
the intention of importing into a future Safety/Risk Tracking System (replacement 
for RMSS) and/or a Fleet Management System (once procured).   

Completion Date December 2025 

Responsible Officer Group Manager Parks, Fleet and Waste 

Financial Implication Internal cost 

Business Unit Parks Fleet Waste 
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regulatory compliance, or environmental impacts. Consequently, significant operational 
and strategic exposures may remain unmitigated. 

Fleet risk management remains a largely siloed activity. There is no documented 
evidence of risk mitigation measures being integrated into day-to-day fleet operations. 
Key processes such as vehicle maintenance scheduling, driver behaviour monitoring, 
and training programmes are not formally linked to risk control strategies. The City has 
not adopted key fleet-specific controls such as telematics systems, GPS-based driver 
behaviour monitoring, or predictive maintenance tools, which are increasingly used by 
organisations to enhance safety, efficiency, and oversight. 

In addition, there are no contingency or business continuity plans in place for significant 
fleet-related incidents, such as widespread vehicle failures or major accidents, which 
pose a risk to service continuity. Reporting of fleet-related risks to the Audit and Risk 
Committee does not occur, and such risks are not reflected in strategic documents such 
as the City’s Strategic Community Plan or Corporate Business Plan. This lack of 
integration limits visibility of fleet risks at the executive and governance levels and may 
hinder alignment with broader organisational objectives, such as transitioning to a low-
emissions fleet or improving operational resilience. 

Implication and Risk 

Risk: Medium 

The City’s current approach limits its ability to proactively identify, manage, and mitigate 
fleet-related risks. This may lead to increased exposure to service disruptions, financial 
losses, regulatory non-compliance, and reputational harm. Without a structured and 
integrated approach, the City may also miss opportunities to modernise its fleet, 
enhance operational efficiency, and support long-term sustainability goals. 
 

Recommendation(R1) 

It is recommended that the City of Kwinana: 

• Refresh the 2022 fleet risk assessment to reflect current operational conditions and 
ensure it addresses a broader range of risk categories beyond safety, including 
financial, operational, compliance, environmental, and reputational risks. 

• Integrate the outcomes of the updated assessment into daily fleet management 
activities by implementing defined mitigation measures, assigning responsibilities, 
and embedding controls such as telematics and maintenance triggers. 

• Establish a process for conducting annual fleet risk reviews, with treatment actions 
linked to Work Health and Safety (WHS), asset management, and service delivery 
planning. 

 

Management comments (City of Kwinana) 

The City acknowledges the importance of ongoing risk management across fleet 
operations, and continues to undertake regular, plant-specific risk assessments in 
accordance with its WHS obligations. The WHS Committee reviews and documents 
overall risks associated with plant and equipment to ensure a safe working 
environment. Based on Australia’s KSI statistics, the risk of a serious incident is 
considered remote for the City’s standard trip profile, and is further mitigated through 
adherence to Australian Standards, the Road Traffic Code, and a policy requiring 
vehicles to achieve a 5-star safety rating.  
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For legislative compliance, the City typically procures off-the-shelf fleet assets, with 
any non-standard modifications subject to risk assessment. Individual users remain 
responsible for compliance with relevant road safety legislation, further supported 
by the City’s drug and alcohol policy, which forms part of broader safety 
management. In addition, the City has implemented its complaints procedure. If a 
complaint is received regarding road safety, it will be addressed accordingly.  

Reputation risks are managed via a standardised fleet policy, business case 
requirements for new plant items, and the installation of dash cameras in all 
vehicles. These measures, alongside established management practices and public 
accountability, ensure that the uncontrolled risk remains low. 

Service delivery risks are also viewed as low. The City’s fleet is relatively small, 
consisting mainly of generic vehicles and equipment that can be readily replaced by 
contractors or hire arrangements if necessary. Past experiences indicate that the 
temporary loss of fleet assets has not adversely impacted service levels. For 
specialised equipment, such as the patching truck, temporary solutions are 
available to maintain service continuity until a replacement is sourced. The City 
notes that the Local Business Continuity Plan – Operations outlines recovery 
priorities and strategies for maintaining services if the City cannot provide them, 
including when fleet equipment is unavailable. 

The City supports regular fleet risk assessments, daily checks, and logbook 
servicing as standard practice. However, further documentation may offer limited 
additional value, given the fleet's modest size and straightforward operational 
requirements. The City’s current GPS policy does not permit monitoring of driver 
behaviour, as the expected benefits do not outweigh the costs and operational 
complexity, particularly considering the small fleet size. Driver behaviour is primarily 
a matter for State regulation, though the WHS Committee continues to review 
incident patterns for opportunities to improve safety. 

In summary, the City remains committed to a proportionate and practical approach 
to fleet risk management, the City believes that its current identified risk 
assessments incorporate fleet management, the following risk items have been 
identified within the Organisation risk register – OR30 - Fraud, scams and contractor 
collusion. Consequence - financial loss. Legal prosecution. Crime and Corruption – 
External, OR79 - Engaging contractors with history of poor performance with the 
City or publicly known performance or legal issues. focusing on controls that are 
both effective and appropriate for its operational context, while ensuring ongoing 
compliance and safety. 

Therefore, no action required.  

 

Completion Date N/A  

Responsible Officer Manager Operation and Director City 
Infrastructure  

Business Unit City Operations  
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3.2 Policy Currency and Operational Guidance 

City of Cockburn 

The City of Cockburn’s Fleet and Asset Management Plan (2020–2024) and associated 
vehicle usage policy HRM GL502.1 are both overdue for review and require updating to 
ensure continued alignment with current fleet management practices, operational risks, 
and compliance expectations. The Plan outlines the City’s intent to optimise lifecycle 
costs, align fleet decisions with service needs, and review utilisation across business 
units. However, it notes that “future policies are required to refine areas such as vehicle 
allocation, usage entitlements, and fuel card management,” which have not been 
actioned since the plan’s approval. This limits its effectiveness as a strategic 
governance document. 

An overarching framework describing the role and objectives of the fleet will re-frame 
and elevate the fleet to reflect the significance of the role, cost and risk of the fleet in 
delivering the City’s strategic objectives. 

The lack of clear principles, policy framework, and active management leaves a 
guidance vacuum for staff (whether directly involved in management of the fleet or 
drivers more generally), with behaviour and culture being driven by individuals (bottom 
up) rather than strategically influenced from the top down. This approach is exemplified 
by the LGIS report, which highlights a steady increase in fleet crashes averaging over 
three per month, indicating systemic issues that are not being addressed through 
existing policies. 

Similarly, HRM GL502.1, last updated in July 2020 with a scheduled review in July 
2021, continues to reflect legacy arrangements, such as a $174 per fortnight charge for 
6-cylinder vehicles, which currently applies to only four individuals under grandfathered 
provisions. These policies address key areas such as vehicle usage categories (e.g., 
unrestricted private, purchased private, restricted private, commuter use), employee 
responsibilities, pool vehicle booking systems, incident and damage reporting, and 
occupational health and safety compliance. However, their limited scope and outdated 
content increase the risk of inconsistent vehicle usage controls, policy misalignment, 
and operational exposure.  

Given this, the City should either formally obsolete the grandfathered provisions or 
comprehensively update the policies and plan to reflect contemporary fleet 
management practices, compliance standards, and risk controls. If it is necessary to 
maintain private use privileges for these four individuals, the City should issue a 
separate, formal memo documenting this exception and explicitly reference it within the 
updated policy to ensure transparency and sound governance. Failure to address these 
issues risks inconsistent vehicle usage controls, policy misalignment, and increased 
operational exposure. 

Implication and Risk 

Risk: Medium 
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Outdated or fragmented fleet policy frameworks may lead to inconsistent vehicle usage 
practices, unclear employee entitlements, and weakened compliance with procurement 
and asset management requirements. Over time, these deficiencies increase the risk of 
operational inefficiencies, heightened exposure to liability, poor staff behaviour, and 
potential disputes among staff, which could undermine effective fleet governance and 
asset utilisation. 

Recommendation(R2) 

It is recommended that the City of Cockburn: 

• Create fleet management principles to drive development of new fleet-related 
policies and procedures. 

• Fully review, update, and consolidate all fleet-related policies and procedures into a 
comprehensive and up-to-date Fleet Management. 

• Ensure driver behaviour is captured in policy and procedures in a manner that 
supports consistency with fleet principles as well as related policy and procedures.  

• Remove or formally retire outdated provisions, such as grandfathered private use 
clauses, ensuring alignment with current operational, compliance, and risk 
management requirements. 

• Obtain formal endorsement of all updated policies from appropriate governance 
bodies and implement a clear communication plan to inform relevant staff. 

 

 

City of Kwinana 

Management comments (City of Cockburn) 

The City recognises the importance of establishing clear and contemporary fleet 
management policies and procedures. This will be approached collaboratively, 
with People Experience taking the lead in developing fleet management principles 
that align with organisational values and workforce expectations. 

The review and consolidation of existing fleet-related policies will be undertaken 
jointly with operational teams to ensure relevance, clarity, and consistency. 
Particular attention will be given to embedding driver behaviour standards that 
reflect both fleet principles and broader HR policies. 

Outdated provisions, including grandfathered private use clauses, will be formally 
retired to ensure alignment with current compliance and risk management 
requirements. All updated policies will be endorsed through appropriate governance 
channels, supported by a communication plan to ensure staff awareness and 
engagement. 

Completion Date February 2026 

Responsible Officer Group Manager Parks, Fleet and Waste, and 
Group Manager  People and Organisational 
Performance 

Financial Implication Internal cost 

Business Unit Parks Fleet Waste 
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The City of Kwinana currently does not have a formal council adopted Fleet 
Management Policy or overarching Plan to guide its fleet operations strategically. 
Instead, fleet-related activities are managed through in internal Human Resources 
Policy(relating solely to City light fleet vehicles) and a collection of separate documents 
and work instructions. These include the Vehicle Allocation Authorisation Form and 
operational guidelines for dash cam usage, small plant replacement, paint and panel 
damage, and disposal of fleet plant and machinery.  

While these documents provide some level of direction, they are largely operational in 
focus and lack integration under a broader policy framework. Procurement of fleet 
vehicles is managed through the City’s general Procurement Policy, with light vehicles 
specifically sourced via the WA Government’s Common Use Arrangement (CUA), which 
supports standardised and cost-effective procurement. The day-to-day management of 
vehicles is overseen through the HR City Vehicle Policy, which outlines processes for 
acquiring vehicles, allocating vehicle allowances, and defining staff responsibilities. It 
also includes conditions for booking pool vehicles during work hours and provisions for 
the suspension or termination of vehicle access if an officer exits the organisation. In 
September 2024, the City initiated a review of its workshop practices and fleet 
processes through a facilitated session with IPWEA Fleet, focusing on operational 
improvements and staff capability. However, despite these efforts, there is no policy in 
place that addresses driver behaviour, including expectations around safe and 
responsible vehicle use an essential component of modern fleet risk management. More 
broadly, the absence of a consolidated, strategic Fleet Management Plan has resulted 
in fragmented governance and limited alignment between fleet management and 
organisational objectives. This gap increases the risk of inconsistent practices, reduced 
accountability, and missed opportunities to optimise fleet performance, manage lifecycle 
costs, and respond effectively to compliance and safety expectations. 

Implication and Risk 

Risk: Low 

The lack of an integrated and strategic fleet management framework, including the 
absence of a driver behaviour policy, exposes the City to operational inefficiencies, 
increased risks, inconsistent practices, and higher lifecycle and compliance costs. 

Recommendation(R2) 

It is recommended that the City of Kwinana: 

• Develop and approve a formal Fleet Management Plan that integrates depot 
procedures, HR policies, procurement practices, and operational guidelines to 
ensure cohesive management across all fleet activities; 

• Clearly define and document roles, responsibilities, servicing schedules, and access 
controls within the plan to strengthen governance, improve accountability, and 
promote consistent and effective fleet operations. 

 

Management comments (City of Kwinana) 

Partially Agree.  

While the City lacks a Council policy, it has the ‘Human Resources – Internal Policy 
City Vehicles - acquisition, allocation, allowance and use of City Vehicles’. This 
reflects the fact that fleet management is operational in nature and not appropriate 
for Council involvement.  
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The City has a very small fleet, with the light fleet managed in accordance with a 
policy, and new plant and heavy plant subject to a business case (as is replacement 
of some plant items, such as the loader and 6-wheeler).  Service scheduling is in 
accordance with manufacturers’ recommendations. 

Procurement is overseen independently to the specific task of fleet acquisition.  The 
specific relevant to fleet, however, are documented in the policy. 

Replacement is documented within the plant replacement schedule and is 
supported by a model. 

However, the team agree that a fleet plan that collates existing policies and 
approaches, and documents such things as frequency of reviewing changeover 
frequency, light vehicle hiring and similar, is beneficial. 

Completion Date August 2026 

Responsible Officer Andrew Fisher 

Business Unit City Operations 
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3.3 Lifecycle Planning and Data Integration 

City of Cockburn 

Cockburn’s fleet comprises approximately 600 vehicles and equipment, including 
sedans and wagons, trailers and caravans, loaders and backhoes, tractors and ride-on 
mowers, buses and ATVs. This also includes a substantial collection of minor plant and 
machinery.  

The City manages its fleet lifecycle using a dedicated system that tracks asset details 
and maintenance activities. While grant-funded vehicles, such as those provided by 
DFES, are recorded in the fleet register, they are not subject to the City's internal 
procurement or operational management processes. These vehicles remain under the 
control of DFES, and the City has no operational authority over them. To avoid 
confusion and ensure clarity in financial reporting, the fleet register should explicitly 
identify DFES-controlled assets and note that they do not have a financial impact on the 
City's accounts. 

For other replacements, procurement processes are followed in line with internal 
procedures and policy requirements. However, record keeping does not capture 
disposal or write-off dates, and disposal processes are still handled manually. The city 
disposes of assets through Pickles Auctions and has adopted a 10-year replacement 
plan; however, given the diverse nature of the fleet, including a mix of light vehicles, 
heavy plant, and specialised equipment, this uniform timeframe may not be appropriate 
for all asset types. Replacement planning remains largely manual and reliant on staff 
review and approvals, which may limit consistency and responsiveness across different 
fleet categories. 

Furthermore, to support sustainability objectives and improve long-term cost efficiency, 
the City should also consider incorporating electric vehicles (EVs) within its fleet 
lifecycle planning. Integrating EVs into procurement and replacement strategies will not 
only reduce environmental impact by lowering greenhouse gas emissions but also align 
with evolving industry standards and community expectations for sustainability. 

Implication and Risk 

Risk: Medium 

The reliance on manual record-keeping and fragmented systems for tracking fleet 
assets and disposals increases the risk of inaccurate or incomplete data, which can 
undermine effective asset management and capital planning. Without formalised and 
regularly reviewed operating models, responsibilities for asset control, maintenance, 
and replacement may lack clarity and consistency. This can lead to delayed or 
unjustified asset replacements, inefficient use of resources, and potential safety or 
compliance issues. Furthermore, as the City’s fleets grow or diversify, existing manual 
processes and tools may become inadequate, increasing the likelihood of operational 
inefficiencies and higher lifecycle costs. 

Recommendation (R3) 

It is recommended that the City of Cockburn: 

▪ Undertake a feasibility exercise of installing telemetry devices in some or all of the 
fleet (or other digital solutions to deliver desired lifecycle management outcomes).  
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▪ Implement an integrated fleet management system with full lifecycle capability, 
including disposal tracking and asset justification workflows. 

▪ Conduct a review of fleet assets that have exceeded their replacement thresholds to 
document justification for retention or initiate disposal; and 

▪ Investigate incorporating electric vehicles into its fleet replacement strategy, 
prioritising sustainability and cost-efficiency.  

 

 

City of Kwinana 

The City of Kwinana’s fleet consists of approximately 250 vehicles and equipment 
spanning light vehicles, trucks, trailers, and various plant assets that support operational 
and service delivery functions. Fleet and maintenance registers are maintained using 
spreadsheets, which, while cost-effective, rely heavily on manual data entry and 
management. The City follows established procurement policies, including use of 
Common Use Arrangement (CUA) contracts for light vehicles and disposes of assets 
through Pickles Auctions, demonstrating compliance with approved procurement and 
disposal processes. 

The City has a Master Fleet and Plant Replacement Program and has recently engaged 
in workshops to enhance the fleet business model, reflecting proactive efforts to 
improve governance and operational planning. However, the continued dependence on 
manual and fragmented record-keeping systems presents risks as the fleet grows or 
diversifies. Without automated or integrated systems to capture real-time asset 
condition and maintenance data, there is limited visibility to enable timely and optimised 
replacement decisions. Additionally, the absence of a formal, documented operating 
model with clearly defined roles and responsibilities for asset control, maintenance 
oversight, and renewal planning may lead to inconsistent practices across the 
organisation. 

Implication and Risk 

Management comments (City of Cockburn) 

The City supports the recommendation to strengthen lifecycle planning and data 
integration across fleet operations. The Fleet Asset Management Plan (AMP) will 
serve as the strategic foundation for lifecycle decision-making, setting direction for 
asset replacement, sustainability targets, and operational efficiency. 

Implementation of the AMP will be supported by a combination of tools and systems, 
including spreadsheets, TechnologyOne, and other digital platforms, to ensure 
accurate tracking of asset performance, disposal, and justification workflows. 

A review of fleet assets that have exceeded replacement thresholds will be conducted 
to document retention justifications or initiate disposal. The City will also explore the 
integration of electric/alternative fuel vehicles into the fleet replacement strategy, 

aligning with sustainability and cost-efficiency objectives. 

Completion Date March 2026 

Responsible Officer Group Manager Parks, Fleet and Waste 

Financial Implication $150K approx. 

Business Unit Parks Fleet Waste 
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The reliance on manual, spreadsheet-based fleet management and the lack of a formal 
operating model increase the risk of data inaccuracies, inconsistent asset oversight, and 
delayed maintenance or replacement decisions. This limits the City’s ability to optimise 
fleet performance, manage costs effectively, and ensure continuity of service as the 
fleet expands or changes. 

Recommendation (R3) 

It is recommended that the City of Kwinana: 

• Enhance existing spreadsheet-based tools with predictive features (e.g., condition-
based triggers or cost modelling) to support timely vehicle replacement decisions. 

• Expand fleet registers to include all major plant and equipment, ensuring condition 
assessments and servicing history are incorporated into renewal planning; and 

• Explore phased implementation of a digital fleet system to reduce reliance on 
manual records and improve asset visibility. 

 

 
  

Management comments (City of Kwinana) 

The language exaggerates the size of the City’s fleet, with minor plant, such as whipper 
snipers and blower vacs included in the list.  The replacement schedule is based on a 
model and experience.  The replacement program is commonly adjusted to account for 
condition or reliability experience.  With a very small fleet, this is easily managed 
through the informal process. 

It is possible that the City’s fleet will grow in the the future, and it might be that this level 
of sophistication is needed. For now, the existing capacity in the system to discuss an 
individual plant item, and physically sight the item, when making a decision is 
considered appropriate and cost effective.  The City’s fleet is not so large that it is 
necessary to run a complicated model to understand the reliability of the fleet or need 
to bring forward of push bask replacement. 

Also note that the City’s ERP capture service and other cost data, which is the basis off 
the model that supports the current replacement program. 

At this stage no further action required in relation to these recommendations.  

Completion Date No action required  

Responsible Officer Manager Operations and Director City 
Infrastructure  

Business Unit City Operations  
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3.4 Maintenance Scheduling and Downtime Tracking 

City of Cockburn 

The City of Cockburn does not systematically record trip and fuel usage data for its 
vehicles, lacking comprehensive GPS reports or logbook records for monitoring vehicle 
utilisation. There is no analysis of pool vehicle usage efficiency, and vehicle downtime is 
not tracked or recorded.  

Fuel consumption monitoring relies mainly on BP fuel reports combined with manual 
verification via fuel cards, without detailed fuel-efficiency analysis. GPS tracking is used 
only sporadically, and the vehicle booking system may suffer from poor management, 
resulting in staff misuse and operational inefficiencies.  

Maintenance management through the TechnologyOne system is constrained by a 
single maintenance trigger, limiting flexibility. Spare parts inventory is managed 
reactively without systematic stock tracking, which may lead to unnecessary downtime. 
Data collection is fragmented across multiple systems with no centralised platform, 
hindering effective reporting, performance analysis, and fleet planning.  

This results in minimal use of data analytics and telematics, limiting the ability to identify 
risk trends and optimise fleet operations. 

Implication and Risk 

Risk: Medium 

Inadequate data capture and fragmented systems reduce the City’s ability to monitor 
fleet usage, detect inefficiencies or misuse, and make informed decisions on fleet 
performance, leading to increased operational costs and missed opportunities for 
optimisation. 

Recommendation (R4) 

It is recommended that the City of Cockburn: 

• Undertake a feasibility exercise of installing telemetry devices in some or all of the 
fleet (or other digital solutions to deliver desired maintenance scheduling and 
downtime tracking outcomes).  

 

Management comments (City of Cockburn) 

The City supports the recommendation to enhance maintenance scheduling and 
downtime tracking through digital solutions. As part of this commitment, the City 
will scope a procurement document for a fleet management system that supports 
telemetry integration and maintenance planning. 

Subject to budget allocation, the system is planned to be implemented by October 
2026. This will enable improved visibility of fleet performance, proactive maintenance 
scheduling, and reduced operational downtime. 

The system will be selected to align with broader fleet lifecycle and asset 
management objectives, and will integrate with existing platforms where appropriate 
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Completion Date October 2026 

Responsible Officer Group Manager Parks, Fleet and Waste 

Financial Implication $150K approx. 

Business Unit Parks Fleet Waste 
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City of Kwinana 

In the City of Kwinana, formal reporting of fuel usage is absent, with fuel cards having 
set access limits controlling fuel type and usage. While GPS systems record trip data, 
this is not configured nor is it required for routine monitoring. Pool vehicles used for 
operational purposes have some usage records, but other pool vehicles lack usage 
statistics altogether.  

Maintenance records exist for selected vehicles, though some new vehicles have yet to 
reach service milestones. Vehicle safety checks occur during routine servicing, with 
work requests converted to work orders, but formal reporting on safety checks and 
downtime is not performed.  

Fuel consumption tracking is limited to fuel reports without fuel-efficiency analytics, 
which is deemed unnecessary by management given manual oversight and a relatively 
small fleet size. 

Implication and Risk 

Risk: Low 

Limited monitoring weakens oversight, creates a risk of inefficiency or misuse, and limits 
evidence-based fleet optimisation. 

Recommendation (R4) 

It is recommended that the City of Kwinana: 

• Utilise existing unused systems and data capability to support effective and efficient 
management of the fleet. 

• Explore scalable digital fleet solutions if the fleet size or operational complexity 
increases, to future-proof management capabilities. 

 

Management comments (City of Kwinana) 

The City’s GPS policy does not allow the City to use GPS data for monitoring staff.  The 
purpose of the GPS is to find vehicles (working alone control) and to update record of 
travelled km for service scheduling (this is instead of using fuel reports, which also 
provide this data).  GPS data can only be used  to monitor a driver, with the permission 
of the driver. The recommendation at this stage will not be actioned in accordance due 
to the City’s current policies and procedures.  

The City’s fleet is not so large that route planning will have a material impact on cost.  
In addition, the City’s approach to managing its operations means that this type of 
planning is better done as part of work planning (i.e. the order that parks are mowed, 
or restricting pothole repairs to a suburb), which can be undertaken without GPS or 
even consideration of the fleet.  

Completion Date No action required  

Responsible Officer Manager Operations and Director City 
Infrastructure  

Business Unit City Operations  
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3.5 KPI Monitoring and Performance Oversight 

City of Cockburn 

Cockburn last formally reviewed its fleet-related Key Performance Indicators (KPIs) 
under a Balanced Scorecard framework in 2016. Since then, there has been no 
systematic update or reassessment of these KPIs to reflect changes in fleet 
composition, usage patterns, operational risks, or strategic objectives. As such, the 
current framework may not be aligned with modern fleet management expectations or 
sustainability goals (e.g. utilisation efficiency, emissions reduction, cost per kilometre, or 
downtime reduction). 

Implication and Risk 

Risk: Low 

The lack of a current and structured KPI monitoring process presents several risks, 
including relying on outdated performance indicators may result in missed opportunities 
to improve fleet efficiency, reduce operational costs, or align with sustainability and 
emissions targets. Without updated KPIs, it becomes difficult to track whether fleet 
services are meeting the organisation’s evolving needs or delivering value for money. 

The absence of up-to-date and measurable indicators hinders evidence-based decision-
making and may affect long-term planning, budget justification, and compliance with 
good asset management practices. 

Recommendation (R5) 

It is recommended that the City of Cockburn: 

▪ Undertake a feasibility exercise of installing telemetry devices in some or all of the 
fleet (or other digital solutions to deliver desired KPI monitoring and performance 
oversight outcomes).  

▪ Reflect current fleet usage, cost metrics, environmental targets, and asset 
performance indicators (e.g. fuel efficiency, lifecycle cost, utilisation rate, downtime); 

▪ Be monitored regularly through dashboards or periodic reporting. 

▪ Align with broader organisational goals, including sustainability and financial 
stewardship. 

Management comments (City of Cockburn) 

The City supports the recommendation to strengthen lifecycle planning and data 
integration across fleet operations. The Fleet Asset Management Plan (AMP) will 
serve as the strategic foundation for lifecycle decision-making, setting direction for 
asset replacement, sustainability targets, and operational efficiency. 

Implementation of the AMP will be supported by a combination of tools and systems, 
including spreadsheets, TechOne, and other digital platforms, to ensure accurate 
tracking of asset performance, disposal, and justification workflows. 

A review of fleet assets that have exceeded replacement thresholds will be conducted 
to document retention justifications or initiate disposal. The City will also explore the 
integration of electric/alternative fuel vehicles into the fleet replacement strategy, 

aligning with sustainability and cost-efficiency objectives. 
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Completion Date October 2026 

Responsible Officer Group Manager Parks, Fleet and Waste 

Financial Implication $150K approx.. 

Business Unit Parks Fleet Waste 

City of Kwinana 

The City of Kwinana does not currently apply formal KPIs to its fleet operations. The 
City noted that its fleet is relatively small, service-oriented, and supports a mixture of 
municipal functions, including emergency response capability. Large vehicle 
acquisitions are supported by business cases; however, there is no structured 
monitoring of fleet performance through measurable indicators. The absence of a 
formalised KPI framework limits the City's ability to assess efficiency, value for money, 
or continuous improvement in fleet service delivery. 

Implication and Risk 

Risk: Low 

The lack of a current and structured KPI monitoring process presents several risks. In 
particular, the absence of formal KPIs reduces visibility over how effectively the fleet 
supports service delivery, particularly for emergency or critical response functions. This 
limits the ability to assess utilisation levels, maintenance responsiveness, and overall . 

Recommendation (R5) 

It is recommended that the City consider introducing a basic KPI structure tailored to the 
City’s fleet size and service requirements. Priority areas may include: 

• Vehicle utilisation (e.g. hours or kilometres per month); 

• Downtime or maintenance responsiveness; 

• Fuel consumption and emissions; and 

• Cost per unit of service (e.g. $/km or $/hour). 

Management comments (City of Kwinana) 

This approach is inconsistent with the size of the fleet.  The City is not running a large 
transport business or a mining operation that needs to maximise profits through 
reducing the operating cost of a large plant fleet.  The rudimentary approach of 
considering fuel efficiency, and using a multi-criterion scoring system to determine 
purchases (including consideration of depreciation), with adjustments made to account 
for poor performance, is appropriate. 

Cost per unit has been calculated previously, to inform the charge out rate for plant.  
This process also triggered a review of the loader and 6 wheeler truck.  The size of the 
fleet makes it easy to identify problematic vehicles or plant items and  adjust 
procurement approaches, where it is relevant – additional investment and the use of 
KPIs is likely to exceed the benefit that might be realised.  

Completion Date No action required 

Responsible Officer Manager Operations and Director City 
Infrastructure  

Business Unit City Operations  
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3.6 Operating Model 

City of Cockburn 

The City of Cockburn manages its fleet under an ownership-based model, where 
individual business units are responsible for vehicle use, maintenance, and replacement 
decisions. However, this model is not supported by a formal operating framework, and 
there is no evidence that it has been periodically reviewed to assess whether it remains 
effective or efficient. During the audit, the City advised that the model had been 
established some years ago, and the staff involved in those decisions have since left 
the organisation. As a result, the rationale behind the current model is unclear, and 
institutional knowledge has been lost over time. 

Fleet services are delivered through a mix of internal and outsourced arrangements, but 
these appear to be based on historical practice rather than structured value-for-money 
assessments. In contrast, many other local governments have adopted better practice 
models that include leasing arrangements, centralised oversight, lifecycle cost tracking, 
and use of telematics to improve utilisation and service delivery. These models typically 
provide clearer accountability, cost transparency, and alignment with operational 

priorities. 

Implication and Risk 

Risk: Low 

The lack of a formal and periodically reviewed fleet operating model may lead to 
inefficient use of fleet assets, inconsistent maintenance and replacement practices, and 
limited transparency in decision-making. The City may also miss opportunities to 
improve value for money and better align its fleet strategy with current and future 
service delivery needs. 

Recommendation (R6) 

It is recommended that the City of Cockburn: 

▪ Conduct a formal review of the City’s ownership-based fleet model to assess 
whether it remains fit for purpose and aligned with better practice principles. 

▪ Evaluate alternative approaches, including leasing, integrated lifecycle 
management, and use of telematics, to support more efficient and evidence-based 
fleet decision-making. 

▪ Document the preferred operating model in a formal framework, clearly outlining 
governance arrangements, responsibilities, and processes for ongoing review. 

Management comments (City of Cockburn) 

The City agrees that a review of the fleet operating model is necessary to ensure it 
remains fit for purpose and aligned with better practice principles. This review will 
be informed by and developed in conjunction with the upcoming review of the City’s 
Fleet Asset Management Plan (AMP). 

The AMP will set the strategic direction for fleet operations, including evaluation of 
ownership versus alternative models such as leasing and integrated lifecycle 
management. The City’s Asset Management team will lead the development of the 
AMP, with support from the Fleet team to ensure operational alignment and practical 
implementation. 
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Should the ownership model be retained, it will require the implementation of a fleet 
management system capable of accurately measuring utilisation and supporting 
evidence-based decision-making. The preferred operating model will be documented 
in a formal framework, outlining governance arrangements, responsibilities, and 
processes for ongoing review. 

 

Completion Date October 2026 

Responsible Officer Group Manager Parks, Fleet and Waste 

Financial Implication $150K approx. 

Business Unit Parks Fleet Waste 

City of Kwinana 

The City of Kwinana also operates under an ownership-based fleet model, where each 
department manages its own vehicles, including maintenance and replacement. 
However, there is no formal documentation outlining the operating model, and no 
evidence of any structured review to evaluate its effectiveness or relevance in the 
current environment. The model appears to be a legacy arrangement, carried forward 
without a clear assessment of its ongoing suitability. 

There is also limited evidence of benchmarking or evaluation of alternative models that 
could offer improved efficiency or cost-effectiveness. By contrast, other local 
governments have adopted fleet management approaches that reflect better practice, 
such as leasing, centralised coordination, integration of telematics, and whole-of-life 
cost analysis to enhance oversight, reduce capital outlay, and support service 
optimisation. 

Implication and Risk 

Without a clearly defined and regularly reviewed fleet operating model, the city risks 
inefficiencies in asset utilisation, inconsistent practices across departments, and 
reduced ability to demonstrate value for money. The city may also be constrained in its 
ability to adapt fleet operations to changing service needs or industry standards. 

Recommendation (R6) 

It is recommended that: 

▪ Undertake a strategic review of the City’s ownership-based fleet model to assess 
whether it remains appropriate, efficient, and aligned with organisational goals. 

▪ Consider benchmarking against other local governments that have adopted better 
practice models involving leasing, data-driven decision-making, and coordinated 
fleet governance. 

▪ Develop and formalise a fleet management framework that defines roles, 
responsibilities, governance structures, and a process for ongoing review and 
improvement. 
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Management comments (City of Kwinana) 

A simple comparison of interest rates is enough to determine that it is cheaper to own 
than lease.  Leasing is a form of credit that is used to avoid tying up capital and is useful 
for expanding a business without having to release existing capital.  The City’s fleet is 
already owned, and growth of the fleet is slow enough that it can be accommodated 
within the City’s budget. 

Lease versus debt could be considered, on a case-by-case basis, when considering 
the purchase of a major plant item as part of expanding into a new insourcing business 
(e.g. road sweeper).  However, the City’s access to low cost debt through the State 
treasury is unlikely to be less superior than a commercial lease that incorporates debt 
finance, overheads and profit. 

The above statement is not factually accurate; the City’s department managers are not 
responsible for the maintenance and replacement of pool vehicles. Should there be an 
issue with the pool vehicle the custodian is required to contact the Fleet Technical 
Officer who would take the appropriate action.   

The City has a Fleet Technical Officer that is responsible for the day-to-day manage of 
the fleet.  This role sits within the business hierarchy that ultimately sits under the 
Executive Leadership Team and CEO.  For such a small operation, this seems and 
appropriate level of role definition.  

Completion Date No action required  

Responsible Officer Manager Operations and Director City 
Infrastructure  

Business Unit City Operations  
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Appendix A: Maturity Assessment 

Audit performed a Maturity Assessment of Fleet Management practices for the City of 
Cockburn and the City of Kwinana, applying a five-level maturity scale. The maturity 
assessment used the following definitions for each maturity level: 
1 - Initial 
At this stage, fleet sizing and composition are managed in a highly reactive and 
unstructured manner. Decisions about fleet purchases, disposals, and replacements are 
made sporadically, often prompted by immediate needs rather than strategic planning. 
There is minimal understanding of how fleet composition affects operational efficiency. 
Indicators: Fleet acquisitions are often unplanned and driven by immediate needs. There 
is no formal policy on vehicle replacement or disposal. Decisions on fleet composition are 
made without comprehensive data. Record-keeping is sporadic or non-existent. There is 
a significant variance in vehicle types without a clear justification. 
2 - Developing 
At the Developing stage, the organisation begins to recognise the need for better control 
and starts to implement basic strategies for fleet management. There is some use of data 
to make decisions, and initial policies on fleet replacement and acquisition are in place, 
but these are not yet fully structured or optimised. Indicators: Basic guidelines for vehicle 
purchase and disposal are developed. Fleet data is collected but not systematically 
analysed. Initial awareness of the impact of fleet composition on operational costs. 
Periodic reviews of fleet size and usage start to take place. Some efforts to standardise 
fleet vehicles are evident, although not consistently applied. 
3 - Defined 
In the defined stage, the organisation has established clear policies and procedures for 
fleet management, which are documented and communicated within the organisation. 
There is a structured approach to fleet sizing and composition, with regular data collection 
and review processes in place. Indicators: Comprehensive policies on fleet management 
are documented and followed. Regular data-driven reviews of fleet performance and 
needs are conducted. Standardisation of fleet vehicles is largely achieved. There are set 
criteria for vehicle replacement, including age, mileage, and maintenance costs. 
Decisions are supported by detailed cost-benefit analyses 
4- Managed 
At the managed level, the organisation proactively manages its fleet through advanced 
data analysis and strategic planning. Fleet sizing and composition are regularly optimised 
based on detailed operational data, predictive analytics, and lifecycle cost management. 
There is strong integration between fleet management practices and the organisation's 
overall strategic objectives. Indicators: Advanced data analytics are used for decision-
making. Predictive models are employed to forecast future fleet needs and the timing of 
replacements. Lifecycle cost analyses are routinely performed. There is a high level of 
compliance with environmental and efficiency standards. Fleet management practices 
are aligned with broader organisational strategies 
5- Optimised 
In the Optimising stage, the organisation continuously improves and refines its fleet 
management strategies. Fleet management is fully integrated with cutting-edge 
technologies such as telematics and automated reporting systems. The organisation not 
only responds to current needs but also innovatively anticipates future challenges and 
opportunities in fleet management. Indicators: Continuous improvement processes are 
embedded in fleet management activities. Use of telematics and IoT devices for real-
time fleet monitoring and management. Regular benchmarking against industry 
standards to identify improvement opportunities.  
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The maturity assessment of the City of Cockburn’s fleet management practices, as 
depicted in the image above, highlights varying levels of development across four key 
areas: Fleet Strategy and Planning, Fleet Operations and Maintenance, Fleet 
Performance and Analytics, and Compliance and Risk Management. Using a five-level 
maturity scale ranging from Initial (1) to Optimised (5), the assessment found that 
overall, the City’s fleet practices sit at an average rating of 1.95, indicating they are in 
the Developing stage. Specifically, Fleet Operations and Compliance areas showed 
relatively higher maturity at 2.40, reflecting some structured practices and guidelines. In 
contrast, Fleet Strategy and Planning and Fleet Performance and Analytics scored 
lower, with the latter at 1.00 (Initial), suggesting highly reactive and unstructured 
processes in those areas. The radar chart visually compares the current maturity levels 
(blue) with the desired future state (green), revealing clear opportunities for 
improvement, especially in data-driven decision-making, planning, and performance 
analysis. 
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The City of Kwinana’s fleet management practices were assessed using a five-level 
maturity model, ranging from Initial (1) to Optimised (5). As shown in the image above, 
the City’s overall fleet management maturity sits at an average of 2.20, placing it within 
the Developing stage. This suggests that foundational practices are in place, with 
growing awareness of the need for structured fleet management. The highest-rated 
areas are Fleet Strategy and Planning (2.80) and Fleet Operations and Maintenance 
(2.60), indicating that the City has started to implement basic policies and periodic 
reviews in these areas. Meanwhile, Fleet Performance and Analytics (1.80) and 
Compliance and Risk Management (1.60) remain at the Initial level, suggesting limited 
use of performance data and formal risk controls. The radar chart visually represents 
the current (blue) and desired (green) maturity levels, showing a relatively small gap, 
reflecting modest improvement targets across all principles. 
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11.2.2 Follow-Up Report: LGIS Fleet Risk Assessment 

 

 Executive Director Infrastructure Services  

 Author Group Manager Parks, Fleet and Waste  

 Attachments N/A 
  

 

RECOMMENDATION 
 
The Committee recommends Council NOTES the Local Government Insurance 
Scheme Fleet Risk Assessment AUDIT 2024 update. 

 
Background 
 
The City of Cockburn participated in a Fleet Risk Assessment Audit conducted by the 
Local Government Insurance Scheme (LGIS), following concerns over the City's 
elevated insurance claims compared to peer councils.  
 
The assessment aimed to identify contributing risk factors and recommend strategies 
to mitigate these risks.  
 
The Audit Risk and Compliance Committee received the initial report and requested 
a follow-up within twelve months to monitor progress and ensure appropriate actions 
were being taken  
 
Submission 
 
N/A 
 
Report 
 
Following the LGIS Fleet Risk Assessment, the following initiatives have been 
undertaken to address the key findings: 
 
Claims Analysis: A detailed review of historical insurance claims was conducted to 
identify recurring patterns and root causes. This analysis has informed targeted 
interventions. 
 
Driver Behaviour Monitoring: Preliminary steps have been taken to assess driver 
behaviour through existing telematics data and incident reports. This has helped 
identify high-risk driving practices and areas for improvement. 
 
Fleet Maintenance Review: Maintenance schedules and procedures have been 
reviewed to ensure alignment with best practices. A gap analysis was completed to 
identify inconsistencies in servicing intervals and documentation. 
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Policy and Procedure Audit: Fleet-related policies, including driver responsibilities, 
vehicle allocation, and incident reporting, have been audited. Recommendations for 
updates have been drafted and are under internal review. 
 
Inter-Council Collaboration: Blue Zoo Advisory Ltd has recently completed a joint 
Fleet Audit with the City of Kwinana, providing further benchmarking insights and 
collaborative opportunities to improve fleet risk management practices 

 
The initial assessment highlighted three major areas of concern: 
 
1. High Claims Frequency: Still evident, however the ratio of at fault claims to 

overall claims has revealed that the City is below average once benchmarked 
against peer councils. 

2. Benchmarking Gaps: The statistics show that since 2022 the City is on average 
with its peer councils, with at fault vehicle claims remaining constant. 

3. Operational Risk Exposure: Specific risks related to vehicle usage, driver 
accountability, and maintenance consistency remain a priority focus. 

 
This chart compares Cockburn’s total and at-fault fleet claims against the 
metropolitan cities benchmark. Cockburn consistently performs better than the 
benchmark, with at-fault claims significantly lower for the past three years. 

 

Figure 1: Cockburn Fleet Claims vs Metro Benchmark. 
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LGIS Fleet Risk Assessment - Recommendations Table Update 

Recommendation Description Status/Action Taken 

1. Enhance 
Driver Training 

Implement targeted 
driver training 
programs to address 
common causes of 
accidents and improve 
overall driving behavior 
within the fleet. 

The City has engaged 
Performance Driving Australia to 
undertake driver training.  

Priority training has commenced 
based on risk assessments. 

18 staff completed to date  

It is proposed all staff required to 
operate city vehicles and plant 
will undertake the driver 
assessment training. 

2. Fleet 
Management 
Systems 

Consider adopting 
advanced fleet 
management systems 
that provide real-time 
monitoring of vehicle 
usage, maintenance 
schedules, and driver 
performance. 

A Fleet Management System is 
proposed to be procured by Q2 
FY27 (subject to budget 
allocation) which aligns with the 
Blue Zoo Audit recommendation 

 

3. Policy Review Review and update 
fleet management 
policies, focusing on 
risk reduction 
strategies, including 
regular vehicle 
inspections, driver 
assessments, and 
incident reporting 
protocols. 

Policy has been delayed due to 
resource availability. 

Revised date for completion is Q4 
FY26 

4. Claims 
Monitoring 

Establish a dedicated 
team or system for 
monitoring insurance 
claims and analysing 
trends to proactively 
address emerging 
risks. 

The City’s fleet contracts team, 
have existing analysis documents 
in place, the addition of a fleet 
management system will further 
enhance data capture and enable 
the identification of emerging 
risks.  

5. Collaboration 
with LGIS 

Continue collaborating 
with LGIS to refine risk 
management practices 
and take advantage of 
their expertise in 
mitigating fleet-related 
risks. 

Discussions continue with LGIS, 
clarity on data capture and claims 
analysis will further improve 
collaboration, and result in data 
driven improvements to the City’s 
fleet management processes. 
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Strategic Plans/Policy Implications 
 
Listening and Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
N/A  
 
Legal Implications 
 
• Work Health and Safety Act 2020 
• Work Health and Safety (General) Regulations 2022 
• Road Traffic (Vehicles) Act 2012 
• Road Traffic Act 1974 and subsidiary legislation 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
There is a medium operational risk exposure to Council if the report is not adopted by 
the Audit, Risk and Improvement Committee as without an updated policy and driver 
training there is a potential for increase in vehicle unavailability and team members 
comprehension of the vehicle policy. 
 
There is a medium to high level of financial risk exposure to Council if the report is 
not adopted by the Audit, Risk and Improvement Committee due to continued 
payments increasing insurance premiums.  
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
N/A 
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11.3 Office of the CEO 
 
 
11.3.1 Integrity Strategy Update 

 

Executive Chief Executive Officer  

Author Risk and Governance Advisor  

Attachments 1. City of Cockburn Completed Public Sector Commission 
Integrity Framework Maturity Self Assessment Tool ⇩   

  

 

RECOMMENDATION 
The Committee recommends Council: 

(1) RECEIVES the Integrity Strategy – Update report;  

(2) ACKNOWLEDGES the City has undertaken the Public Sector Integrity 
Maturity Self-Assessment to arrive at the self-assessed level of Developing, 
which is supported by identified documentation; 

(3) SETS a target of a level of Embedded under the Public Sector Integrity 
Maturity Self-Assessment by 2028; and 

(4) REQUESTS the Chief Executive Officer to develop an Audit, Risk and 
Improvement Strategy for presentation to the May 2026 Audit, Risk and 
Improvement Committee. 

 
Background 
 
On 20 July 2025, the City of Cockburn (the City) reported to the Audit, Risk and 
Compliance Committee (ARC) the Governance Update - Development of an Integrity 
Strategy which set the foundation to align the City to the Public Sector Commission’s 
Integrity Strategy.  
 
This report is an update to the City’s Audit, Risk and Improvement Committee (ARIC) 
on progress made since the initial report to the ARC in July 2025 
 
Submission 
 
N/A 
 
Report 
 
The Public Sector Commission (PSC) Integrity Framework Maturity Self-Assessment 
Tool allows entities to assess themselves against 4 maturity levels in 13 nominated 
integrity elements, presented as Attachment 1 to this report. 
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The 4 maturity levels in order of increasing maturity are as follows - 

• Emerging 

• Developing 

• Embedded 

• Excelling. 
 
This assessment is supported by numerous City policies, frameworks, guidelines, 
processes, and systems, including but not limited to - 

• The City’s Risk Maturity Improvement Plan, which is informed by the Moore 
Australia Risk Maturity report presented to the ARC at its 25 May 2023 meeting 

• The Governance Improvement Guidance Plan, which resulted from the 2024 
RokSteady Governance Review of the City. 

 
The assessment is summarised in the table below - 

Element Description 
City self-assessed 

maturity level 

Element 1: Clear 
expectations 

The authority head clearly 
describes and 
communicates their integrity 
expectations 

Developing 

Element 2: Roles and 
responsibilities 

Roles and responsibilities 
are assigned to ensure a 
coordinated approach to 
managing integrity 

Developing 

Element 3: Legislation and 
regulation 

Legislation, regulations and 
external policy obligations 
are identified and accounted 
for 

Developing 

Element 4: Risk analysis 
and planning for integrity 

Integrity risks are identified 
and analysed, and plans are 
made to manage them 

Developing 

Element 5: Internal 
controls, audit and 
governance 

Integrity risks are managed 
through sound internal 
controls, and audit is used 
to evaluate the adequacy 
and effectiveness of controls 

Developing 

Element 6: Fraud and 
corruption detection 
systems 

Systems and activities are in 
place to detect events 
different to those considered 
standard, normal or 
expected 

Emerging 

Element 7: Values and 
standards 

Values and standards (code 
of conduct) are in place and 
describe what acceptable 
workplace behaviour looks 
like in practice 

Developing 
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Element Description 
City self-assessed 

maturity level 

Element 8: Leadership and 
management attitude 

Leaders are aware of and 
understand their role to 
model behaviours consistent 
with expectations, values 
and standards; and to take 
action addressing behaviour 
that is inconsistent with 
these 

Developing 

Element 9: Organisation 
culture 

Integrity is part of 
organisation culture. It is 
actively managed to ensure 
integrity is sustained 

Developing 

Element 10: Integrity 
education and capacity 

Integrity education helps 
build staff capacity to act 
with integrity 

Emerging 

Element 11: Response to 
integrity breaches 

Integrity breaches are 
responded to in a timely and 
proportionate way to ensure 
integrity is sustained 

Emerging 

Element 12: Self-analysis 
and review 

Analysis and review 
activities of actions to 
support integrity are 
undertaken as part of 
continuous improvement 

Developing 

Element 13: Oversight 

Oversight is about providing 
the authority head 
assurance that the 
authority’s approach to 
integrity is working as 
intended 

 

Developing 
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The City’s self-assessment supports the view that the City maturity levels regarding 
all 13 elements in the integrity assessment is overall ‘Developing’. 
 
A graphical representation of the maturity levels for each of the 13 elements is shown 
in the pie-chart below - 
 

 
 
The above schematic shows that the elements in which the City has significant  
integrity systems and processes are in - 

• Element 2: Roles and responsibilities, 29.7% implementation 

• Element 3: Legislation and regulations, 34.0% implementation 

• Element 5: Internal controls, audit and governance, 26.8% implementation 

• Element 7: Values and standards, 30.1% implementation 

• Element 8: Leadership and management attitude, 26.0% implementation. 
 
The opportunities for improvement have been identified in – 

• Element 4: Risk analysis and planning for integrity, 13.2% implementation 

• Element 6: Fraud and corruption detection systems, 13.2% implementation 

• Element 9: Organisation culture, 13.8% implementation 

• Element 11: Response to integrity breaches, 10.5% implementation.  
 
This integrity self-assessment has provided a base level on which to develop the 
City’s Integrity Strategy in accordance with the requirements of the PSC Integrity 
Strategy. 
 
Following the October 2025 local government elections, and with the formation 
thereafter of the new City of Cockburn Audit, Risk and Improvement Committee 
(ARIC), the committee will be required to overview and guide the City in developing 
its Integrity Strategy and align it to the PSC’s Integrity Strategy. 
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Strategic Plans/Policy Implications 
 
Local Economy 
A sustainable and diverse local economy that attracts increased investment and 
provides local employment. 
• A City that is 'easy to do business with'. 
 
Listening and Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
• Employer of choice focusing on equity, innovation and technology. 
 
Budget/Financial Implications 
 
The development of the Integrity Strategy can be dealt with during the usual 
Corporate Business Plan and Budget processes. 
 
Legal Implications 
 
The Integrity Strategy will assist the City to comply with its legal obligations and align 
it to the PSC integrity requirements. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
The Integrity Strategy can include actions to better manage any identified integrity 
risks. 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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1             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Integrity Framework Maturity Self Assessment Tool 
Helping WA public authorities assess and improve their approach to integrity 

Element 1: Clear expectations 
The authority head clearly describes and communicates their integrity expectations 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

 
Comments 

The City of Cockburn appears to be mostly at the ‘Developing’ level. The procurement team communicates some of the City’s expectations to external entities. The City of Cockburn Employee Code of Conduct, 
and some PDs detail integrity expectations from employees. Most Line Managers reinforce integrity expectations, either at team meetings or in on-to-one meetings. The CEO continually reinforces his integrity 
expectations at ELT briefings.    

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

☐ Expectations, if documented, are only in the code 
of conduct. 

☐ The authority head rarely communicates their 
expectations. 

☐ Line managers check staff understanding of 
expectations only after an integrity breach. 

☒ There are limited specific expectations 
communicated to external stakeholders (e.g. 
those who do business with the authority or use 
its services). 

☒ Expectations are in the code of conduct, being 
documented in integrity policies and procedures, 
and included in job descriptions for some 
positions of trust when they are updated. 

☐ The authority head occasionally reinforces their 
expectations (e.g. face to face, staff 
communications). 

☒ Line managers explain expectations at induction. 
Some reinforce them during employment (e.g. 
through staff performance processes). 

☐ Specific expectations for external stakeholders 
are being developed. 

☐ The integrity framework, code of conduct, 
integrity policies and procedures, and most 
business processes reflect the authority head’s 
expectations. 

☒ The authority head frequently reinforces their 
expectations and there is clear “tone from the 
top”. 

☐ Line managers consistently model and reinforce 
the “tone from the top”. This is demonstrated in 
part by staff understanding expectations and 
being able to explain what these are when asked. 

☐ Expectations are communicated to external 
stakeholders (e.g. through a statement of 
business ethics). 

☐ New policies and procedures are written 
consistently to reflect the authority head’s 
expectations. 

☐ The leadership group demonstrates the “tone from 
the top”. It is visible and well known inside and 
outside the authority. 

☐ Staff model and support the “tone from the top” 
which is assessed through staff performance 
processes. 

☐ External stakeholders who do not meet 
communicated expectations are held to account 
(e.g. through appropriate legislative or contractual 
mechanisms). 



ARIC 25/11/2025   Item 11.3.1 Attachment 1 

 

 

   87 of 152 
 

  

2             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Element 2: Roles and responsibilities 
Roles and responsibilities are assigned to ensure a coordinated approach to managing integrity. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be entering the ‘Developing’ level. The City of Cockburn Employee Code of Conduct, and some PDs detail integrity expectations from employees. Relevant roles and 
responsibilities for Elected Members, Mayor and CEO are clear and documented in the City of Cockburn Governance Framework In most instance Legal Counsel is assigned responsibility for coordinating 
information and data requests and interactions with external integrity entities. The City of Cockburn Register of Delegations contains all delegated powers for the organisation. People and Organisational 
Development Services, and Procurement Services, respectively, notify Governance and Finance, when an officer is deemed to need a Delegation / Purchase Authorisation Level. 

☐ Some roles and responsibilities are assigned. 
These are documented to meet compliance 
obligations (e.g. role of the audit committee). 

☐ Some delegations are documented; these mainly 
relate to finance and human resources. 

☐ Information and data requests from external 
integrity bodies are responded to in an ad hoc 
way. 

☐ Staff think integrity is someone else’s 
responsibility. Individual and shared responsibility 
is not well understood. 

☒ Roles and responsibilities are being assigned as 
the integrity framework is developed (e.g. to 
positions, teams, groups and committees) and in 
job descriptions when they are updated. 

☐ Delegations are being considered across 
functions and activities and being documented in 
an accessible schedule.  

☒ Responsibility has been assigned to a position or 
team to coordinate information and data requests 
and interactions with external integrity bodies.  

☒ Staff are becoming aware that integrity is 
everyone’s responsibility. This is being 
communicated in the integrity framework, code of 
conduct, integrity policies and procedures. 

☐ Roles and responsibilities – including the 
authority head’s accountability for integrity – are 
documented in the integrity framework. 

☒ Relevant roles and responsibilities (e.g. between 
the governing board chair or mayor/shire 
president, chancellor and authority head and 
staff) are clear and documented in the integrity 
framework.  

☒ Delegations for all legislative and high risk 
functions are covered (e.g. regulation, approvals, 
human resources, finance). 

☐ Requests from external integrity bodies are 
planned for and scheduled so they can be 
responded to in a timely and fulsome way.  

☐ Staff are aware that integrity is everyone’s 
responsibility and can explain what this means 
when asked. 

☐ Leaders and staff with key assigned roles and 
responsibilities in the integrity framework regularly 
discuss challenges and identify opportunities to 
improve the framework. These improvements feed 
into self-analysis and review of the framework.  

☐ The delegations schedule is monitored and 
updated in real time.  

☐ A dedicated position, team or committee is tasked 
with engaging with external bodies, promoting 
integrity, and helping to prevent misconduct and 
corruption, and providing specialist advice to the 
leadership group on trends and improvement 
actions.  

☐ Staff are provided with a formal avenue to suggest 
changes to the integrity framework. 
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3             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Element 3: Legislation and regulations 
Legislation, regulations and external policy obligations are identified and accounted for. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be almost at the ‘Developing’ level. With General Counsel and Service Lead Governance and Council Support, compliance gaps are addressed when these are identified. 
Compliance calendars, once generated through the Attain solution, can now be made available through SharePoint. The City of Cockburn Register of Delegations contains all delegated powers for the 
organisation. Moreover, staff have the job expertise and experience to understand their powers to ensure that they will not be deemed ultra vires when exercising a power. Exercised delegated authority is 
recorded in a register, generated via a TechnologyOne report run by Finance and reported to Council. 

 

  

☐ Legislative, regulatory and external policy 
obligations (e.g. those required by enabling 
legislation and those set by central bodies) are 
not fully identified. 

☐ Compliance gaps, if any, are mostly unknown. 

☐ Staff understanding of their powers, functions 
and obligations – and how they apply these in 
practice – relies on their knowledge and 
capability. 

☐ Legislative, regulatory and external policy 
obligations are being identified. An accountability 
map or similar is being completed. 

☒ Any compliance gaps identified are being 
addressed. 

☐ Staff are becoming aware of the power, functions 
and obligations relevant to their role (e.g. acting 
in line with operating procedures). Line managers 
are taking a more active role in this. 

☒ All obligations are documented and accounted for 
(e.g. reflected in internal controls, roles and 
responsibilities, compliance calendars). 

☐ Compliance gaps are addressed as identified. 

☒ Staff understand the power, functions and 
obligations relevant to their role (e.g. delegations) 
and can explain how these apply in practice. 

☒ Line managers support their staff to comply with 
obligations and oversight compliance. They 
demonstrate they have taken action on non-
compliance (e.g. through staff performance and 
discipline processes). 

☐ All obligations are monitored to track changes to 
legislation, regulations and external policy. 
Changes are communicated and updates made 
(e.g. to internal controls). 

☐ Proactive monitoring identifies compliance gaps. 

☐ Passive and active monitoring is undertaken to 
check if staff are carrying out powers, functions 
and obligations as expected (e.g. discretionary 
powers are appropriately exercised and staff act in 
line with delegations). 
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Element 4: Risk analysis and planning for integrity 
Integrity risks are identified and analysed, and plans are made to manage them. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

Leading up to August 2024, the City of Cockburn using RMSS as its cloud base online risk management solution, would have appeared to be mostly at the ‘Developing’ level. With the demise of RMSS during 
August 2024, the City now appears to be mostly at the ‘Emerging’ level. The City’s current risk register uses the SharePoint platform. In June 2024, the City’s risk register of 234 operational risks contained these 
identified categories of risk: 34 compliance, 8 cyber security, and 25 fraud. All these risks have  risk owners. These tools are available to assist and guide officers in identifying risks in the organisation: Risk 
Management Framework, Risk Assessment Guidelines,  Risk Management Matrix, Risk Management Policy. However, more work needs to be done to progress to the ‘Embedded’ stage.   

☐ Integrity risks are narrowly defined. Little 
consideration is given to functions and activities 
that give rise to integrity risks. The priority is 
material financial risk. 

☐ There is limited agreement about the value of, 
and approach to, managing integrity risks among 
the leadership group. 

☐ Managing integrity risks associated with functions 
and activities relies on the judgement of line 
managers. There are limited methodologies, tools 
and guidance to assist them, other than 
processes to manage financial risks. 

☒ Some but not all staff are able to explain the 
integrity risks associated with their work or the 
importance of managing them. 

☒ Integrity risks, including those relating to high risk 
functions, activities and any outsourced programs 
and activities, are being identified, adequately 
defined, analysed and documented in risk 
registers. 

☒ The authority head communicates the value of 
managing integrity risks to the leadership group. 
A shared understanding of risk management is 
being developed. 

☒ Risk owners are being identified and assigned for 
high risk functions and activities. They are 
provided with methodologies, tools and guidance 
(e.g. risk management policies and procedures) 
to help analyse and manage risks. 

☐ Staff are becoming familiar with the integrity risks 
associated with their work and what they need to 
do to manage them (e.g. comply with policies and 
procedures). 

☐ Integrity risks from internal and external sources 
have been identified. Risk owners are assigned 
for all identified risks in risk registers. Integrity 
risks are reflected in broader planning processes 
(e.g. strategic, operational, project and business 
continuity). 

☐ Integrity risks are regularly monitored, reviewed, 
updated and reported on, and take account of 
changes impacting the risk profile. 

☐ The authority head regularly reinforces the value 
of managing integrity risks (e.g. face to face, in 
staff communications). 

☐ Risks owners are provided with methodologies, 
tools and guidance that take into account better 
practice outlined in Australian Standards 31000-
2018: Risk Management Guidelines and 8001-
2021: Fraud and Corruption Control. 

☐ Staff understand the integrity risks associated 
with their work and identified shared risks, and 
can explain how they manage these in practice. 

☐ Assessment of integrity risk considers behavioural 
factors (e.g. what makes individuals more 
vulnerable to engaging in misconduct and 
corruption from internal and external sources). 

☐ Advanced tools are used to monitor and report on 
integrity risks (e.g. automated dashboards and 
data analytics). They help inform decisions to 
improve risk management. 

☐ The leadership group takes a positive and 
proactive approach to managing all risks including 
shared risk (e.g. inter-authority or multi-
jurisdictional projects). 

☐ Risk owners champion risk management. 

☐ Staff consistently identify, analyse and manage 
integrity risks associated with their work. Where 
new and emerging risks are identified, they are 
raised via established pathways. 
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Element 5: Internal controls, audit and governance 
Integrity risks are managed through sound internal controls, and audit is used to evaluate the adequacy and effectiveness of controls. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be almost at the ‘Developing’ level. In the 27 February 2025 City of Cockburn Regulation 17 Internal Audit Review, the auditor Paxon Group stated: 

'Based on the work performed, the City generally had good controls and processes in place to address key risk, control and legislative compliance requirements within the scope of our work. Our work has highlighted several areas for improvement within 
the City’s processes and controls frameworks which are set out below, but all are of relatively low risk. The City appears to be aware of its improvement requirements and has developed or commenced steps to address the points.'   

☐ Limited or basic internal controls (e.g. policies 
and procedures) are directed towards managing 
financial risks. 

☐ Accuracy and currency of policies and 
procedures relies on individuals updating them. 
There is no assigned responsibility. 

☐ Audit scopes and programs focus on the 
adequacy of financial controls rather than broader 
integrity issues (e.g. use of confidential 
information). 

☐ The relationships between those with 
responsibility for audit are undefined. 

☐ Applying internal controls associated with 
functions and activities relies on the line 
managers explaining to staff why internal controls 
exist and their importance. There is no standard 
approach; staff knowledge varies. 

☐ Staff are unaware of the need to report 
unmanaged risks and internal control 
weaknesses. 

☐ Internal controls (e.g. core and complementary 
integrity policies and procedures) are being 
developed and implemented to manage identified 
integrity risks. 

☐ A position or team has been assigned to develop 
a policy register to record what policies and 
procedures exist, who owns them and their 
currency. 

☒ Integrity risks and the adequacy of internal 
controls are being included in the audit scopes 
and programs. 

☒ The relationship between the internal audit 
function, audit committee and accountable 
authority and any external audit body is being 
defined and good practices are being developed 
(e.g. communication of reports and 
recommendations from external integrity bodies). 

☒ Line managers are starting to understand and 
communicate the importance of applying internal 
controls consistently to manage integrity risks. 

☒ Staff rely on managers informing them of how to 
report internal control weaknesses. 

☒ Internal controls (e.g. preventative, detective and 
corrective) are proportionate to specific integrity 
risks. 

☒ A position or team manages the policy register to 
ensure policy owners are undertaking scheduled 
reviews. 

☐ Different types of audits are used to explore 
integrity risks (e.g. random audits, focus area, 
forensic, compliance and quality audits). 

☐ The importance of audit is well understood across 
the authority. Line managers readily accept and 
participate in audits. Recommendations for 
improvement from internal and external audits are 
assigned to ensure they are implemented. 

☐ Line managers understand their supervision and 
monitoring role is an internal control. Staff 
understand the risks associated with their work 
and apply internal controls to manage these. 

☐ Staff know how to report internal control 
weaknesses via established pathways. 

☐ Internal controls are monitored, reviewed 
(including pressure tested) and improved 
continuously. Internal controls keep pace with 
lessons learnt from integrity breaches, changing 
business processes, risks and other operating 
conditions and reduce vulnerabilities and 
unintended consequences. 

☐ Risk owners raise, and internal audit records, 
changes to internal controls and treatment plans 
in risk registers. Advanced tools automatically 
update those who need to know of changes. 

☐ Evaluation of the adequacy and effectiveness of 
internal controls to manage integrity risks is 
conducted in targeted integrity audits and integrity 
is included as part of most audit scopes. 

☐ A combined assurance model (e.g. with activities 
that are coordinated and planned) is in place to 
ensure integrity is practiced, managed and 
accounted for. 



ARIC 25/11/2025   Item 11.3.1 Attachment 1 

 

 

   91 of 152 
 

  

6             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Element 6: Fraud and corruption detection systems 
Systems and activities are in place to detect events different to those considered standard, normal or expected. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Emerging’ level. PRIS requirements are being implemented across the organisation in accordance with the roll out plan of the Office of Digital Government. The City is 
considering the impacts of the need for privacy and confidentiality in its data architecture and business systems. As the City matures its data governance approach, and identifies how data in business systems 
can support, embed and drive integrity approaches, the City expects to elevate this element to ‘Embedded’. 

  

☒ Basic detection systems and activities are in 
place for internal threats (e.g. some financial 
activities) but relies heavily on the manual effort 
of individuals (e.g. manual checks, excel 
spreadsheets). 

☒ Detection systems and activities are directed 
towards managing internal threats. Some basic 
controls are in place to prevent external fraud and 
corruption threats (e.g. firewalls to prevent cyber-
attacks). 

☐ Internal data holdings are unstructured and not 
easily analysed. 

☒ Beyond basic reporting, there is no or limited use 
of data for detection purposes. 

☐ Planning is underway to develop a detection 
strategy or plan; this is being supported by the 
leadership group. The plan considers internal and 
external threats (e.g. cyber security, third parties 
seeking to exploit individual officers), information 
and data holdings, people and capability 
requirements, tools for validation and reporting, 
and governance arrangements including data 
sharing and confidentiality. 

☒ Changes are being made to how existing data is 
captured, providing more structure for easier 
analysis. 

☐ Data is mainly used for reporting rather than 
responding to identified errors and irregularities. 

☐ A detection strategy or plan is in place to help 
control internal and external threats. It takes into 
account better practice outlined in Australian 
Standards 31000-2018: Risk Management 
Guidelines and 8001-2021: Fraud and Corruption 
Control including speaking up and staff and 
contactor screening. 

☐ Data holdings to inform detection have been 
cleansed, are structured and can be analysed 
easily. 

☐ Fit for purpose data tests are in place and 
repeatable, usually with consistent results that 
provide useful insights. These are supported by 
procedures to respond to and address identified 
errors and irregularities, and escalate issues for 
investigation as appropriate. 

☐ Detection systems and activities inform the 
internal audit scopes and program; insights show 
areas for further examination. 

☐ Detection systems and activities support 
continuous improvement to strategic and 
operational planning and misconduct and 
corruption prevention approaches. 

☐ Internal and external data holdings, where they 
can be shared and are relevant, are leveraged to 
inform detection approaches. 

☐ Automated processes are in place to identify and 
escalate red flags. Processes for prompt 
escalation, investigation and resolution are in 
place. 
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Element 7: Values and standards 
Values and standards (code of conduct) are in place and describe what acceptable workplace behaviour looks like in practice. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are 
documenting their approach to integrity and it 
is mostly compliant. 

 What integrity means is becoming clearer to 
staff as the tone from the top is being 
communicated. 

 Integrity actions and initiatives are being 
planned for and coordinated but not yet 
integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-for-
purpose, implemented and continuously refined. 

 Accounting for integrity is based on improvements 
being made from periodic assessments and 
supported by leadership commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Developing’ level. Following completion of the all-staff induction, consideration should be  given for  an annual online compulsory re-induction for all employees by 
Learning and Development service unit. Such an approach would consolidate this expectation to the 'Embedded' level. 

☐ Values have been discussed by the leadership 
team but have not progressed beyond this. 

☐ A code of conduct is in place to meet compliance 
obligations (e.g. legislative, external policy) but it 
is not widely promoted by the leadership group. 

☐ Any discussions about the code of conduct relies 
on individual line managers. 

☒ Monitoring of compliance with the code of 
conduct occurs ad hoc. 

☐ Staff have limited awareness of the code of 
conduct. They are unsure where to find it, how it 
applies to them and their obligations under it. 

☐ Values and other direction setting statements 
(e.g. vision, mission and remit) are being 
developed and are consistent. 

☐ A code of conduct exists but does not fully take 
account of relevant legislation, regulation and 
policy (e.g. internal and external) obligations or 
integrity risks specific to the operating context. 

☒ Most leaders and line managers understand 
their role to promote the code of conduct, 
support its implementation and their role to 
monitor and support compliance with it. 

☐ Strategies to monitor compliance with the code 
of conduct are being planned for as integrity 
policies and procedures are being developed. 

☒ Most staff are aware of the code of conduct, 
can explain its purpose and know where to find 
it. 

☒ Values and codes of conduct focus on the 
behaviours expected to achieve objectives with 
integrity. Values and standards are reflected in 
relevant documents and processes (e.g. policies, 
strategic and operational plans, job advertisements 
and descriptions, recruitment processes). 

☒ The code of conduct incorporates the views of key 
internal stakeholders and accounts for relevant 
obligations and identified risks. It provides guidance 
to support ethical decision making. 

☐ Leaders and line managers consistently promote 
the code of conduct (e.g. during team meetings, 
‘integrity moments’, standing item on the leadership 
group agenda) to support its implementation. 

☒ Compliance with the code of conduct is monitored 
(e.g. through staff performance processes, analysis 
of discipline processes and complaints) and 
reasons for non-compliance addressed. 

☐ Staff know about the code of conduct, understand 
its importance and can describe how it guides their 
behaviour. 

☐ Values and codes of conduct are regularly 
promoted to all stakeholders (e.g. published on 
the internet, in recruitment information) and there 
is a process for annual acknowledgment. 

☐ The code of conduct has been developed taking 
into account the views of the authority’s key 
external stakeholders. 

☐ Values and the code of conduct are discussed at 
leadership meetings. Data around non-compliance 
is being used by this group to inform 
improvements to internal controls. Discussions 
and information feeds into self analysis and review 
processes to continuously improve the integrity 
framework. 

☐ Staff are confident holding each other to account 
for expectations set in the code of conduct (e.g. 
respectfully calling out behaviour that does not 
align, reporting unethical behaviour). 
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Element 8: Leadership and management attitude 
Leaders are aware of and understand their role to model behaviours consistent with expectations, values and standards; and to take action addressing behaviour 
that is inconsistent with these. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are 
documenting their approach to integrity and it 
is mostly compliant. 

 What integrity means is becoming clearer to 
staff as the tone from the top is being 
communicated. 

 Integrity actions and initiatives are being 
planned for and coordinated but not yet 
integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully documented 
and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-for-
purpose, implemented and continuously refined. 

 Accounting for integrity is based on improvements 
being made from periodic assessments and 
supported by leadership commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Developing’ level. An opportunity exists for all people leaders to familiarise themselves with the requirements of the  Public Sector Commission on the subject of 
integrity - it may require this to be a KPI for their role. Such an approach would elevate this expectation to the 'Embedded' level. 

☐ The leadership group’s role to support integrity 
(e.g. to model, reinforce, promote, communicate 
and enforce) is informal; it relies on individual’s 
views of what their role is. 

☐ In the absence of any formal approach, it is left to 
individual leaders and line managers to interpret 
and model values and standards. 

☐ The role of leaders to support and demonstrate 
integrity – and if this is reflected in recruitment 
practices and staff performance processes – 
relies on those undertaking those processes. 

☐ There is little recognition that leadership roles are 
positions of trust. Employment screening 
processes (e.g. police clearances, verification of 
qualifications) are rarely, if ever, undertaken. 

☐ Development of leaders and line managers 
occurs as a result of individual development 
discussions with those who conduct the process. 

☐ A statement is being developed  

(e.g. terms of reference, charter) that explains 
the leadership group’s role to support 
integrity. 

☒ Some leaders and line managers can explain 
what integrity looks like, its importance, and 
their role to promote, reinforce it and take 
action when behaviours are inconsistent with 
obligations. 

☒ The role of leaders to support and 
demonstrate integrity is being reflected in 
recruitment and performance documents and 
processes. 

☒ There is a growing recognition that leadership 
roles are positions of trust. Employment 
screening is being implemented for these 
roles. 

☐ Development of leaders and line managers 
includes building their skills to deal with 
integrity matters effectively (e.g. having 
difficult conversations about conduct). 

☒ The leadership group has a shared understanding of 
its role to support integrity. The group consistently 
demonstrates and supports this through its actions. 

☐ Leaders and line managers have a shared 
understanding and can explain how they shape 
culture, what integrity looks like, its importance, and 
their role to promote and reinforce it (e.g. taking 
action when behaviours are inconsistent with 
obligations). 

☐ Integrity forms part of the recruitment and 
performance processes for leadership roles. Leaders 
demonstrate how they support integrity through their 
actions and decisions (e.g. in their performance 
processes). 

☐ Leadership roles are identified positions of trust. 
Employment screening occurs for all new leadership 
roles. 

☒ Development of leaders and line managers includes 
building their skills to support integrity and prevent 
misconduct and corruption (e.g. recognise red flags, 
address issues early and make proportionate 
decisions when issues occur). 

☐ The leadership group’s cohesive approach to 
integrity is recognised externally. The authority 
head and leadership group are often sought to 
provide advice to their peers on integrity matters 
as a result. 

☐ Leaders and line managers have a good 
understanding of their role to uphold the 
reputation of their authority and the broader sector 
in which they work. 

☐ Performance processes assess both what leaders 
achieve and how they achieve it (e.g. projects 
delivered effectively manage internal and external 
risks). 

☐ Development of leaders and line managers 
incorporates mentorships and coaching designed 
to grow their personal capability, insights and 
skills to lead with integrity. 
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Element 9: Organisation culture 
Integrity is part of organisation culture. It is actively managed to ensure integrity is sustained. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Developing’ level. Commencing organisation surveys will create a base line of the pulse of the organisation in regard to integrity or reporting confidence. Such an 
approach would consolidate this expectation to the 'Developing’ level. 

☒ There are few actions and initiatives (e.g. clear 
expectations, values, communication about 
integrity, integrity education) to build and sustain 
integrity. 

☐ There is little understanding about recruiting for 
integrity (e.g. values based recruitment). Staff 
employment screening (e.g. police clearances, 
previous disciplinary matters, verification of 
qualifications) is rarely, if ever, undertaken. 

☒ Reporting pathways exist to meet compliance 
obligations (e.g. public interest disclosure) but are 
not widely promoted and confidence in them is 
low. 

☒ Integrity communications only occur in response 
to a significant integrity breach. 

☐ Some staff can describe ‘how we do things 
around here’, but they are unable to link this to 
expectations or the code of conduct. 

☐ Actions and initiatives to build and sustain 
integrity are being developed. This includes 
evaluation activities (e.g. staff surveys to test 
reporting confidence). 

☐ Recruiting for integrity and the requirement for 
staff employment screening is being documented 
and promoted to recruiting managers. 

☐ Reporting pathways are being developed for staff 
and external stakeholders. These are clear and 
concise, include external avenues and strong 
statements about protection for those who speak 
up. 

☐ An integrity communications plan is being 
developed. Key integrity messages are 
communicated periodically (e.g. for International 
Anti-Corruption Day). 

☒ Most staff can describe ‘how we do things around 
here’ as it relates to their immediate work 
environment referencing the code of conduct, and 
policies and procedures relevant to their role. 

☐ Actions and initiatives to build and sustain 
integrity are in place. Evaluation activities are 
conducted regularly and improvements 
implemented. 

☒ Recruiting for integrity and staff employment 
screening occurs for all new staff. The type of 
screening is proportionate to the position and 
integrity risks. 

☐ Reporting pathways are in place and well known 
by staff. These provide for external stakeholders 
to also report integrity matters and for anonymous 
reporting. 

☐ An integrity communications plan is in place and 
messages are sent to staff regularly (e.g. 
dedicated web/intranet site, campaigns on 
integrity topics run throughout the year). 

☐ Staff can describe ‘how we do things around 
here’ from an authority wide perspective and can 
link this to expectations, values, standards and 
the need to follow policies and procedures. 

☐ Data and information that might indicate issues 
with integrity are identified, monitored and action 
taken (e.g. business units with high reports of 
integrity breaches are supported to make better 
decisions). 

☐ There is a process in place to ensure identified 
positions are rescreened periodically. 

☐ Data and information on the use of reporting 
pathways are analysed to inform continuous 
improvement (e.g. absence of reporting from 
certain teams or employment groups). 

☐ De-identified data from reporting is used to inform 
integrity communication messages. 

☐ Staff can consistently describe ‘how we do things 
around here’, referencing authority and sector 
wide expectations, values, standards, policies and 
procedures. 
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10             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Element 10: Integrity education and capacity 
Integrity education helps build staff capacity to act with integrity. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an 
unclear approach to integrity, meaning it is 
partially or not documented and not fully 
compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-for-
purpose, implemented and continuously refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Emerging’ level. Whilst 4 of the 5 required characteristics from the ‘Developing’ level have been achieved, the opportunity exists for Group Managers to be more 
actively involved in the role of providing advice about integrity matter at the City of Cockburn.  Such an approach would elevate this expectation to an 'Embedded' level. 

☐ Induction, if conducted, relies on the knowledge 
of individual line managers. 

☐ Some integrity education occurs beyond 
induction to meet compliance obligations. 

☒ Leaders and line managers rarely follow up if 
their staff have attended integrity education 
provided. 

☐ Whether other actions and initiatives (e.g. staff 
performance processes) to educate and 
reinforce integrity are undertaken relies on 
individual line managers. 

☐ Staff are unsure about who provides advice 
about integrity matters as it is not documented. 
If provided by individual line managers, the 
quality of advice relies on their knowledge. 

☒ An induction program is being developed to 
incorporate expectations, standards, policies and 
procedures and guide ethical decision making. 

☒ Integrity education is being developed to help 
manage key integrity risks (e.g. conflicts of 
interest, information management). The integrity 
education and training plan includes what is 
provided, to whom and when, which high risk 
positions need additional training, and how 
activities are evaluated (e.g. how participation is 
tracked). 

☐ Most leaders and line managers are active in 
attending any integrity education provided, 
encourage their staff to do the same and follow up 
with staff on mandatory education requirements. 

☒ Additional actions and initiatives to educate and 
reinforce integrity (e.g. staff performance 
processes and raising integrity consciousness) are 
being developed or reviewed. 

☒ Staff know that line managers and certain 
functional area leaders (e.g. finance, human 
resources) provide advice about integrity matters. 
Quality still relies on an individual’s knowledge. 

☐ Induction is regularly updated to ensure it is 
contemporary, accounts for lessons learned from 
integrity breaches and reflects any changes to 
operating conditions (e.g. new policies, changed 
risks). 

☐ An integrity education and training plan is in place 
and includes specific education on individual and 
organisational factors (red flags) for those in high 
risk roles. Participation in and feedback from 
sessions are collected and analysed to inform 
improvements. 

☐ Leaders and line managers support and champion 
integrity education. They reinforce the importance 
of attending integrity education sessions. 

☐ Staff performance processes and actions and 
initiatives to raise integrity consciousness 
reinforce key integrity messages and support good 
decision making. 

☐ It is well documented in the code of conduct, 
policies and procedures who provides expert 
advice on integrity matters. Leaders and line 
managers understand their role to provide general 
advice and how to escalate matters as required. 

☐ Integrity education is, where relevant, also in 
place for external stakeholders (e.g. labour hire 
staff, contractors and suppliers). 

☐ Individuals are followed up (e.g. randomly and 
periodically) to determine if and how knowledge 
gained during integrity education is being applied 
in practice in the workplace. 

☐ Leaders and line managers support practitioners 
attending external learning opportunities. A 
process is in place to ensure this learning is 
shared with others with roles and responsibilities 
under the integrity framework. 

☐ Those who provide advice about integrity matters 
meet periodically to discuss advice being sought 
and provided, helping ensure a consistent 
approach with policies and procedures and advice 
from external integrity bodies. 
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11             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Element 11: Response to integrity breaches 
Integrity breaches are responded to in a timely and proportionate way to ensure integrity is sustained. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Emerging’ level. Only 2 of the 4 required characteristics from the ‘Developing’ level have been achieved. The opportunity exists to develop procedures and processes 
so that lessons learnt from past cases can elevate elevate this expectation to an 'Embedded' level. 

☐ If procedures exist, they are in place to meet 
compliance obligations; they provide insufficient 
guidance. 

☒ The quality of processes and decisions varies. 

Basic case information (e.g. number of 
processes started and completed) is used for 
reporting. 

☒ The use of data, lessons learnt from past cases 
and the findings of external bodies are rarely, if 
ever, considered. 

☐ Whether integrity breaches are responded to 
relies on the knowledge and skills of individual 
line managers. 

☒ Procedures and guidance on responding to 
breaches – including awareness raising 
resources to inform those responding to integrity 
breaches – are being developed to promote 
better quality processes and consistent decision 
making. 

☐ Central recording of case information is being 
developed to streamline reporting. 

☐ The use of data, lessons learnt from past cases 
and findings of external bodies are being 
considered as procedures are being developed. 

☒ Most line managers have an understanding of 
what a breach looks like and how to respond. 

☐ Procedures, guidance and awareness raising 
materials inform those involved in responding to 
integrity breaches, and support quality processes 
and consistent decision making. 

☐ A quality assurance process is in place to check 
for consistent application of procedures. 

☐ A central register captures detailed case 
information. It is used to monitor the progress of 
processes, analyse trends and outcomes, and for 
reporting. 

☐ The use of data, lessons learnt from past cases 
and findings of external bodies are used to inform 
process improvements. 

☐ Decision makers, line managers and staff 
conducting processes have the required 
knowledge and skills. They are confident to 
respond to, manage and escalate matters as 
needed. 

☐ Procedures, guidance and awareness raising 
materials are updated regularly. This reflects 
results of the quality assurance process, 
compliance changes, contemporary practice and 
advice from external integrity bodies. 

☐ Detailed case information is captured in a central 
system with advanced features such as live 
analytics and dashboards. It provides useful 
intelligence to inform trend analysis and 
prevention strategies. 

☐ Individual (e.g. motivations) and organisational 
(e.g. control weaknesses) factors that might have 
contributed to a breach are analysed to help 
prevent future breaches. 

☐ Decision makers, line managers and staff 
conducting processes proactively build their own 
capacity where required (e.g. staying up to date 
with contemporary practice, industrial decisions). 

☐ Those who provide information as part of a 
process are followed up regarding their 
experience of the process and any suggestions for 
improvement. 
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12             Integrity Framework Maturity Self Assessment Tool PSC2070422/01 

Element 12: Self analysis and review 
Analysis and review activities of actions to support integrity are undertaken as part of continuous improvement. 
Maturity levels and their indicators: Each maturity level has 4 indicators that provide an overarching description of what the approach to integrity looks like at each level. Each level of maturity builds on the 
previous. 

Emerging Developing Embedded  Excelling 

 Authorities at this maturity level have an unclear 
approach to integrity, meaning it is partially or 
not documented and not fully compliant. 

 Integrity is not defined or well understood by 
staff. 

 Integrity actions and initiatives tend to be 
unplanned, inconsistent and reactive. 

 Accounting for integrity only relates to meeting 
compliance obligations. 

 Authorities at this maturity level are documenting 
their approach to integrity and it is mostly 
compliant. 

 What integrity means is becoming clearer to staff 
as the tone from the top is being communicated. 

 Integrity actions and initiatives are being planned 
for and coordinated but not yet integrated. 

 Accounting for integrity is moving beyond 
compliance obligations and more towards 
improvement initiatives. 

 Authorities at this maturity level have a clear 
approach to integrity, meaning it is fully 
documented and compliant. 

 Integrity is well communicated by leaders, 
understood by staff and integrated into business 
practices. 

 Integrity actions and initiatives are planned, fit-
for-purpose, implemented and continuously 
refined. 

 Accounting for integrity is based on 
improvements being made from periodic 
assessments and supported by leadership 
commitment. 

 Authorities at this maturity level have an 
approach to integrity that is fully integrated into all 
decision making and planning. 

 Integrity is modelled and reinforced by leaders 
and practiced by staff who understand their 
obligations. 

 Integrity actions and initiatives are flexible 
enough to meet integrity challenges and respond 
to new and emerging risks. 

 Accounting for integrity is based on 
improvements being made from ongoing 
assessment. Improvements are prioritised and 
implementation is monitored as part of a 
continuous improvement approach. 

Characteristics 

 
Comments 

The City of Cockburn appears to be at the ‘Developing’ level. The City is developing an audit log to track all actions emerging from audit reports presented to the ARC to ensure actions have been implemented 
and closed as appropriate. The next step will be to present this audit log to ELT for executive comments and map a plan to present he audit log to the ARC.   

Such an approach would consolidate this expectation to an 'Embedded' level. 

  

☒ Analysis and review activities of actions to 
support integrity rarely occurs unless it relates to 
compliance. 

☐ Little thought has been given to whether there is 
value in sourcing external help with analysis and 
review activities. 

☐ Where analysis and review activities are 
conducted, findings and recommendations are 
not always implemented. 

☐ Analysis and review activities of actions to 
support integrity are sometimes undertaken 
beyond compliance. Available tools are used 
(e.g. snapshot tool and maturity self assessment 
tool). 

☐ Further consideration of requirements – including 
the value of sourcing external help with analysis 
and review – are being developed as part of the 
integrity framework. 

☒ Processes for coordinating the implementation of 
findings from self analysis and reviews, and 
recommendations from the reviews of external 
integrity bodies are being developed. This 
considers how monitoring and follow up occur. 

☐ Review of the integrity framework is scheduled. 
Analysis and review activities are aligned to or 
part of risk analysis and audit processes. Analysis 
is undertaken to recommend improvements to the 
framework considering changes in legislative and 
operating conditions (e.g. structural and 
legislative). 

☒ External assistance to undertake a review is 
sourced where needed (e.g. where a greater level 
of expertise and objectivity is required). 

☐ A position or team is assigned to coordinate 
implementation of findings and recommendations 
from self analysis and reviews, and 
recommendations from the reviews of external 
integrity bodies (related to the authority or not) of 
the integrity framework (and its component parts). 
Progress is reported to the leadership group. 

☐ Analysis and review of the integrity framework and 
reporting on implementation of improvement 
actions align with strategic and operational 
planning and budget cycles. 

☐ Results from self analysis and review, and 
recommendations from the reviews of external 
integrity bodies (related to the authority or not) 
inform improvements to the integrity framework 
(and its component parts). Revisions (where 
relevant) are shared with the workforce. 

☐ Benchmarking of the integrity framework and 
sharing of ideas occurs (where relevant and 
possible) with similar types of authorities to 
identify whether any further improvements can be 
made. 
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11.3.2 Operational Risk Register Update 

 

Executive Chief Executive Officer  

Author Risk and Governance Advisor  

Attachments 1. City of Cockburn Enterprise Risk Management - Risk 
Assessment and Acceptance criteria ⇩  

2. City of Cockburn Top 10 Operational Risks ⇩   
  

 

Recommendation 
 
The Committee recommends Council RECEIVES the Operational Risk Register 
update. 

 
Background 
 
This report provides an update to the Audit, Risk and Improvement Committee (the 
ARIC) on the Operational Risk Register of the City of Cockburn (the City). 
 
This report is the first risk register update to the ARIC on the City’s risk register since 
the 03 December 2024 Audit, Risk and Compliance Committee. 
 
Submission 
 
N/A 
 
Report 
 
Attachment 1 to this report is the City of Cockburn Enterprise Risk Management - 
risk assessment and acceptance criteria. This document was revised in Riskwest 
facilitated risk management workshops, held during April to August 2024, with 
Elected Members and the Executive Leadership Team. The document is used for risk 
analysis and evaluation, comprehending the nature of the risk, and determining the 
level of risk exposure (likelihood and consequence). It was used for evaluating the 
risks in the risk register. 
 
The risk level cited in this report to the ARIC is the Residual Risk, which is the risk 
remaining after management has taken action to alter its severity / and or likelihood 
by implementing risk control measures. 
 
The City’s Operational Risk Register  consists of 231 risks, comprising: 

• 0 risks rated Extreme risk 

• 6 risks rated High risk 

• 112 risks rated Moderate risk, and 

• 113 risks rated Low risk. 
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To illustrate the risks probability and potential consequence to the City, the 
operational risk register composition is shown in the heat map in Figure 1 below. 
 
Figure 1: Heat map of operational risks 
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Attachment 2 to this report lists the City’s top ten operational risks. The notes and 
updates for the operational risks have been authorised by the Group Managers. 
 
The City’s risk governance, outlined in the City’s Enterprise Risk Management Policy, 
provides the transparent, responsible and accountable operating model for an 
effective decision-making risk culture needed to identify, respond to and manage 
risks. It comprises risk owners, risk managers and risk action responsible persons at 
officer level.  
 
In this model, operational risks are owned by Group Managers, who in turn assign 
risk management and risk control monitoring and effectiveness to Service Managers 
and other Team Members within the business unit.  
 
Six of the City’s top 10 operational risks are climate change related. Climate change 
and disaster/ catastrophic events are among the top five risks identified by WA local 
governments, according to the 2025 JLT Public Sector Risk Report, [JLT Risk 
Solutions Pty Ltd]. 
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On the global stage, on 12 October 2025, the French multinational insurance AXA 
corporation published its Future Risks Report 2025 Edition. This report is the result of 
a survey conducted from 14 May to 19 June 2025, with input from over 3,000 risk 
specialists across 57 countries.  
 
The risk specialists in the AXA report, ranked climate change as the top risk for the 
fifth consecutive year, narrowly followed by risks linked to geopolitical instability 
(placed 2nd) and technological threats (placed 3rd).  
 
The AXA report highlights that the threats, both current and emerging to world 
uncertainty, continue to be driven by climate change and an increasingly polarised 
world concerned about decline of social and political cohesion and technological risks 
(comprising artificial intelligence big data and cyber security).  
 
Figure 2 below illustrates the 231 operational risks sorted according to the identified 
8 risk categories: 

• Compliance 

• Cyber Security  

• Environment and Heritage  

• Financial 

• Fraud  

• Organisational Performance  

• Physical or Psychological Impact, and 

• Reputation. 
 
Figure 2: City of Cockburn 231 operational risk by category, and quantity  
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Strategic Plans/Policy Implications 
 
Our Governance 
Transparent leadership that listens, communicates openly and plans for a 
sustainable future. 
• Facilitate transparent and accountable governance for today and tomorrow. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
Local Government (Audit) Regulations 1996 r17 CEO to review certain systems and 
procedures. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 

Risk management oversight and review is a function of the ARIC.  

The ARIC is required to review the City’s Strategic and Operational Risk as part of 
the City’s risk management practices. 

The ARIC’s oversight of the Risk Register review report supports continuous 
improvement of risk management processes. 

Failure to adopt this report will result in a High risk to the City in its ability to support 
an integrated and effective approach to risk management and continually improve its 
risk management processes. 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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City of Cockburn 10 Top Operational Risks 
 

Page 1 of 28 

 

R
is

k
 N

o
. 

Risk 
Context 

Risk Description Possible 
Causes 

Potential 
Consequences 

Existing 
Controls 

Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk 
Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action 
Plans (TAPs) 

Progress update and 
notes to report to the 
25 Nov ARIC 

9 Public 
health 
decline 
from 
climate 
change 

Reduced public 
safety, health and 
wellbeing caused 
by climate change 
impacts (changes 
to rainfall and 
increased 
bushfires, 
temperatures, and 
extreme weather 
events). 

1. Increased 
pressure on 
emergency and 
social services; 

Community 
dissatisfaction; 
 
Reputational 
impact; 
  
Breakdown of 
assets; 
 
Sustainability 
targets not met; 
 
Degradation of 
natural 
environment; 
 
Decline in 
community 
health and 
wellbeing; 
  
Low adaptive 
capacity. 

1. Early 
warning 
systems. 

ADEQUATE  Reputation; 
 
Operations; 
 
Environment. 

Catastrophic 
5 

Possible 
3 

High 
15 

TOLERATE Group 
Manager 
Development 
and Safety 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

1. Review existing 
warning systems 
and identify 
potential gaps 
and opportunities 
for improvement; 

Public health and climate 
resilience measures are 
being embedded into the 
City’s Climate Change 
Adaptation Plan and 
Environmental 
Sustainability Strategy. 
 
Community 
preparedness and 
education campaigns 
are being delivered to 
raise awareness of heat 
health, emergency 
readiness, and resilience 
practices. 
 
The City is partnering 
with WA Health and local 
service providers to 
monitor health risks 
associated with 
temperature changes, 
vector-borne disease, 
and air quality. 
 
Vulnerable assets and 
community locations are 
being assessed to 
ensure response and 
continuity plans are in 
place for extreme 
weather events. 

      2. Reduced 
public safety, 
health and / or 
wellness or loss 
of life; 

  2. Local 
Emergency 
Risk 
Management 
Plan; 

    
   

    2. Review, update 
and implement 
the Local 
Emergency Risk 
Management 
Plan. 

  

      3. Legal, 
financial and 
reputational 
damage to the 
City; 

  3. Bushfire 
Risk 
Management 
Plan; 

    
   

    3. Review, update 
and implement 
the Bushfire Risk 
Management 
Plan; 
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City of Cockburn 10 Top Operational Risks 
 

Page 2 of 28 
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Risk 
Context 

Risk Description Possible 
Causes 

Potential 
Consequences 

Existing 
Controls 

Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk 
Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action 
Plans (TAPs) 

Progress update and 
notes to report to the 
25 Nov ARIC 

      4. Increased 
insurance 
premiums; 

  4. Public 
Health Plan; 

    
   

    4. Review,  
update and 
implement the 
Public Health 
Plan; 

  

      5. Reduced 
liveability of the 
City, and 
financial loss to 
the City; 

  5. Education.     
   

    5. Undertake a 
climate change 
health 
vulnerability 
assessment and 
map vulnerable 
residents and 
areas;  

  

      6. Greater 
demand for 
resources to 
accommodate 
displaced 
persons. 

        
   

        

8 Community 
infrastructur
e damage 
from 
climate 
change 
impacts 

Reduced public 
safety, health and 
wellbeing caused 
by climate change 
impacts (changes 
to rainfall and 
increased 
bushfires, 
temperatures and 
extreme weather 
events). 

Climate change. Reduced 
liveability of the 
City; 
 
Financial loss to 
the City; 
 
Increased 
insurance 
premiums; 
 
Increased 
pressure on 
emergency 
services; 
 
Increased 
operational 
costs and peak 
energy demand 
for utilities; 
 
Reduced public 
safety; 
 
Increased repair 
costs and 
insurance 

1. Local 
Emergency 
Risk 
Management 
Plan;  
 
   

ADEQUATE  Reputation; 
 
Operations; 
 
Environment. 

Major 
4 

Possible 
3 

High 
12 

TOLERATE Group 
Manager 
Growth and 
Sustainability 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

1. Review, update 
and implement 
the Bushfire Risk 
Management Plan 
and Local 
Emergency Risk 
Management 
Plan. 

The Emergency Risk 
Management Plan 
identifies hazards that 
may affect the City of 
Cockburn’s community 
and environment, based 
on likelihood and 
potential impact. This 
process enables the City 
to plan, prepare for, and 
mitigate emergencies 
effectively. 
 
Workshops involving 
emergency agencies, 
community members, 
and key organisations 
will be held to assess 
community exposure 
and prioritise risks. 
These findings will 
inform the development 
of the plan. 
 
The City will lead risk 
assessment workshops 
and prepare the plan, 
with work commencing 
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premiums; 
 
Legal, financial 
and reputational 
damage to the 
City. 

in March 2025. The City 
has also participated in 
the Department of Fire 
and Emergency 
Services’ Community 
Disaster Resilience 
Program to strengthen 
preparedness and 
community resilience. 

          2. Bushfire 
Risk 
Management 
Plan;  

    
   

    2. Ensure all City 
owned buildings 
(within Bushfire 
Prone Areas) 
have Bushfire 
Risk Assessments 
completed; 

  

          3. 
Environment
ally 
Sustainable 
Design 
(ESD) 
requirements
. 

    
   

    3. Design building 
for climate 
resilience and 
improve energy 
management, 
through 
implementation of 
ESD guidelines; 

  

          4. Fire risk 
mitigation 
actions; 

    
   

    4. Review 
capacity of 
existing Council 
buildings to 
withstand more 
severe weather 
events;  
Consistent with 
Planning Policy 
provisions 
continue to 
ensure:  
• all proposed 
Structure Plans 
are accompanied 
and informed by a 
Bushfire 
Management Plan 
• new building 
design approval 
process (within 
Bushfire Prone 
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Areas) 
incorporate bush 
fire management.  

152 Tree 
canopy 
decline 

Decline in the 
extent of canopy 
cover across the 
City as a 
consequence of 
poor maintenance 
or the impact of 
pests and 
diseases. 

Lack of 
resources; 
 
Lack of staff 
training; 
 
Lack of 
community 
awareness; 
 
Environmental 
conditions; 
 
Unauthorised 
removal of 
trees. 

Loss of 
biodiversity; 
 
Reduced 
ecosystem 
health, function, 
and resilience; 
 
Decreased 
ability of 
ecosystems to 
provide 
ecosystem 
services (carbon 
sequestration, 
provision of 
clean air, water 
filtration, public 
amenity, etc.). 

1. City of 
Cockburn 
Urban Forest 
Plan 2018-
2028; 

ADEQUATE  Reputation; 
 
Operations; 
 
Environment. 

Major 
4 

Possible 
3 

High 
12 

TOLERATE Group 
Manager 
Parks, Fleet 
and Waste 
 
ELT Member: 
Director 
Infrastructure 
Services 

  Continued rollout of the 
Urban Forest Plan, 
including scheduled 
planting programs and 
canopy monitoring 
across priority suburbs. 
Increased frequency of 
tree health inspections 
and pruning cycles to 
mitigate risks of decline 
due to poor 
maintenance. Ongoing 
surveillance for  
Polyphagous Shot Hole 
Borer (PSHB). 
collaboration with DPIRD 
for containment and 
eradication measures, 
and hygiene protocols 
implemented for 
contractors and staff to 
prevent spread. Annual 
canopy cover 
assessment using aerial 
imagery and GIS 
mapping completed. 
Integration of canopy 
health indicators into the 
City’s asset 
management system for 
proactive intervention. 
Business case in 
development to justify 
the addition of a 
dedicated Urban Forest 
Officer to manage 
increasing tree-related 
customer requests and 
support proactive 
canopy health 
management.  
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          2. City of 
Cockburn 
Street and 
Reserve Tree 
Management 
Policy; 

    
   

        

          3. City of 
Cockburn 
Local 
Planning 
Policy 
LPP5.8 
Subdivision 
& 
Development 
– Street 
Trees; 

    
   

        

          4. City of 
Cockburn 
Street Tree 
Master Plan; 

    
   

        

          5. City of 
Cockburn 
Strategic 
Community 
Plan 2020-
2030; 

    
   

    Presentations 
have been made 
to the Executive 
Leadership Team 
and Elected 
Members . 

Presentations have been 
made to the Executive 
Leadership Team and 
Elected Members . 

          6. City of 
Cockburn 
Natural Area 
Management 
Strategy 
2012-2022 
(2018 
Review); 

    
   

        

          7. City of 
Cockburn 
Parks and 
Environment 
Asset 
Management 
Plan 2020 – 
2024; 
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          8. City of 
Cockburn 
Climate 
Change 
Strategy 
2020-2030; 

    
   

        

          9. City of 
Cockburn 
Dieback 
Management 
Procedures 
2021; 

    
   

        

          10. 
Department 
of Primary 
Industries 
and Regional 
Development 
Biosecurity 
and 
Agriculture 
Management 
Regulations 
2013 – 
Quarantine 
Area Notice 
– Perth 
Metropolitan 
Local 
Government 
Authority 
Boundaries – 
Polyphagous 
Shot-Hole 
Borer 
(Eucallacea 
fornicatus); 

    
   

    We have engaged 
Department of 
Primary Industries 
and Regional 
Development 
(DPIRD) to train 
our employees in 
how to identify 
and report PSHB 
symptoms and 
signs. 

We have successfully 
engaged the Department 
of Primary Industries and 
Regional Development 
(DPIRD) to deliver 
targeted training to our 
staff. The training 
focuses on identifying 
symptoms and signs of 
Polyphagous Shot Hole 
Borer (PSHB) and 
understanding the 
correct reporting 
protocols. Initial sessions 
have been scheduled, 
and materials provided 
by DPIRD are being 
integrated into our 
operational procedures. 
Staff feedback has been 
positive, and we 
anticipate improved early 
detection and response 
capability as a result. 

                
   

    We are engaging 
in ongoing 
DPIRD, LGA and 
WALGA and CEO 
working groups to 
share information. 

We are actively 
participating in ongoing 
working groups 
facilitated by DPIRD, 
WALGA, and the Local 
Government Authority 
(LGA). These sessions 
provide valuable 
opportunities to share 
updates, align strategies, 
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and collaborate on 
managing the risks 
associated with PSHB. 
The information 
exchange has 
strengthened our 
regional response and 
informed our internal 
planning and staff 
training initiatives. 

          11. City of 
Cockburn 
Significant 
Tree list; 

    
   

        

          12. 
Environment
al strategies 
and action 
plans; 

    
   

    The City is not 
planting 
reproductive host 
species as part of 
our ongoing 
planting program. 

As part of our proactive 
risk mitigation strategy 
for PSHB, the City has 
excluded known 
reproductive host 
species from its ongoing 
planting program. This 
approach aligns with 
DPIRD guidance and 
reduces the likelihood of 
PSHB establishment and 
spread within our 
managed landscapes. 
Species selection is 
being reviewed regularly 
to ensure continued 
compliance and 
ecological suitability. 

          13. Proactive 
inspections 
of high-risk 
reproductive 
tree species; 

    
   

    Since we became 
aware of 
Polyphagous 
Shot-Hole Borer 
(PSHB) 
infestations 
occurring in our 
local government 
area we have 
created a data 
layer in ESRI that 
identifies 
susceptible 
species in our 

Complete. 
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street tree City 
wide. 

          14. Annual 
dieback 
mapping and 
treatment 
program; 

    
   

        

          15. 
Dedicated 
Resources;  

    
   

        

          16. Street 
Tree asset 
register;  
Watering 
Program;  

    
   

        

          17. Parks 
tree asset 
register at 
major 
regional 
reserves; 

    
   

        

          18. 
Scheduled 
maintenance;  

    
   

        

          19. Annual 
maintenance 
budget;  

    
   

        

          20. Ad hoc 
Inspections 
by Council 
officers;   

    
   

        

          21. 
Response to 
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notified 
hazards;  

          22. Utilisation 
of qualified 
tree 
contractors 
to undertake 
works;                                                                            

    
   

    We have engaged 
contractors to 
conduct proactive 
aerial inspections 
of 184 trees on 
our northern 
border to identify 
any possible 
street tree impact 
to our susceptible 
tree species. 

Complete. 

          23. Root 
grinding 
(reactive);                                  

    
   

        

          24. 
Installation of 
tree root 
barriers;  

    
   

        

          25. QTRA 
Training. 
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10 Biodiversity 
loss from 
climate 
change 
impacts 

Damage to or loss 
of biodiversity and 
natural habitat, 
caused by climate 
change impacts 
(decreased 
rainfall and 
increased 
bushfires, 
temperatures, and 
extreme weather 
events). 

Climate change. Loss of 
biodiversity; 
 
Reduced 
ecosystem 
health, function, 
and resilience; 
 
Decreased 
ability of 
ecosystems to 
provide 
ecosystem 
services (carbon 
sequestration, 
provision of 
clean air, water 
filtration, public 
amenity, etc.). 

1. Bush Fire 
and 
Emergency 
Management 
plans; 

ADEQUATE Reputation; 
 
Operations; 
 
Environment. 

Major 
4 

Possible 
3 

High 
12 

TOLERATE Group 
Manager 
Growth and 
Sustainability 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

1. Review and 
implement the 
Coastal 
Adaptation Plan 
with latest climate 
science, scenario 
mapping and 
WALGA 
recommendations
; 

In line with the current 
Coastal Adaptation Plan, 
the City has noted the 
following in its new Local 
Planning Strategy 
(endorsed by WA 
Planning Commission 28 
October 2024):   
 - Insert a Special 
Control Area (SCA) and 
necessary development 
controls  
for vulnerable coastal 
areas into the Local 
Planning Scheme, in  
accordance with State 
Planning Policy 2.6 
‘State Coastal Planning 
Policy’,  
the Coastal Hazard Risk 
Management and 
Adaptation Planning 
(CHRMAP) 
Guidelines and the City’s 
Coastal Adaptation Plan 
(as amended). 
Consider the outcomes 
of the Coastal Hazard 
Risk Management  
Adaptation Plan process 
currently under 
preparation by the City 
to inform  
a potential local planning 
scheme amendment. 
 
This may also lead to 
future changes in the 
next local planning 
scheme (once the 
CHRMAP is updated).  

          2. Natural 
Area 
Management 
Strategy;  

    
   

    2. Review and 
maintain ongoing 
coastal monitoring 
program;  
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          3. 
Landowner 
Biodiversity 
Conservation 
Grants;   

    
   

    3.Receive legal 
advice to clarify 
the liability of the 
City in the event 
of coastal climate 
change risk 
scenarios;  

  

          4. Habitat 
creation 
rebates;  

    
   

    4. Prepare site 
specific foreshore 
management 
plans. 

  

          5. Waterwise 
Verge 
Grants; 

    
   

        

          6. 
Environment
al Education 
Program. 

    
   

        

11 Coastal 
impacts 
from sea 
level rise 

Legal liability and 
damage to or loss 
of natural 
environment, 
infrastructure, and 
coastal land, 
caused by sea 
level rise. 

Rising sea 
levels. 

Loss of coastal 
ecosystem 
health and 
function; 
 
Increased 
maintenance 
and repair costs 
to buildings; 
 
Reduced 
liveability of the 
City; 
 
Increased 
insurance 
premiums; 
 
Financial loss 
and reputational 
damage to the 
City. 

1. Coastal 
Adaptation 
Plan;   

ADEQUATE Reputation; 
 
Operations; 
 
Environment. 

Medium 
3 

Likely 
4 

High 
12 

TOLERATE Group 
Manager 
Growth and 
Sustainability 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

1. Review and 
implement the 
Coastal 
Adaptation Plan 
with latest climate 
science, scenario 
mapping and 
WALGA 
recommendations
; 

GHD is continuing work 
on the City's Coastal 
Hazard Risk 
Management and 
Adaptation Plan 
(CHRMAP). The 
CHRMAP is expected to 
be completed by April 
2026. 

          2. Coastal 
monitoring 
program; 

    
   

    2. Review and 
maintain ongoing 
coastal monitoring 
program;  
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          3. Cockburn 
Sound 
Coastal 
Alliance; 

    
   

    3. Receive legal 
advice to clarify 
the liability of the 
City in the event 
of coastal climate 
change risk 
scenarios;  

  

          4. Project 
specific 
vulnerability 
studies; 

    
   

    4. Prepare site 
specific foreshore 
management 
plans; 

  

          5. State 
Planning 
Policy 2.6 
application to 
any new 
development
s;               

    
   

    5.On-going 
coastal monitoring 
continues;  

  

          6. CSCA 
Coastal 
vulnerability 
and 
adaptation 
studies;                                         

    
   

    6. Legal advice 
received (via 
WALGA joint 
initiative) early 
2021;  

  

          7. The 
preparation 
of the 
Coastal 
Hazard Risk 
Management 
and 
Adaptation 
Plan; 

    
   

    7. Foreshore 
Management Plan 
finalised for 
Coogee Beach 
late 2020;  

  

          8. Rock 
revetment 
design;  

    
   

    8. Design study 
progressing for C 
Y O'Connor 
Beach. 

  

          9. Sand 
bypassing 
and sand 
nourishment. 
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12 Community 
support 

Failure to obtain 
community 
support for 
strategic planning 
functions. 

Poor 
consultation with 
the community; 
 
Poor approach 
to formulation of 
strategic ideas 
 
Poor 
governance of 
strategic 
planning 
function. 

Financial losses; 
 
Reputational 
damage; 
 
Poor Planning 
outcomes. 

1. Detailed 
consultation 
planning for 
projects; 

ADEQUATE Reputation; 
 
Operations; 
 
Stakeholder 
impact. 

Major 
4 

Possible 
3 

High 
12 

ACCEPT Group 
Manager 
Growth and 
Sustainability 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

1. Extensive 
internal planning 
goes into 
community 
engagement in 
strategic planning;  

Most strategic planning 
projects have advertising 
processes (controlled by 
State Government) 
rather than specific 
community engagement. 
Planners can only 
undertake community 
engagement for specific 
and occasional projects. 
These are carried out in 
line with an approved 
community engagement 
plan (approved by the 
City's engagement 
team). 

          2. 
Procedures 
and policies;  

    
   

    2. Reviewed both 
likelihood and 
consequence and 
both appear to  
reflect the nature 
of this risk; 

  

          3. Training 
and 
development.  

    
   

    3. Four (4) further 
officers are 
attending 
community 
engagement 
training in the 
next few months;  

  

                
   

    4. Risk controls 
remain effective. 
Recent example 
of engagement on 
the Yangebup 
Revitalisation 
Strategy was 
recognised by the 
City's Community 
Engagement 
Officer as a gold 
star example of 
engagement; 

  

                
   

    5. Controls 
implemented - 
works well. 
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15 Landfill 
capping 

Failure to fund the 
capping of 
existing exposed 
landfill. 

No forward 
planning or 
business 
development; 
 
Lack of 
adequate 
financial 
reserves; 
 
Restrictions 
imposed by 
regulatory 
authorities; 
 
Using Waste 
and Recycling 
Reserve for 
community 
infrastructure 
projects; 
 
Inadequate 
annual transfers 
back to 
Reserve; 
 
Henderson 
Waste Recycling 
Park reduced 
annual surplus. 

Leachate levels 
build up and 
spill to outside 
liner; 
 
Soils 
remediation 
required; 
 
Fines from 
Regulator; 
 
Financial loss; 
 
Damage to 
reputation; 
 
Operational 
loss. 

1. Leachate 
Management 
Plan;  
Post Closure 
Management 
Plan;  

ADEQUATE Reputation; 
 
Operations; 
 
Environment 
Compliance. 

Catastrophic 
5 

Unlikely 
2 

Moderate 
10 

REDUCE Group 
Manager 
Parks, Fleet 
and Waste 
 
ELT Member: 
Director 
Infrastructure 
Services 

1. Implement the 
Post Closure, 
Leachate 
Management 
Plans and the 
Henderson Waste 
and Recycling 
Park (HWRP) 
Financial Model; 

  



ARIC 25/11/2025   Item 11.3.2 Attachment 2 

 

 

   118 of 152 
 

  

City of Cockburn 10 Top Operational Risks 
 

Page 15 of 28 

 

R
is

k
 N

o
. 

Risk 
Context 

Risk Description Possible 
Causes 

Potential 
Consequences 

Existing 
Controls 

Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk 
Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action 
Plans (TAPs) 

Progress update and 
notes to report to the 
25 Nov ARIC 

          2. Henderson 
Waste and 
Recycling 
Park 
(HWRP) 
Financial 
Model; 

    
   

    2. The HWRP 
Financial Model 
requires that 
significant funds 
are available to 
meet the City's 
obligations under 
our Licence 
requirements in 
capping and post 
closure for 2019-
2020; 
An Information 
Paper was 
prepared for the 
capping of Cell 6 
for Executive. The 
Draft Waste 
Strategy and 
appendix - 10 
Year Financial 
Plan, has been 
reviewed by the 
Executive who 
has accepted the 
capping and post 
closure costs; 

  



ARIC 25/11/2025   Item 11.3.2 Attachment 2 

 

 

   119 of 152 
 

  

City of Cockburn 10 Top Operational Risks 
 

Page 16 of 28 

 

R
is

k
 N

o
. 

Risk 
Context 

Risk Description Possible 
Causes 

Potential 
Consequences 

Existing 
Controls 

Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk 
Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action 
Plans (TAPs) 

Progress update and 
notes to report to the 
25 Nov ARIC 

          3. Cell 7 
capping and 
leachate 
pond 
construction 
can’t safely 
occur at the 
same time, 
whilst 
keeping the 
site 
operational. 
A decision 
was made to 
defer Cell 7 
Capping, on 
the basis that 
the new 
leachate 
pond 
construction 
will mitigate 
any risk of 
additional 
leachate 
being 
deposited. 
This 
information 
formed part 
of DWER’s 
decision to 
allow the City 
to commence 
landfilling on 
Cell 4 & 5 
and DWER 
are 
comfortable 
that the 
construction 
of the 
leachate 
pond will be 
sufficient to 
mitigate any 
risks of 
excessive 

    
   

    3. The City’s 
Landfill consultant 
is currently 
preparing the cap 
design for 
submission to the 
Department of 
Water and 
Environmental 
Regulation 
(DWER) and for 
inclusion in the 
Tender for the 
Capping 
Construction 
Contractor; 
The Executive 
has confirmed, 
through the 
Landfill Financial 
Rehabilitation 
Model, that $5 M 
will be available in 
2021-2020 budget 
for the capping of 
Cell 6 and the 
remaining 
uncapped cells 
(when all the 
available airspace 
is consumed; 
Cell 6 was 
capped in 2020.  

Cell 7 Capping Project 
remains deferred, further 
site invesigations 
determined sdditional 
airspace availble. 
Leacheate concerns 
have been mitigated by 
the construction of a new 
storage pond. 
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leachate 
generation. 

                
   

    4. The City has 
reduced gate rate 
for major 
customers to 
attract tonnes in 
order to complete 
3 other open cells 
that will require 
capping in the 
next 2 decades; 
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    5. The cost to cap 
the remaining 
cells (4, 5 and 7) 
is $17.5M and the 
operating cost to 
manage the Site 
until 2063 is 
$10.5m. The 
current Reserve 
balance is 
$12.5m. With the 
energy from 
waste plants due 
for completion in 
2022, there is a 
narrow window for 
landfill to 
generate 
sufficient income 
through the sale 
of airspace to 
establish a 
reserve of a 
minimum of 
$28m.  

  

                
   

    6. The current 
strategy to 
increase the 
Waste and 
Recycling 
Reserve will not 
be adequate. 

  

                
   

    6. The current 
strategy to 
increase the 
Waste and 
Recycling 
Reserve will not 
be adequate. 
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16 Reduced 
water 
availability 
from 
decreased 
rainfall 

Decreased 
liveability, 
reduced water 
availability, loss of 
urban vegetation 
and biodiversity 
caused by climate 
change impacts 
(decreased 
rainfall). 

Climate change. Reduced 
liveability of the 
City; 
 
Financial loss as 
a result of loss 
of trees and 
vegetation in 
parks and 
streetscapes; 
 
Increased 
operational 
costs and 
demand for 
utilities; 
 
Reduced water 
availability. 

1. Urban 
Forest Plan; 

ADEQUATE Reputation; 
 
Operations; 
 
Environment. 

Minor 
2 

Almost 
certain 

5 

Moderate 
10 

TOLERATE Group 
Manager 
Growth and 
Sustainability 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

1. Implement 
Urban Forest 
Plan; 

The City's Urban Forest 
Plan remains 
unresourced in terms of 
its strategic actions. 
There are some 
operational resources ( 2 
x Urban Forest Officers 
undertaking the City's 
planting program) but 
not the strategic work 
necessary outlined in the 
Urban Forest Plan 
(extract below) to see 
any change from 
'business as usual'. Until 
these are resourced 
there is no improvement 
to this risk: 
 
 An Urban Forest Officer 
will be required to deliver 
the City’s aspirations for 
an enhanced shade 
canopy across road 
reserves, parks and 
sporting ovals. The 
Officer will review, 
amend and create new 
policies that drive tree 
establishment within new 
and existing suburban 
environments.  
 
The Officer will be 
responsible for engaging 
with residents, 
community groups, 
sporting clubs and 
corporate entities to 
deliver an education 
program and articulate 
the importance of trees 
as a highly valued asset. 
 
Additionally the Officer 
will be responsible for 
the following tasks: 
• Establishment of the 
baseline data, 
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monitoring and reporting 
on progress towards the 
targets; 
• Update the tree 
inventory database; 
• Oversee the audit of 
trees in streetscapes, 
parks and sporting ovals; 
• Establish theoretical 
canopy size; 
• Undertake thermal 
imaging and report on 
outcomes; 
• Integrate tree planting 
schedules with 
development proposals; 
• Liaise with internal 
stakeholders to 
engender tree retention;  
• Establish a community 
street tree and park 
planting program in 
addition to  existing 
community planting 
events; 
• Establish promotional 
literature and videos to 
support community 
education.   

          2. Waterwise 
Council 
accreditation;  

    
   

    2. Review and 
Implement Water 
Efficiency Action 
Plan to address 
climate change; 

  

          3. 
Environment
ally 
Sustainable 
Design 
(ESD) 
requirements
. 

    
   

    3. Implement 
Water Sensitive 
Urban Design 
initiatives;  

All subdivision 
developments 
incorporate Water 
Sensitive Urban Design 
(WSUD) principles as a 
standard for Public Open 
Space (POS) design. 
Irrigation renewals in 
City parks are guided by 
hydrozoning practices, 
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ensuring water is 
directed primarily to 
actively used turf areas, 
thereby reducing overall 
water consumption. 

          4. 
Environment
al Education 
Programs. 

    
   

    4. Conduct water 
audit; 

  

                
   

    5. Maintain 
dialogue with 
Water Corporation 
to enhance storm 
water drainage 
systems on 
Wetlands. 
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17 Urban 
forest 
decline 
from 
climate 
change 

Urban forest 
decline caused by 
climate change 
impacts 
(increased 
temperatures and 
decreased 
rainfall). 

Climate change. Reduced 
liveability and 
decreased 
public amenity 
of the City; 
 
Amplification of 
the urban heat 
island effect; 
 
Unable to 
irrigate trees 
and plants as a 
result of water 
licence 
restrictions and 
reduced water 
availability; 
 
Increased costs 
to meet 
irrigation 
requirements, 
pest treatment 
and / or 
replanting 
vegetation and 
urban forest. 

1. Urban 
Forest Plan; 

ADEQUATE Reputation; 
 
Operations; 
 
Environment. 

Minor 
2 

Almost 
certain 

5 

Moderate 
10 

TOLERATE Group 
Manager 
Growth and 
Sustainability 
 
ELT Member: 
Director 
Sustainable 
Development 
and Safety 

  The City's Urban Forest 
Plan remains 
unresourced in terms of 
its strategic actions. 
There are some 
operational resources ( 2 
x Urban Forest Officers 
undertaking the City's 
planting program) but 
not the strategic work 
necessary outlined in the 
Urban Forest Plan 
(extract below) to see 
any change from 
'business as usual'. Until 
these are resourced 
there is no improvement 
to this risk: 
 
 An Urban Forest Officer 
will be required to deliver 
the City’s aspirations for 
an enhanced shade 
canopy across road 
reserves, parks and 
sporting ovals. The 
Officer will review, 
amend and create new 
policies that drive tree 
establishment within new 
and existing suburban 
environments.  
 
The Officer will be 
responsible for engaging 
with residents, 
community groups, 
sporting clubs and 
corporate entities to 
deliver an education 
program and articulate 
the importance of trees 
as a highly valued asset. 
 
Additionally the Officer 
will be responsible for 
the following tasks: 
• Establishment of the 
baseline data, 
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monitoring and reporting 
on progress towards the 
targets 
• Update the tree 
inventory database 
• Oversee the audit of 
trees in streetscapes, 
parks and sporting ovals 
• Establish theoretical 
canopy size 
• Undertake thermal 
imaging and report on 
outcomes 
• Integrate tree planting 
schedules with 
development proposals 
• Liaise with internal 
stakeholders to 
engender tree retention  
• Establish a community 
street tree and park 
planting program in 
addition to existing 
community planting 
events  
• Establish promotional 
literature and videos to 
support community 
education. 

                
   

    1. Design building 
for climate 
resilience and 
improve energy 
management, 
through 
implementation of 
ESD guidelines; 

An Urban Forest Officer 
will be required to deliver 
the City’s aspirations for 
an enhanced shade 
canopy across road 
reserves, parks and 
sporting ovals. The 
Officer will review, 
amend and create new 
policies that drive tree 
establishment within new 
and existing suburban 
environments. 
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          2. Waterwise 
Council 
accreditation;  

    
   

    2. Ensure all City 
owned buildings 
(within Bushfire 
Prone Areas) 
have Bushfire 
Risk Assessments 
completed; 

  

          3. Water 
Efficiency 
Action Plan. 

    
   

    3. Review 
capacity of 
existing Council 
buildings to 
withstand more 
severe weather 
events;  

  

                
   

    4. Consistent with 
Planning Policy 
provisions 
continue to 
ensure:  
• all proposed 
Structure Plans 
are accompanied 
and informed by a 
Bushfire 
Management Plan 
• new building 
design approval 
process (within 
Bushfire Prone 
Areas) 
incorporate bush 
fire management;  

The Officer will be 
responsible for engaging 
with residents, 
community groups, 
sporting clubs and 
corporate entities to 
deliver an education 
program and articulate 
the importance of tress 
as a highly valued asset. 

                
   

    5. Review, update 
and implement 
the Bushfire Risk 
Management Plan 
and Local 
Emergency Risk 
Management 
Plan. 
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288 Child safe 
organisatio
n 

Failure by the City 
of Cockburn to 
resource for, and 
anticipate 
legislative 
requirements, to 
comply with the 
National 
Principles for 
Child Safe 
Organisations. 

Failure by the 
City of Cockburn 
to notify 
allegations of, or 
convictions for, 
child abuse by 
the City's 
employees to 
the Ombudsman 
and then 
investigating 
these 
allegations, 
which will be 
supervised and 
reviewed by the 
Ombudsman, 
pursuant to the 
Parliamentary 
Commissioner 
Amendment 
(Reportable 
Conduct) Bill 
2021. The Bill, 
introduced in the 
Western 
Australian 
Parliament on 
24 November 
2021 to 
establish a 
Reportable 
Conduct 
Scheme in 
Western 
Australia, 
passed the 
Legislative 
Assembly on 06 
April 2021 and 
was introduced 
to the 
Legislative 
Council on 07 
April 2022. 

Failure by the 
City to notify the 
Ombudsman of 
child abuse, 
investigate fully 
and protect 
children from 
abuse within the 
City may lead 
to: 
 
• compliance 
breach of 
proposed 
legislation, the 
Parliamentary 
Commissioner 
Amendment 
(Reportable 
Conduct) Bill 
2021 requiring 
investigation by 
the 
Ombudsman; 
  
• high media 
attention; 
 
• public 
complaint; 
  
• reputational 
damage to the 
City; 
 
• public 
embarrassment; 
 
• imprisonment 
or fine. 

1. High level 
of awareness 
amongst 
senior 
managers of 
City of 
Cockburn 
relating to: 
(a) key 
recommenda
tions of the 
Royal 
Commission 
into 
Institutional 
Responses 
to Child 
Sexual 
Abuse; and 
(b) proposed 
legislation, 
i.e., 
Parliamentar
y 
Commission
er 
Amendment 
(Reportable 
Conduct) Bill 
2021.  

INADEQUATE Reputation; 
 
Operations; 
 
Stakeholder 
impact; 
 
Compliance. 

Catastrophic 
5 

Unlikely 
2 

Moderate 
10 

ACCEPT Group 
Manager 
Recreation 
and Place 
 
ELT Member: 
Director 
Community 
and Place 

1. Develop policy 
to assist the City 
to comply with 
impending 
Western 
Australian 
government 
legislation.  

The Code of Conduct 
has been updated to 
include obligations in 
regard to interactions 
with vulnerable groups 
including children.  The 
Code of Conduct already 
outlines reporting 
requirements. 
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    2. Develop and 
promote an 
organisational 
framework 
comprising people 
and experience to 
assist the City to 
comply with 
impending 
Western 
Australian 
government 
legislation by 
supporting 
employees to: 
(a) speak up 
about concerning 
behaviours to 
help prevent child 
abuse;  
(b) assist to 
improve 
organisational 
systems and 
processes for 
preventing and 
dealing with child 
abuse; and  
(c) enable 
submission of 
complaints and 
reports of abuse 
about their staff.  
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    3. Promote 
awareness 
through employee 
training or 
inductions of the 
National 
Principles for 
Child Safe 
Organisations as 
outlined by the 
Child Safe 
Organisations 
National 
Principles, 
Australian Human 
Rights 
Commission, 
Sydney 2018, 
summarised as 
follows:  
A child safe 
organisation 
consciously and 
systematically -  
• creates an 
environment 
where children’s 
safety and 
wellbeing is the 
centre of thought, 
values and 
actions 
• places emphasis 
on genuine 
engagement with, 
and valuing of 
children  
• creates 
conditions that 
reduce the 
likelihood of harm 
to children and 
young people  
• creates 
conditions that 
increase the 
likelihood of 
identifying any 
harm 
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• responds to any 
concerns, 
disclosures, 
allegations or 
suspicions. 
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 Executive Chief Executive Officer  

 Author Risk and Governance Advisor  

 Attachments 1. City of Cockburn Enterprise Risk Management - Risk 
Assessment and Acceptance criteria ⇩  

2. City of Cockburn Strategic Risk Register ⇩   
  

 

Recommendation 
 
The Committee recommends Council RECEIVES the Strategic Risk Register Update. 

 
Background 
 
This report provides an update to the Audit, Risk and Improvement Committee (the 
ARIC) on the Strategic Risk Register of the City of Cockburn (the City). 
 
This report is the first risk register update to the ARIC on the City’s strategic risk 
register since the 03 December 2024 Audit, Risk and Compliance Committee. 
 
Submission 
 
N/A 
 
Report 
 
Strategic risks reflect the internal and external forces capable of causing uncertainty 
on the City’s long-term positioning and performance or its ability to achieve its 
business strategies or strategic objectives articulated in its Strategic Community 
Plan. For effective risk governance, strategic risks are owned and managed by 
individual member of the City’s Executive Leadership Team (ELT). 
 
Table 1 below summarises the City’s 13 strategic risks, which were identified in 
Riskwest-facilitated risk management workshops, held during April to August 2024, 
with Elected Members and the Executive Leadership Team.  
 
Table1: City of Cockburn strategic risk register summary 
 

Risk No. Risk name Risk description Level of risk 

1 
Financial 
sustainability 

Failure to ensure the financial viability and long-
term sustainability of the City. 

Moderate 
8 

2 

Economic 
development 

Failure to engage and partner with business and 
development stakeholders to promote, advocate 
and support opportunities to live, work and invest 
in the City. 

Moderate 
6 



Item 11.3.3   ARIC 25/11/2025 

 

 

   133 of 152 
 

Risk No. Risk name Risk description Level of risk 

3 

Environmental 
protection and 
management 

Council plans, decision making processes and/or 
activities fail to effectively and responsibly support 
the management, protection and improvement of 
its natural environment (areas, bushlands, parks 
and open spaces). 

Moderate 
6 

4 

Sustainable 
Resource 
Management - 
Water 

Failure to manage both the use of and impact on 
water supply across the City's activities in a 
sustainable and responsible way. 

Moderate 
6 

5 

Sustainable 
Resource 
Management - 
Energy 

Failure to manage the use of energy across the 
City's activities in a sustainable and responsible 
way. 

Moderate 
6 

6 

Sustainable 
Resource 
Management - 
Waste 

Failure to manage waste across the City's 
activities in a sustainable and responsible way. 

Moderate 
6 

7 
Climate 
Change 

Failure to manage both the impact of climate 
change, as well as the impact the City has on the 
driver of climate change. 

Moderate 
6 

8 
Community, 
Lifestyle and 
Security 

Failure to plan for, provide and support socially 
connected, healthy and safe neighbourhoods. 

Moderate 
6 

9 
Infrastructure 
and assets 

Failure to strategically plan, deliver and maintain 
infrastructure and assets to support the City's 
community aspirations and predicted growth. 

Moderate 
6 

10 

Transport Failure to strategically plan, deliver and maintain 
an integrated, improved and accessible transport 
network, to support the City's community 
aspirations and predicted growth. 

Moderate 
9 

11 
Governance Failure to ensure ethical and accountable 

governance and decision-making at the City. 
Moderate 

6 

12 

Community 
Engagement 
and Service 
Delivery 

Failure to deliver quality and responsive services, 
which meet the needs and expectations of the 
community. 

Moderate 
6 

13 Employer of 
choice 

Inability to develop and maintain a competent, 
capable and culturally aligned workforce. 

Moderate 
9 
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Attachment 1 to this report is the City of Cockburn Enterprise Risk Management - 
risk assessment and acceptance criteria. This document was revised in the 2024 
Riskwest-facilitated risk management workshops. The document is used for risk 
analysis and evaluation, comprehending the nature of the risk, and determining the 
level of risk exposure (likelihood and consequence). This document was used for 
evaluating the strategic risks in the risk register. 
 
The risk level cited in this report to the ARIC is the Residual Risk, which is the risk 
remaining after management has taken action to alter its severity / and or likelihood 
by implementing risk control measures. 
 
All the strategic risks in the risk register are rated as ‘Moderate’. 

 
Only one of the identified strategic risks is climate-change related: 

• Risk 7 Climate Change – ‘Failure to manage both the impact of climate change, 
as well as the impact the City has non the driver of climate change.’ 

 
By way of comparing the City’s strategic risks, climate change and disaster/ 
catastrophic events are among the top five risks identified by WA local governments, 
according to the 2025 JLT Public Sector Risk Report, [JLT Risk Solutions Pty Ltd]. 
 
Additionally, on 12 October 2025, the French multinational insurance AXA 
corporation published its Future Risks Report 2025 Edition. This report is the result of 
a survey conducted from 14 May to 19 June 2025, with input from over 3,000 risk 
specialists across 57 countries. The risk specialists in the AXA report, ranked climate 
change as the top risk for the fifth consecutive year, narrowly followed by risks linked 
to geopolitical instability (placed 2nd) and technological threats (placed 3rd). The 
AXA report highlights that the threats, both current and emerging to world 
uncertainty, continue to be driven by climate change and an increasingly polarised 
world concerned about decline of social and political cohesion and technological risks 
(comprising artificial intelligence big data and cyber security). 
 
ELT has reviewed the strategic risk register and an update to this committee is 
provided within Attachment 2 to this report. 
 
Strategic Plans/Policy Implications 
 
Our Governance 
Transparent leadership that listens, communicates openly and plans for a 
sustainable future. 
• Facilitate transparent and accountable governance for today and tomorrow. 
Strive for financial sustainability and operational excellence. 
 
Budget/Financial Implications 
 
N/A 
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Legal Implications 
 
Local Government (Audit) Regulations 1996 r17 CEO to review certain systems and 
procedures. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 

Risk management oversight and review is a function of the ARIC.  

The ARIC is required to review the City’s Strategic and Operational Risk as part of 
the City’s risk management practices. 

The ARIC’s oversight of the Risk Register review report supports continuous 
improvement of risk management processes. 

Failure to adopt this report will result in a High risk to the City in its ability to support 
an integrated and effective approach to risk management and continually improve its 
risk management processes. 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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Risk Identification & Analysis Current Risk Assessment (Residual) Risk Rating  
R

is
k 

N
o

. 

R
is

k 
C
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nt

ex
t 

Risk Description Possible Causes Potential 
Consequences 

Existing Controls Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action Plans 
(TAPs) 

Notes (Progress and Notes to be 
reported to the Audit, Risk and 
Compliance Committee, at its 
02 December 2025 meeting). 

R = Robust 

A = Adequate 

I = Inadequate 

 

1.  SG: All SG 1.1  
Financial 
sustainability 
 
Failure to 
ensure the 
financial viability 
and long term 
sustainability of 
the City 

1. Ineffectiveness in long 
term financial planning  
(LTFP) including poor 
modelling/unrealistic 
assumptions 

2. Insufficient financial 
capacity/reserves to deal 
with demographic and 
market fluctuations  

3. Uncertainty over 
financial obligations 
associated with developer 
contracts and grants 
funding  

4. Poor financial 
governance and 
management 

5. Overreliance on rate 
income / Insufficient 
diversification / alternate 
income streams 

6. Failure to forecast and 
mitigate significant 
financial shocks 

7. Council deviation from 
Financial Strategy. 

Community 
dissatisfaction 
Reputational 
impact  
Operational 
performance 
impact 

1. Integrated Planning and 
Reporting Framework 
[includes; SCP, CBP, 
Services Reviews, Project 
Plans (CAPEX/OPEX), 
integration with LTFP, 
WFP, AMPs] 

2. Long Term Financial 
Plan(LTFP) [includes 
annual review] 

3. Financial management 
reporting 

4. Budget Process and 
Review 

5. Rating Strategy 
6. Reserve Strategy 
7. Financial sustainability 
policies (including 
Investment Policy, 
Liquidity Policy etc) 

8. Financial Governance 
(including statutory 
reporting/monitoring) 

9. Internal  / External Audit 
10.Financial Training for 
Elected Members and 
Administration. 

11.Enhance Financial 
literacy and create a 
culture where leaders 
proactively consider the 
long-term financial 
implications, asset 
management, and staffing 
plan before they propose 
something new.  

R Reputation 
Operations 
Stakeholder 
Impact 

Major 
4 

Unlikely 
2 

Moderate 
8 

ACCEPT Director 
Corporate and 
System 
Services 
 

1. Internal Audit Plan. 
 

At the May 2025 Audit, Risk and 
Compliance Committee meeting, the 
City presented the report Item 11.1.1 
(2025/Minute No. 0014 'Audit Plan for 
Financial Year ending 30 June 2025', 
summarised as follows: 
 
"The attached audit plan for the 2024-
25 Financial Year outlines the 
purpose and scope of the External 
Audit and explains the audit 
methodology and approach to be  
taken in completing the 2025 
Financial Year Audit.  
It provides the Audit, Risk and 
Compliance Committee (ARC) with 
the opportunity to review the audit 
focus areas, the auditor’s procedures, 
and the agreed timelines.  
The Audit Plan was prepared by 
KPMG (contracted audit firm) in 
consultation with the City and 
approved by the Office of the Auditor 
General (OAG)."  
Attachment 1 'Audit Plan for Financial 
Year ending 30 June 2025' to this 
report updated Council on the audit 
plan prepared by the KPMG, the 
contracted audit firm. 

2. Regularly update the 
LTPF. 

 

Review of the LTFP is underway to 
link with the draft 10-year capital 
works model. It is recommended that 
all new service proposals or major 
policy changes should come with a 
business case that details full life-
cycle costs, operating costs, and 
macro workforce implications. Any 
new recurring initiative should be 
cross-checked against the LTFPs 
targets and should not derail the 
trajectory of improving operating 
surplus without an explicit Council 
decision to assess that impact. 

3. Reserve Strategy 
(maturity and 
development). 

Strengthen Reserve policies. The City 
has developed more strategic 
approaches to property assets, 
emphasizing alignment with strategic 
needs and preventing ad-hoc sales. 
Complete and approve updated Asset 
Management Plans (AMPs) for all 
asset areas. Integrate AMP findings 
into decision making. 
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Risk Identification & Analysis Current Risk Assessment (Residual) Risk Rating  
R
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k 

N
o

. 

R
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k 
C
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nt

ex
t 

Risk Description Possible Causes Potential 
Consequences 

Existing Controls Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action Plans 
(TAPs) 

Notes (Progress and Notes to be 
reported to the Audit, Risk and 
Compliance Committee, at its 
02 December 2025 meeting). 

R = Robust 

A = Adequate 

I = Inadequate 

 

Monitor and report on Financial 
Sustainability Metrics (such as 
Operating Surplus Ratio, Net debt, 
Cash reserves trends). 

2.  SG 1: 
Local Economy  
 
A sustainable and 
diverse local 
economy that 
attracts increased 
investment and 
provides local 
employment 
 

SG 1.2  
Economic 
Development 
(ED) 
 
Failure to 
engage and 
partner with 
business and 
development 
stakeholders to 
promote, 
advocate and 
support 
opportunities to 
live, work and 
invest in the City 

1. Failure to identify 
relevant ED priorities 

2. Insufficient budget 
allocated to support ED 
activities 

3. Lack of support from 
Federal or State 
Government for economic 
initiatives 

4. Economic development 
strategies fail attract and 
support commercial 
investment  

5. Insufficient promotion of 
the City, its strengths and 
achievement 

6. Commercial vs 
residential land availability 
issues 

7. Infrastructure planning 
and development not 
aligned with economic 
development objectives 

Community 
dissatisfaction 
Reputational 
impact  
Stakeholder 
impact 
Operational 
performance 
impact 

1. Economic Development  
Framework 

2. Integrated Planning and 
Reporting Framework 
3. Advocacy Priorities 

4. Strategic Asset 
Management Plan/Land 
Management and Asset 
Strategies (including 
SAMP) 

5. Relationships with Local 
Businesses and 
Associations (including 
tenants) 

6. Local Planning Strategy, 
Schemes and Policies 

7. Small business friendly 
approvals 

R Operations 
Reputation 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. AMPS review 2028. 
 

Asset management plans currently 
under review. 

2. Strategic Asset 
Management Plan. 

 

Strategic Asset Management Plan to 
be updated post completion of the 
Asset Management Plan. 

3. Review Local Planning 
Strategy 2029. 

Reviewing of the Local Planning 
Strategy is not an appropriate 
'treatment action plan' for this risk. 
This is part of the City's Local 
Planning Framework and its review is 
guided  by planning regulation as 
required, and first and foremost it 
must align to the State's subregional 
framework.  
The City is not able to simply add 
more commercial land or provide for 
additional housing simply to provide 
additional economic growth 
opportunities. 
In a local government which is well 
progressed in its growth, and which 
also has a number of constraints to 
development (many of which are 
valued in environmental and 
recreational qualities), it should be 
expected that at some point in time, 
land which is capable of development 
has been appropriately zoned for this. 
 
A more appropriate treatment action 
plan would be to address the matter 
of land-banking and landowner 
intentions /lack of motivation to 
develop. There are a number of land 
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Risk Identification & Analysis Current Risk Assessment (Residual) Risk Rating  
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Risk Description Possible Causes Potential 
Consequences 

Existing Controls Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action Plans 
(TAPs) 

Notes (Progress and Notes to be 
reported to the Audit, Risk and 
Compliance Committee, at its 
02 December 2025 meeting). 

R = Robust 

A = Adequate 

I = Inadequate 

 

parcels across the City where 
landowners (including State 
government) has not realised the 
development of their properties. A 
review of the local planning strategy 
will not achieve this. 

3.  SG 2:  
Environmental 
Responsibility  
 
A leader in 
environmental 
management that 
enhances and 
sustainably 
manages our 
local natural 
areas and 
resources 
 

SG 2.1 
Environmental 
Protection and 
Management 
 
Council plans, 
decision making 
processes 
and/or activities 
fail to effectively 
and responsibly 
support the 
management, 
protection and 
improvement of 
its natural 
environment 
(areas, 
bushlands, 
parks and open 
spaces) 

1. Lack of internal 
capability and capacity 
(including dedicated 
resources) 

2. Lack of clear strategy, 
direction and focus 

3. Competing priorities 
4. Changing complex 

legislative and policy 
environment 

5. Increasing community 
expectations and focus 

Community 
dissatisfaction 
Reputational 
impact  
Breakdown of 
assets 
Sustainability 
targets not met 
Degradation or 
loss of the natural 
environment 

1. Integrated Planning and 
Reporting Framework 

2. Local Planning Strategy, 
Schemes and Policies 

3. Natural Area 
Management Strategy 

4. Climate Change 
Strategy 

5. Sustainability Policy 
6. Environmental 
Management Policies and 
Plans (including 
Biodiversity Plans) 

7. Community events and 
education promotion 

R Reputation 
Operations  
Environment 

Medium 
3 

Possible 
3 

Moderate 
9 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. Implement Natural Area 
Management Strategy. 

 

The Natural Area Management 
Strategy 2012-2022 was a document 
where reporting was aligned to the 
Sustainability report on an annual 
basis. This report has now ceased as 
that document was replaced by the 
adoption of the City's Climate Change 
Strategy 2020-2030 (the reporting on 
which now occurs via the City's 
Annual Report). 
 
Notwithstanding this, the City's 
approach to managing our natural 
areas is the same. Resources are 
provided in annual budgets for 
ongoing operational responsibilities 
for our bushland reserves, such as 
vermin and weed control and 
revegetation programs 

2. Monitor and report on 
Climate Change Strategy. 

Reporting on the Climate Change 
Strategy 2020-2030 occurs via the 
City's Annual report. Data for the 
2023/24 report has been provided. 

4.  SG 2: 
Environmental 
Responsibility 
  
A leader in 
environmental 
management that 
enhances and 
sustainably 
manages our 
local natural 

SG 2.2a 
Sustainable 
Resource 
Management - 
Water 
 
Failure to 
manage both 
the use of and 
impact on water 
supply across 

1. Natural limitations e.g. 
reducing water 
availability, a drying 
climate. 

2. Changes to Government 
Water Policy 

3. Reduction in ground 
water allocations 

4. Lack of or incomplete 
information relating to 

Community 
dissatisfaction 
Reputational 
impact  
Breakdown of 
assets 
Sustainability 
targets not met 

1. Local Planning Policies 
(including Urban Water 
Management) 

2. Irrigation Control 
Systems 

3. Waterwise Council 
Action Plan - (monitors 
and reports usage and 
includes water efficiency 
projects) 

R Reputation 
Operations 
Environment 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. Waterwise Council 
Action Plan and 
accreditation as a Gold 
Waterwise Council. 

 

Maintained Gold Waterwise Council 
status. 
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Risk Identification & Analysis Current Risk Assessment (Residual) Risk Rating  
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Risk Description Possible Causes Potential 
Consequences 

Existing Controls Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action Plans 
(TAPs) 

Notes (Progress and Notes to be 
reported to the Audit, Risk and 
Compliance Committee, at its 
02 December 2025 meeting). 

R = Robust 

A = Adequate 

I = Inadequate 

 

areas and 
resources 
 

the City's 
activities in a 
sustainable and 
responsible 
way. 
 

water usage across the 
City 

5. Insufficient priority/focus 
6. Lack of internal 

capability and capacity 
(including dedicated 
resources) 

4. Water Supply Strategy 
(with DWER - 
groundwater supply and 
regulation) 

5. Integrated Planning and 
Reporting Framework 
(specifically service 
reviews and service levels 
connected to enviro 
impact) 

6. Climate Change 
Strategy 

7. Sustainability Policy 

2. Monitor and report on 
Climate Change Strategy. 

Reporting on the Climate Change 
Strategy 2020-2030 occurs via the 
City's Annual report. Data for the 
2023/24 report has been provided. 

5.  SG 2:  
Environmental 
Responsibility  
 
A leader in 
environmental 
management that 
enhances and 
sustainably 
manages our 
local natural 
areas and 
resources 
 

SG 2.2b 
Sustainable 
Resource 
Management - 
Energy 
 
Failure to 
manage the use 
of energy 
across the City's 
activities in a 
sustainable and 
responsible 
way. 

1. Lack of or incomplete 
information relating to 
energy usage across the 
City 

2. Lack of clear 
target/strategy for energy 
efficiency and increase in 
renewable sources 

3. Insufficient education 
relating to targets, 
consumption and 
alternate options 

4. Insufficient priority/focus 
5. Lack of internal 

capability and capacity 
(including dedicated 
resources) 

Community 
dissatisfaction 
Reputational 
impact  
Sustainability and 
net zero targets 
not met 

1. Integrated Planning and 
Reporting Framework 
(specifically service 
reviews and service levels 
connected to energy 
usage) 

2. Climate Change 
Strategy (includes 
mitigation actions and 
targets) 

3. Greenhouse Action 
Fund (for emissions 
reduction projects) 

4. Sustainability Policy 
5. Environmentally 
Sustainable Design (ESD) 
Requirements. 

R Reputation 
Operations 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. Monitor and report on 
Climate Change Strategy. 

Reporting on the Climate Change 
Strategy 2020-2030 occurs via the 
City's Annual report. Data for the 
2023/24 report has been provided. 

2. Complete annual 
corporate Emission 
Inventory Report. 

 

Reporting on the Climate Change 
Strategy 2020-2030 occurs via the 
City's Annual report. Data for the 
2023/24 report has been provided. 

3. Maintain a sustainability 
reporting system. 

 

Reporting on the Climate Change 
Strategy 2020-2030 occurs via the 
City's Annual report. Data for the 
2023/24 report has been provided. 

4. Implement the 
Sustainability Policy 
including the ESD 
Requirements. 

 

 

5. Reserve fund for 
Climate Mitigation utilised. 

 

6.  SG 2:  
Environmental 
Responsibility  
 
A leader in 
environmental 
management that 
enhances and  
sustainably  
manages our 
local natural 
areas and 
resources 
 

SG 2.2c 
Sustainable 
Resource 
Management - 
Waste  
 
Failure to 
manage waste 
across the City's 
activities in a 
sustainable and 
responsible 
way. 

1. Impact of changing 
waste management 
landscape (W2E) not well 
understood, both short 
term and long term. 

2. The City's strategic view 
may not be aligned with 
other levels of 
government (e.g. FOGO). 

3. Lack of clear waste 
management strategy and 
targets 

4. Inability to deliver on 
waste management 
targets / legislation and 
finding does not support 
move towards a circular 
economy  

Community 
dissatisfaction 
Reputational 
impact  
Sustainability and 
net zero targets 
not met 
Degradation of 
the natural 
environment 

1. Adoption of the Waste 
Strategy 2020-2030 (5 
Year Review) 

2. Development of a 
master plan for the 
Henderson Waste 
Recovery Park to address 
available cell airspace, 
post closure costs and 
program, site 
opportunities for 
commercial returns. 

3.Henderson Waste 
Recovery Park Safety 
Audit 2024 and 2025. 

4. Department of Water 
and Environmental 
Regulations Licence 
compliance. 

A Reputation 
Operations 
Reputation 
Environment 
Compliance 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Chief 
Executive 
Officer 
 

1. Master plan Henderson 
Waste Recovery  

 
2. Waste Management 
Service Review 2025. 

Following the Henderson Waste 
Recovery Park internal Audit 
conducted by JBS&G Australia Pty 
Ltd in November 2024 numerous new 
controls have been implemented at 
the Henderson Waste Recovery Park 
resulting in the level of risk being 
adjusted from initially at ‘Extreme’ to 
now ‘Moderate’. 
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Risk Identification & Analysis Current Risk Assessment (Residual) Risk Rating  
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Existing Controls Control 
Rating: 

Consequence 
Category 

Consequence 
Rating 

Likelihood 
Rating 

Level of 
Risk 

Risk Strategy 
(i.e., 
ACCEPT, 
TOLERATE, 
REDUCE / 
IMPROVE 
CONTROLS) 

Risk Owner Treatment Action Plans 
(TAPs) 

Notes (Progress and Notes to be 
reported to the Audit, Risk and 
Compliance Committee, at its 
02 December 2025 meeting). 

R = Robust 

A = Adequate 

I = Inadequate 

 

5. Reluctance of 
community to change 
behaviours re waste 
management, and lack of 
waste education 

6. City out of step with 
other local governments - 
e.g. number of bins, 
FOGO and verge 
collections 

5. East Rockingham Waste 
to Energy Facility on track 
for completion Q2 FY26 
with commission 
commencing Q3 & Q4. 

6. East Rockingham Waste 
to Energy Facility on track 
for completion Q2 FY26 
with commission 
commencing Q3 & Q4. 

7. Construction of a new 
Leachate Pond at the 
Henderson Waste 
Recovery Park in 2025. 

8. Conversion of casual 
employees to Full time 
employees for the bulk 
waste verge collection 
programs. 

9. Annual waste collection 
surveys indicating 95% 
satisfaction. 

10. FOGO to be reviewed 
annually and maintain 
watching brief on FOGO 
decision by the WA Waste 
Authority. 

11. HWRP Operational 
management plan. 

12. HWRP Community 
Transfer Station 
relocation to southern 
area of site. 

13. New entry off Dallison 
Ave to Community 
Transfer Station for trailer 
pass holder with 
Commercial operators 
entering off Rockingham 
Rd entry. 

7.  SG 2: 
Environmental 
Responsibility  
 
A leader in 
environmental 
management that 
enhances and 
sustainably 
manages our 
local natural 
areas and 
resources 

SG 2.3  
Climate Change 
 
Failure to 
manage both 
the impact of 
climate change, 
as well as the 
impact the City 
has on the 
driver of climate 
change 

1. Lack of understanding 
and preparedness to 
respond and adapt to 
climate change impacts 

2. Lack of understanding 
(and measurement) of 
how the City's activities 
and decisions contribute 
to the drivers of climate 
change. 

3. Lack of funding to 
respond 

Community 
dissatisfaction 
Reputational 
impact  
Breakdown of 
assets 
Sustainability 
targets not met 
Degradation of 
natural 
environment 

1. Climate Change 
Strategy 

2. Climate Change Risk 
Assessment 

3. Emergency 
Management Committees 
and Arrangements 

4. Integrated Planning and 
Reporting Framework 

5. Coastal Hazard Risk 
Management and 
Adaptation Planning 
(CHRMAP) (Coastal 

R Reputation 
Operations 
Environment 

Medium 
3 

Possible 
3 

Moderate 
9 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. Monitor and report on 
the Climate Change 
Strategy. 

Reporting on the Climate Change 
Strategy 2020-2030 occurs via the 
City's Annual report. Data for the 
2023/24 report has been provided. 
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 4. Insufficient non-financial 
resources and focus 

5. Lack of clear 
target/strategy for carbon 
reduction / reductional 
fossil fuel usage 

Decline in 
community health 
and wellbeing  
Low adaptive 
capacity 

erosion - Fringing reef, 
sand nourishment, 
foreshore management 
plans) 

6. Public Health Plan 
(prepare for and adapt to 
outcomes) 

7. Local Planning Strategy 
8. Urban Forest Plan 
9. Waterwise Council 
Action Plan 

10. Natural Area 
Management Strategy 

11. Sustainability Policy 
12. Waste Wise Events 
Policy 

8.  SG 3:  
Community, 
Lifestyle and 
Security 
 
A vibrant, healthy, 
safe, inclusive 
and connected 
community 
 

SG 3  
Community, 
Lifestyle and 
Security 
 
Failure to plan 
for, provide and 
support socially 
connected, 
healthy and safe 
neighbourhoods 

1. Demographic information 
not accurate or 
understood  

2. Poor consultation with 
the community 

3. Failure to respond to 
societal / cultural trends 
and changing community 
focus (e.g. through lack of 
agility); 

4. Inadequate engagement 
with developers and other 
stakeholders who invest 
in our areas 

5. Failure to recognise, 
incorporates and 
celebrate diversity of 
cultural and heritage 
values 

6. Lack of consideration of 
community safety in the 
design of services, 
programs, events, 
buildings and 
infrastructure; 

7. Lack of clarity over 
interface with other 
'safety' focussed 
organisation e.g. Police, 
NGOs etc 

8. Missed opportunity to 
take a more proactive 
approach to community 
safety / perception that 
the City is overstepping 
its role 

Community 
dissatisfaction 
Reputational 
impact 

1. Community Scorecard 
2. Integrated Planning  and 
Reporting Framework 
(environmental scanning 
process) 

3. Community Engagement 
Policy/Charter (Customer 
Satisfaction Survey) 

4. Community 
Infrastructure Planning 
(CIP) (includes needs 
analysis) 

5. Local Planning Strategy, 
Schemes and Policies 

6. Community Safety and 
Crime Prevention Plan 
(including Community 
Safety Service (CoSafe)) 

7. Reconciliation Action 
Plan 

8. Disability Access and 
Inclusion Plan 

9. Youth Plans 
10. Promotion of 
Community events and 
initiatives 

11. Public Health Plan 
12. Community 
Development Plan 

13. Volunteer Strategy 

R Reputation 
Operations 
Stakeholder 
impact 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. Review of CoSafe 
completed with transition 
to in house Co Safe 
model expected to be 
completed by Dec 2024. 

Completed - Transition from hybrid 
CoSafe (Team Leaders City 
employees, Patrol Officer external 
security contracted staff) to 
completely in house employed team 
has now been operating for 12 
months. All staff employed in October 
2024 are still current employees with 
CoSafe 12 months later. 
The operational impact of the 
transition which included a smaller 
full-time workforce (16 down to 12) in 
total has increased the average 
response time from 14mins to 
18mins.  
Community satisfaction for the 
service remains the same scoring an 
average 9/10. 
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A = Adequate 

I = Inadequate 

 

9.  SG 4: 
City Growth and 
Moving Around 
 
A growing City 
that is easy to 
move around and 
provides great 
places to live 
 

SG 4  
Infrastructure 
and Assets 
  
Failure to 
strategically 
plan, deliver and 
maintain 
infrastructure 
and assets to 
support the 
City's 
community 
aspirations and 
predicted 
growth 

1. Aging facilities / legacy 
issues with existing 
assets; 

2. Lack of forward/lifecycle 
planning and 
maintenance  

3. Lack of understanding 
on future needs; 

4. Disconnect with Council 
over future infrastructure 
and asset needs; 

5. Asset management 
planning not aligned with 
boarder strategic 
objectives 

6. Planning fails to consider 
then impact of climate 
change; 

7. Plans are not executed; 
8. Reliance on state 

government strategy and 
planning to set the 
direction for major 
transport routes. 

Community 
dissatisfaction 
Reputational 
impact  
Operational 
performance 
impact 

1. Integrated Planning and 
Reporting framework 

2. Land Management and 
Asset Strategies 

3. Community Engagement 
Policy/Charter 
(Community Scorecard) 

4. Local Planning Strategy, 
Scheme and Policies 
(inclusive of development 
contribution plans) 

5. Advocacy Priorities 
6. Community 
Infrastructure prioritisation 
(Community Wide 
Infrastructure planning 
process, Youth 
Infrastructure Strategy, 
CIP and CSRFP) 

7. Transport Planning 
(Integrated Transport 
Strategy and District 
Transport Study, Parking 
Plan) 

8. Master planning process 
(e.g. Coogee Beach 
masterplan, trails) 

9. Coastal Hazard Risk 
Mitigation Adaptation Plan 

10. Asset Management 
Plan 

A Reputation 
Operations 
Stakeholder 
impact 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Director 
Infrastructure 
Services 

1. Strategic Asset 
Management Plan. 

 

Strategic Asset Management Plan to 
be updated post completion of the 
Asset Management Plan. 

2. Review of Local 
Planning Strategy. 

 

The City's Local Planning Strategy 
was endorsed by the WA Planning 
Commission on 28 October 2024. It is 
required to reflect the State sub-
regional planning framework. 
However, it is perhaps not the best 
'treatment Action Plan' for this risk 
given the State government has also 
considered support for areas of 
growth beyond their own framework. 
This can make it challenging to align 
infrastructure priorities - especially 
where there are roads where their 
role in the road hierarchy is intended 
to change (i.e. from local to 'other 
regional' roads). It often takes 
substantial time to confirm intentions 
with roads under the State's control 
and the interaction with City 
infrastructure projects (such as 
Cockburn Road which is controlled by 
Main Roads). 

3. Review Integrated 
Transport Strategy. 

A mid term review of the Integrated 
Transport Strategy (ITS) is a FY26 
CBP action item. This review will help 
ensure that the ITS continues to meet 
the City’s evolving transport needs 
while supporting a more connected 
and sustainable future. 

10.  SG 4: 
City  
Growth and 
Moving Around 
 
A growing City 
that is easy to 
move around and 
provides great 
places to live 

SG 4.  
Transport 
 
Failure to 
strategically 
plan, deliver and 
maintain an 
integrated, 
improved and 
accessible 

1. Limitations around what 
is a State v LG 
responsibility / issues 
around lack of role clarity 
(i.e. Public transport 
networks). 

2. Reliance on state 
government strategy and 
planning to set the 

Congestion 
causing frustration 
for 
commuters/other 
workers 
Reputational 
impact 
Operational 
performance 
impact 

1. Integrated Planning and 
Reporting framework 

2. Advocacy Priorities 
3. Community Engagement 
Policy/Charter 
(Community Scorecard) 

4. Transport Planning 
(Integrated Transport 
Strategy and District 
Transport Study, Parking 

A Reputation 
Operations 
Stakeholder 
impact 

Medium 
3 

Possible 
3 

Moderate 
9 

ACCEPT Director 
Sustainable 
Development 
and Safety 

1. Community 
Engagement. 

 

Community engagement policy will be 
presented to the November GovCo 
meeting for consideration and 
adoption at OCM. Updated policy will 
ensure consultation on transport 
strategies and projects are compliant. 
The internal Framework guides assist 
staff in designing, delivering and 
monitoring our engagement practices. 
The internal engagement journey 
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 transport 
network, to 
support the 
City's 
community 
aspirations and 
predicted 
growth 

direction for major 
transport routes.  

3. Change in mode of 
transport e.g. shared car 
ownership, auto vehicles, 
aging population 
increasing use of 
personal mobile devices, 
use of alternative vehicles 
such as e-scooters/e-
bikes (especially amongst 
younger demographic). 

4. Lack of funding for asset 
management  

5. Challenges to secure 
Federal/State investment 
for significant upgrades to 
roads and intersections 
that influence community 
perceptions 

6. Impact of outer harbour 
on road network 

7. Community lack of 
understanding of roles 
and responsibilities for 
LG/State etc - sphere of 
influence. 

8. Long term nature of 
transport planning leads 
to financial planning and 
forecasting uncertainty. 

Plan, Road Network 
Upgrade Plan, Bicycle 
network and Footpath 
Plan, Trails masterplan, 
Walking and Cycling Plan, 
Road Safety Plan, Travel 
smart Action Plan) 

map ensure that the organisation 
understands the process and 
timelines. 

2. Strategic Asset 
Management Plan. 

Strategic Asset Management Plan to 
be updated post completion of the 
Asset Management Plan. 

  

11.  SG 5: 
Listening and 
Leading 
 
A community 
focused, 
sustainable, 
accountable and 
progressive  
 

SG 5.1  
Governance 
 
Failure to 
ensure ethical 
and accountable  
governance and 
decision-making 
at the City 

1. Lack of training and 
education to support 
understanding of 
governance requirements 
and roles; 

2. Inadequate framework to 
support alignment of 
actions with strategic 
vision; 

3. Frequent changes in 
strategic direction; 

4. Ineffective 
communication between 

Reputational 
impact 
Operational 
performance 
impact 
Compliance 
impact 

1. Integrated Planning and 
Reporting Framework 
(council-led business 
planning process) 

2. Legislative framework 
3. Governance Framework 
4. Elected Member Code 
of Conduct 

5. Committees of Council 
and Reference Groups 

6. Council Induction and 
Training (including 
mandatory) 

R Reputation 
Operations 
Stakeholder 
impact 
Compliance 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Chief 
Executive 
Officer 

1. Governance 
Improvement Plan 2024-
2026 (the Governance 
Improvement Plan details 
deliverable actions which 
will add to existing 
controls once delivered). 

 

At the May 2025 Audit, Risk and 
Compliance Committee meeting, the 
City presented the report Item 11.2.1 
(2025/Minute No. 0015 'Governance 
Update - Development of an Integrity 
Strategy', which includes this update 
on the Government Improvement 
Guidance Plan summarised as 
follows: 
 
"At the September 2024 OCM, 
Council resolved to endorse the 
RokSteady Governance Review 
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Council and 
Administration; 

5. Non-compliance with 
Council policies and 
legislative requirements; 

6. Short term focus in 
decision making, 
impacting longer term 
sustainability focus; 

7. Lack of stability within 
the Administration; 

8. Variability in the 
effectiveness of 
leadership 

7. EM Communications 
Policy 

8. Complaints Procedure 

Results and receive the Governance 
Improvement Guidance Plan, which 
provides for how the Council and City 
would implement the improvement 
actions falling out of the RokSteady 
Governance Review. 
Since this date, work has been 
ongoing on implementing the actions 
outlined in the Governance 
Improvement Guidance Plan. An 
updated Governance Improvement 
Guidance Plan now utilises the traffic 
light system.  
Key updates since August 2024 
include: 
• Deferral of the workshop on the 
Elected Members Code of Conduct 
until after the 2025 Local Government 
Elections; 
• Changing the date of the review of 
the Elected Member Hub to ‘by 30 
June 2025’; 
• Changing the date of the review of 
the Elected Members Professional 
Development Policy to ‘by December 
2025’; 
• Inclusion of the proposed Integrity 
Maturity Self Assessment as a 
proposed action; 
• Removal of the annual strategic 
planning event. Council are involved 
in the development of the strategic 
community plan and corporate 
business plan, as well as the annual 
budget and yearly service and project 
plans. This work, along with the 
adoption of other strategic plans, 
largely encapsulates the annual 
strategic planning of Council, and so 
an additional ‘strategic planning 
event’ is not required."  

2. Risk Maturity 
Improvement Plan 2022-
2027. 

 

At the May 2025 Audit, Risk and 
Compliance Committee meeting, the 
City presented the report Item 11.2.1 
(2025/Minute No. 0015 'Governance 
Update - Development of an Integrity 
Strategy', which includes this update 
on the Risk Management 
Improvement Plan, summarised as 
follows: 
 
"The City has implemented a Risk 
Maturity Improvement Plan (the 
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Improvement Plan), which is informed 
by the Moore Australia Risk Maturity 
report (the Moore report) presented to 
this committee on 25 May 2023. The 
City has begun addressing 
recommendations from the Moore 
report in its Improvement Plan".  
Attachment 1 'Risk maturity 
Implementation Plan' to this report 
updated Council on the work so far 
completed, initiated and remaining. 

3. Australian Business 
Excellence Framework 
(ABEF) 2024-2026. 

 

All elements of year one of the three 
year implementation plan have been 
completed, including the restructure 
of the leadership team. A majority of 
the elements associated with year 
two of the review have either 
commenced and are in progress or 
are being scoped. 

4. ELT & EM Strategic 
Planning 2024. 

Business planning activities and 
consultation with the Executive and 
Elected Member have been 
undertaken. This has resulted in the 
delivery of the major review of the 
Strategic Community Plan 2025 - 
2035, a revised Corporate Business 
Plan and Workforce Plan. 

12.  SG 5. 
Listening and 
Leading  
 
A community 
focused, 
sustainable, 
accountable and 
progressive  
 

SG 5.2 
Community 
Engagement 
and Service 
Delivery 
 
Failure to 
deliver quality 
and responsive 
services, which 
meet the needs 
and 
expectations of 
the community 

1. Lack of agreement and 
understanding of 
stakeholders and their 
expectations; 

2. Ineffective engagement 
with the community or key 
stakeholders; 

3. Inadequate internal 
systems and processes to 
manage stakeholders 
(CRM) 

4. Misalignment between 
Council expectations and 
the administration 

5. Differing views/priorities 
of the community 

6. Failure to align and 
integrate the planning and 
delivery of City's services 
and activities to achieve 

Community 
dissatisfaction 
Reputational 
impact  
Operational 
performance 
impact 

1. Transparent reporting 
2. Community Engagement 
Strategy; Community 
Scorecard reviews 

3. Customer Request 
Process (no formal CRM) 

4. Comment on Cockburn 
(engagement channel) 

5. Media monitoring 
6. Stakeholder 
Engagement and 
Management 

R Reputation 
Operations 
Stakeholder 
impact 

Medium 
3 

Unlikely 
2 

Moderate 
6 

ACCEPT Director 
Community 
and Place 

1. Undertake annual review 
of agreed Service Plan. 

 

Service Planning has been 
undertaken. Revised Business 
Planning process will see Service 
Planning commence earlier 
(December 2025) to ensure 
alignment with annual budget 
planning and workforce planning.  

2. Review Community 
Engagement 
Policy/Charter annually. 

 

The Community engagement policy 
will be presented to the November 
GovCo meeting for Council 
consideration. Updated policy also 
aligns with compliance obligations for 
on transport strategies and projects. 

3. Ensure Community 
Scorecard information is 
reviewed and actioned. 

 

Review of Community Scorecard 
information and actions taken as 
required. 
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the City's strategic 
objectives  

7. City/Council lack of 
understanding of the 
value of the service to the 
customer 

4. Monitor feedback 
received through 
Comment on Cockburn 
(engagement channel). 

Feedback from Comment on 
Cockburn is actively monitored. 
Feedback received plays an 
important role in the informing of the 
City's Strategic Community Plan and 
projects.  

13.  SG 5.  
Listening and 
Leading 
 
A community 
focused, 
sustainable, 
accountable and 
progressive 

SG 5.3 
Employer of 
choice 
 
Inability to 
develop and 
maintain a 
competent, 
capable and 
culturally 
aligned 
workforce 

1. Workforce skills, 
experience and capability 
not aligned with the 
services/functions/operati
ons of the City  

2. Inability to attract and 
retain staff (e.g. 
Increasing market 
remuneration levels  / 
Lack of availability of 
workforce in the market) 

3. Failure to capitalise on 
the City's strong value 
proposition that results in 
perception of an 
unappealing workplace, 
poor culture and low 
engagement; 

4. Workforce fatigue as a 
result of workforce and 
ongoing change 

5. Lack of development and 
ongoing training 
opportunities / lack of 
career-paths; 

6. Over-reliance on key 
personnel; 

7. Ageing workforce / 
intergenerational 
challenges 

8. Insufficient knowledge 
sharing/succession 
planning; 

9. Inefficient systems and 
processes 

Reputational 
impact  
Operational 
performance 
impact 
Inability to 
capitalise on 
opportunities (i.e., 
funding, delivery) 

1. Integrated Planning and 
Reporting Framework 

2. Workforce Plan 
3. People Experience 
Management Framework 
(includes corporate HR 
governance and 
engagement 
mechanisms) 

4. Professional 
Development Process 

5. Employee Value 
Proposition 

6. Internal 
Communications 

7. Code of Conduct 
8. Enterprise Agreement 
9. Leadership development 
(includes succession 
planning, career 
progression framework, 
leadership capability 
framework) 

10. Reward and 
recognition framework 

11. Organisational vision 
and values and cultural 
alignment 

R Reputation 
Operations 

Medium 
3 

Possible 
3 

Moderate 
9 

ACCEPT Chief 
Executive 
Officer 

1. Undertake annual 
performance and 
development planning 
with workforce to identify 
and build on capability 
shortcomings - 
undertaking annually from 
August to October. 
 
 

 

Annual performance and planning 
period occurs between 1 August and 
31 October each year for all 
permanent and fixed term employees 
and eligible casuals. Performance 
planning outcomes are used to form 
the City's training needs analysis and 
drive the development of the annual 
training program. 

2. Ensure the development 
and delivery of programs 
that foster a sense of 
belonging and value to 
attract and retain 
employees - delivered as 
part of annual program of 
works that is developed 
utilising engagement 
survey data and market 
trend analysis. 

 

Strategy on a page is developed each 
year for People Experience and 
Organisational Capability and 
Performance to ensure the 
development and deployment of 
programs that foster a positive 
workplace culture. This includes (but 
is not limited to) continuous 
improvement of our compliance 
frameworks as well as Hearts and 
Minds (team building), Employee 
Awards Eco System, Employee Value 
Proposition (employer of choice 
branding), delivery of Leadership 
Capability Framework and other 
professional development and 
capability building initiatives. In 
addition, the data from the City's 
Engagement Survey, Pulse Survey 
and Exit Survey is utilised to develop 
action plans that assist in the building 
of workplace culture and the sense of 
belonging. 
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10. Pressure on resources 
to meet increasing 
community and 
stakeholder expectations 
of being a growth council 
and industry leader 

3. Undertake the 
development of career 
mapping for whole of 
business to ensure that 
single points of failure are 
identified and mitigated 
and that succession 
planning principles are 
embedded as business as 
usual - succession 
planning will form 
component of Leadership 
Capability Framework 
(due for deployment 
January 2025). 

Succession planning and career 
mapping processes are underway 
and will be complimented by the 
review and deployment of a revised 
Leadership Capability Framework 
that will also see the delivery of an 
emerging leader program. In addition, 
the City also continues to actively 
promote internal secondments and 
higher duties. 

4. Ensure that strategies 
are developed for all 
generations in the 
workplace (i.e., flexible 
working, career 
development, transition to 
retirement) - review of 
current framework due by 
30 June 30, 2025 (will 
include development of 
new documents as 
required). 

As part of the bargaining of the 
Industrial Agreement 2025, the City 
has introduced or modified provisions 
that are more inclusive of a multi 
generational workforce. This includes 
the expansion of the application of 
flexible working arrangements to 
include all types of care 
arrangements (not just primary aged 
children) and inclusion of transition to 
retirement provisions. 
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11.3.4 Legal Proceedings Between City of Cockburn and Other Parties 

 

Executive Chief Executive Officer  

Author(s) Courts and Legal Process Coordinator  

Attachments 1. Confidential Attachment (Confidential)    
  

 

Recommendation 
 
That the Committee recommends Council RECEIVES the Register of Legal 
Proceedings commenced or responded to by the City during the 2024-2025 Financial 
Year as noted in the Confidential Attachment. 

 
Background 
 
At the 13 December 2018 Ordinary Council Meeting, Council adopted the Policy 
“Obtaining Legal and Other Expert Advice and Legal Proceedings Between City of 
Cockburn and Other Parties” (the Policy). The Policy’s aim is to provide guidance for 
the acquisition of legal and other expert advice, and to enable advice and the 
ongoing status of legal proceedings to be provided to Elected Members on a regular 
basis. 
 
In accordance with the Policy, the Legal Proceedings Register is provided annually to 
the Audit, Risk and Compliance Committee and includes all matters which were 
commenced or responded to by the City. 
 
Submission 
 
N/A 
 
Report 
 
Clause 1 Application of the Policy states: 

‘This Policy applies to legal and other expert advice sought by the City of 
Cockburn, and legal proceedings commenced or responded to by the City, or 
any person acting in their capacity as a representative of the City and for 
whom the City is vicariously liable.’ 

 
Clauses 3.7 and 4.3 require the CEO to establish and maintain a procedure for 
recording proceedings commenced or responded to by the City, while clauses 3.8 
and 4.4 require a record of this procedure to be reported to the Audit, Risk and 
Improvement Committee (ARIC) at least annually, or as often as considered 
appropriate by the CEO or as requested by the ARIC. 
 
A summary of the legal proceedings commenced or responded to by the City during 
the 2024-2025 Financial Year is provided as Confidential Attachment 1. 
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Strategic Plans/Policy Implications 
 
Our Governance 
Transparent leadership that listens, communicates openly and plans for a 
sustainable future. 
• Facilitate transparent and accountable governance for today and tomorrow. 
 
Budget/Financial Implications 
 
The table below highlights the legal fees expended during the 2024-2025 Financial 
Year. 
 

Name of firm Fees Paid 
% of 
total 

CS Legal (rates & debt recovery, & court representation) $129,386.64 43.9 

Mcleods Lawyers $83,147.22 28.2 

Jackson McDonald $65,001.65 22.1 

Mills Oakley $17,250.00 5.8 

Total expense $294,785.51 100 

Fines, penalties and recoveries income $161,386.44 54.7 

Net fees (after fines, penalties and recoveries) $133,399.07 45.3 

  
 
The City incurs legal fees for a number of reasons including to obtain expert advice, 
engage representation on contentious matters, and obtain legal services including 
legal document preparation.  
 
These fees are an expense, they can also be an investment in a positive outcome for 
the City or to protect against risks on significant projects.  Examples of this include 
engaging lawyers to achieve a settlement of a sum of money owed to the City or to 
prepare a transaction agreement for a transaction of strategic importance or financial 
consequence. 
 
The previous Financial Year’s total fees in relation to legal proceedings commenced 
or responded to by the City were $294,785.51 while the net fees were $133,399.07. 
 
Engaging CS Legal for rates and debt recovery, and associated court representation 
for FY 2024-2025, cost the City $129,386.64 and led to $131,639.98 in cost recovery. 
This was a net return of $2,253.34 to the City. 
 
The above includes issues relating to unauthorised developments, building permit 
decisions, litter, parking, leases and dog infringements. 
 
Legal Implications 
 
Nil 
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Community Consultation 
 
N/A 
 
Risk Management Implications 
 
There are no risks associated with this recommendation, however failure to present 
this report to Council annually presents a ‘Low’ level of ‘Compliance’ risk in 
accordance with the Council adopted Policy. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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12. Motions of Which Previous Notice Has Been Given 
 
Nil 
  

13. Notices Of Motion Given At The Meeting For Consideration At 
Next Meeting 

  
 

14. New Business of an Urgent Nature Introduced by Members or 
Officers 

  
 

15. Matters to be Noted for Investigation Without Debate 
 
Nil 
  

16. Confidential Business 
 
Nil  
 

17. Closure of Meeting 
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