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CITY OF COCKBURN 

AGENDA TO BE PRESENTED TO THE  
AUDIT & STRATEGIC FINANCE COMMITTEE 

TO BE HELD THURSDAY, 19 NOVEMBER 2020 AT 6.00 PM 

1. DECLARATION OF MEETING 

 

2. APPOINTMENT OF PRESIDING MEMBER (IF REQUIRED) 

 

3. DISCLAIMER (TO BE READ ALOUD BY PRESIDING MEMBER) 

Members of the public, who attend Council Meetings, should not act 
immediately on anything they hear at the Meetings, without first seeking 
clarification of Council's position. Persons are advised to wait for written 
advice from the Council prior to taking action on any matter that they may 
have before Council. 

4. ACKNOWLEDGEMENT OF RECEIPT OF WRITTEN 
DECLARATIONS OF FINANCIAL INTERESTS AND CONFLICT 
OF INTEREST (BY PRESIDING MEMBER) 

 

5. APOLOGIES & LEAVE OF ABSENCE 

Cr C Terblanche  -  Leave of Absence 

6. PUBLIC QUESTION TIME 

 

7. CONFIRMATION OF MINUTES 

7.1 MINUTES OF THE AUDIT & STRATEGIC FINANCE COMMITTEE 
MEETING - 16/7/2020 

RECOMMENDATION 
That Committee confirms the Minutes of the Audit & Strategic Finance 
Committee Meeting held on Thursday, 16 July 2020 as a true and 
accurate record. 
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8. DEPUTATIONS 

 

9. BUSINESS LEFT OVER FROM PREVIOUS MEETING (IF 
ADJOURNED) 

Nil  

10. DECLARATION BY MEMBERS WHO HAVE NOT GIVEN DUE 
CONSIDERATION TO MATTERS CONTAINED IN THE 
BUSINESS PAPER PRESENTED BEFORE THE MEETING 
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11. COUNCIL MATTERS 

11.1 APPOINTMENT OF AN INDEPENDENT EXTERNAL AUDIT AND 
STRATEGIC FINANCE COMMITTEE MEMBER 

 

 Author(s) D Green  

 Attachments 1. Resume - Glyn Geen (CONFIDENTIAL)    
     
 

 

RECOMMENDATION 
That Council appoint Glyn Geen as the Independent External Member 
of the Audit and Strategic Finance Committee for a period of two (2) 
years, expiring in December 2022. 

TO BE CARRIED BY AN ABSOLUTE MAJORITY OF COUNCIL 

 

Background 

In 2018, the Audit and Strategic Finance Committee (ASFC) resolved 
that it would be prudent to include an Independent Member on the 
Committee. Subsequently, a process of advertising and selection 
resulted in an External Member being endorsed by Council in 2019.  

That process involved the Presiding Member of the Committee, the 
Mayor, and the CEO perusing the applications received and agreeing 
on a preferred candidate to be recommended for appointment by 
Council. At that stage, it was resolved by Council that the appointment 
be for a period of one (1) year, with a review of the effectiveness of the 
role to be undertaken following that time. 

At the June 2020 Ordinary Council Meeting, it was resolved that the 
position was considered to be a useful addition to the City’s oversight of 
its audit functions and that the vacancy should be advertised. This 
occurred and a total of 30 applications were received by the closing 
date for the advertising period in September 2020.  

Submission 

N/A 

Report 

At the closure of the advertising period for the position of an 
Independent External Member of the ASFC, an internal assessment 
was conducted of the 30 applications received, and a shorter list of 
eight (8) candidates was provided to the Presiding Member, the Mayor 
and the Acting CEO for independent perusal, in accordance with the 
previously agreed process. 

Each of the assessors was unanimous in the choice of two (2) 
applicants, and a majority favoured one other. Four (4) other applicants 
were each favoured by a minority (1) of the assessors.  
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On that basis, it was determined that a panel be convened to interview 
each of the assessed top three (3) applicants for suitability to the role, 
and to select a candidate to be recommended to Council for formal 
appointment to the Committee. From this process, Glyn Geen emerged 
as the most favoured candidate by the panel, and is now submitted for 
Council endorsement. 

Glyn Geen impressed as an experienced and highly qualified person, in 
being able to understand and oversee the City’s auditing functions and 
requirements. His knowledge of the role, and demonstrated previous 
capabilities of Board and Committee processes was impressive, and he 
appears to have the necessary personal qualities to contribute in a 
collegiate manner at a formal committee level. Glyn Geen’s resume is 
testament to his suitability for the appointment (refer Attachment 1). 

Strategic Plans/Policy Implications 
Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

• Deliver value for money through sustainable financial management, 
planning and asset management. 

Budget/Financial Implications 

Reimbursement fees for the External Member are provided for in the 
City’s Municipal budget.  

Legal Implications 

Section 71A(2) of the Local Government Act 1995 refers 

Community Consultation 

The position was broadly advertised through the usual City of Cockburn 
recruitment mediums. 

Risk Management Implications 

There is a “Low” level of assessed “Compliance” risk associated with 
this item. 

Advice to Proponents/Submitters 

Candidates not included on the short listed interview list have been 
advised that their application has not been successful on this occasion.  

Implications of Section 3.18(3) Local Government Act 1995 

Nil  
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11.2 LEGAL PROCEEDINGS BETWEEN COUNCIL AND OTHER 
PARTIES 

 

 Author(s) J Fiori  

 Attachments 1. Legal Register 1 July 2019 to 30 June 2020 
Financial Year (Costs Equal to and Greater than 
$2,000) (CONFIDENTIAL)    

     
 

 

RECOMMENDATION 
That Council receive the report on legal proceedings commenced or 
responded to by the City during the 2019-2020 financial year as noted 
in the Confidential Attachment. 

 

Background 

At its meeting held on 13 December 2018, Council adopted the Legal 
and Expert Advice and Proceedings between the City and Other Parties 
Policy (Policy) and associated Delegated Authority, to clarify the 
methodology by which legal or other expert advice is provided to 
Elected Members, to enable them to perform their civic function.  

As a result, the ‘Legal Advice Register’, provided annually to the Audit 
and Strategic Finance Committee, is now limited to the notification of 
those issues which are in relation to, or a result of a Council resolution, 
or where the amount related to administrative advice is of such an 
amount to warrant Council’s attention, which is capped at $2,000 or 
above. 

Submission 

N/A 

Report 

Clause 1 Application of the Policy states: 

‘This Policy applies in relation to legal and other expert advice 
sought by Council, and legal proceedings commenced or 
responded to by the City of Cockburn, or any person acting in their 
capacity as a representative of the City of Cockburn and for whom 
the City of Cockburn is vicariously liable.’ 

 
Clause 3 Commencing Legal Proceedings of the Policy states: 

‘(7) The Chief Executive Officer shall establish and maintain a 
procedure which enables those matters which are subject to the 
terms of this section to be centrally recorded and updated. 

(8) A record of the procedure mentioned in (7) above shall be 
presented to the Audit and Strategic Finance Committee at least 
annually, or as often as considered appropriate by the CEO, or as 
requested by the Audit and Strategic Finance Committee.’ 
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A Summary of the Legal Proceedings commenced or responded to by 
the City during the 2019-2020 financial year, as a result of a Council 
resolution, or of a significant amount that warrants Council’s attention, 
has been circulated under separate confidential cover. 

 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

 

Budget/Financial Implications 

The table below highlights the legal fees expensed during 2019-2020 
with commensurate, where relevant, reimbursements, fines and 
penalties arising from the incurring of the legal expenditure. The table 
lists the legal services cost incurred for legal advice ≥ $2,000, per 
subject matter. 

Costs ≥ $2,000 incurred for legal services during 2019–2020 financial year    

Legal Firms’ Fees Actual Paid 

Jackson McDonald $616,197.86 

Kott Gunning $22,650.85 

McLeod Solicitors and Barristers $145,284.56 

 Total legal firms fees $784,133.27 

Fines and penalties income ($175,306.45) 

Net legal fees (after fines and penalties) $608,826.82 

 
The above includes industrial relations issues, unauthorised 
developments, untidy properties, litter, environmental health, and dog 
licence infringements. 

Legal Implications 

Part 9 Division 2 of the Local Government Act 1995 refers. 

Community Consultation 

N/A 
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Risk Management Implications 

There are no risks associated with this recommendation, however 
failure to present this report to Council annually presents a “Low” level 
of “Compliance” risk in accordance with Council adopted Policy 'Legal 
and Expert Advice and Proceedings Between the City and Other 
Parties'. 

Advice to Proponents/Submissioners 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil   
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12. PLANNING & DEVELOPMENT DIVISION ISSUES 

Nil  
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13. FINANCE & CORPORATE SERVICES DIVISION ISSUES 

13.1 ANNUAL BAD DEBTS REVIEW AND WRITE-OFFS FOR 2019-2020 

 

 Author(s) N Mauricio  

 Attachments N/A  
     

 

 

RECOMMENDATION 
That Council receive the report on bad debts written off under 
delegation. 

 
 

Background 

Section 6.12 (1)(c) of the Local Government Act 1995 allows local 
governments to write off any amount of money owing to it (other than 
rates and service charges). This action is necessary where delinquent 
debts become uncollectible. 

The City’s administrative policy for debtor management states that bad 
debt write offs should only be contemplated when all avenues for 
recovery have been exhausted, or that it is unviable to keep pursuing 
the debt. 

At the September 2020 Ordinary Council Meeting, Council increased 
the Delegated Authority for writing off bad debts (other than for rates 
and service charges), up to an individual debt value of $5,000. This 
delegation has been given to the Director Finance and Corporate 
Services. 

Submission 

N/A 

Report 

Whilst the City has a very good track record in managing and collecting 
its outstanding debts, there will always be some debts that become 
uncollectible for various and unavoidable reasons. 

The City’s debtor profile comprises commercial debtors (mainly landfill 
trade debtors), regulatory debtors (applications, licences, infringements) 
and community debtors (hall and reserve hire and provision of 
community related services).  

Bad debts are usually attributable to failed businesses, untraceable 
debtors or insolvent community groups. Some outstanding debts are 
not worth pursuing due to their relative low value against high costs for 
legal recovery.  
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The City’s revenue team conduct regular reviews of overdue debts and 
identify those required to be written off, being those where all recovery 
efforts have been exhausted. A write off recommendation is then 
sought from the initiating Business Unit Manager, before being 
submitted for write-off either under delegation or by Council. 

For 2019-20, there were no debts greater than $5,000 identified for 
write off by Council. The following summary of debts written off under 
delegation is provided in accordance with the requirements of Council’s 
“Debt Write Off, Concession or Waiver” Delegated Authority:  

Debt Category No. of 
debts 

Amount 
written-of 
$ (ex gst) 

Amount to 
be written-

off  
$ (inc gst) 

Community  (hall/reserve hire, services)  4 972.08 $1,069.29 

Commercial property lease/rent 2 2,023.91 2,226.30 

Regulatory related (licences, health 
prosecutions, planning matters) 

1 3,939.00 3.939.00 

Small Balance Write Offs 19 49.71 49.71 

Sundry Debts Sub-Total 26 6,984.70 7,284.30 

Infringements – FER recommended  10 2,543.60 2,543.60 

Infringements – unregistered/interstate 
vehicles 

14 1,400.00 1,400.00 

Infringement/Legal Write-Offs Sub-Total 24 3,943.60 3,943.60 

Debt write off under delegation Total  50 10,928.30 11,227.90 

 
It is worth noting that there were no debts proposed for write off at the 
Henderson Waste Recovery Park in 2019/20. This business operation 
represents the biggest risk area for the City’s debt collection, with 
nearly $4 million invoiced on standard credit terms to commercial 
customers. This result somewhat provides evidence that current credit 
control practices are operating effectively for the City.  

The City’s largest revenue and debt source, property rates and service 
charges, are secured against the property. Accordingly it is extremely 
rare for the City to recommend a related debt write off for property rates 
and service charges to Council. The City does write off small balances 
within rates accounts that are mostly related to interest charges and are 
very immaterial.   

 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 
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Budget/Financial Implications 

Bad debts written off totalling $10,928.30 (ex GST) were offset against 
their associated revenue sources, given the City does not maintain a 
doubtful debts provision due to the immateriality of past debt write-offs. 

Legal Implications 

Uncollectable sundry debts require Council authorisation in order to be 
written off under the provisions of the Local Government Act 1995 
Section 6.12 (1)(c), unless Council has delegated this power. Council 
has approved a Delegated Authority for writing off bad debts up to 
$5,000, other than for rates and service charges.     

Community Consultation 

N/A 

Risk Management Implications 

It is considered good financial and risk management to regularly assess 
overdue debts in order to determine likelihood of collection. Those 
debts assessed as uncollectible should be written off to improve the 
accuracy of the receivables value recorded in the balance sheet (as is 
expected by financial audit). This also helps to ensure debt collection 
efforts and resources are better focused towards genuinely collectible 
debts. 

Advice to Proponents/Submitters 

N/A  

Implications of Section 3.18(3) Local Government Act 1995 

Nil  
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13.2 REVIEW OF MONETARY AND NON-MONETARY INVESTMENTS 
FOR 2019-2020 

 

 Author(s) S Downing  

 Attachments N/A 
     
 

 

RECOMMENDATION 
That Council receive the information. 

 

Background 

Policy ‘Investments of Funds’ Clause 5.2 requires: 

An Annual Report on the performance of the investment portfolio will be 
submitted to Council outlining the performance of the portfolio for the 
financial year.” 

Submission 

N/A 

Report 

As per the Policy Investment of Funds, the following report is divided 
into two parts. The first part is a report on cash investments held by the 
City and the second part is for non-cash investments. 

Cash Investments 

The City earned the following interest income during 2019-2020 
(LY2018-2019): 

 Municipal/Reserve Funds (MFR) $3.994m ($4.991m); 

 Rates – Administration Interest $0.511m ($0.462m); 

 Rates – Penalty Interest $0.212m ($0.246m); 

 Deferred Pension Rates $0.023m ($0.024m); 

 ESL Interest $0.037m ($0.035m); and 

 Total Interest Income $4.727m ($5.760m). 
 
Interest income from the surplus cash in the Municipal Fund and 
Reserves (MFR) totalled $3.994m ($4.991m). The interest rates earned 
by the MFR over the twelve months varied from 2.53% (2.71%) in July 
2019 to 1.52% (2.64%) in June 2020. 

The interest income earned from the other four sources, Rates – 
Penalty Interest, Rates – Administration Interest, Deferred Pension 
Rates and ESL Interest, was not earned on the management of surplus 
cash but on outstanding debts due to the Council.  

The Local Government Act 1995 provides the heads of power for a 
Council to impose interest on outstanding rates. Rates – Administration 
Interest and ESL Interest are charged at 3.5%, whilst Rates – Penalty 
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Interest is charged at 7%. The Local Government Act 1995 has a 
maximum interest rate of 11%. The Council has always elected to 
impose a lower interest rate.  

Please note that Rates – Administration Interest and Rates – Penalty 
Interest will not be charged in 2020-2021 as a result of Council’s 
response to COVID-19. 

The rate for Deferred Pension Rates for 2019-2020 was 1.06% (2.26%).  
All surplus funds are invested in accordance with the Local Government 
Act 1995, associated regulations and Council’s Investment Policy. All 
cash investments/term deposits were and are compliant with Council’s 
Investment Policy. 

The surplus funds are invested in term deposits with APRA regulated 
financial institutions, apart from two investments. The amendment to the 
regulations requiring Council’s only invest in term deposits with a 
maturity less than twelve months was gazetted with an over-rider 
allowing existing investments with a maturity greater than twelve 
months and in non-term deposits to go to maturity (grandfathering). 

The last remaining grandfathered investment is the reverse mortgage 
backed security, Emerald. The original investment was $3m in three 
$1m tranches. The City is currently receiving interest at the rates of 
0.54%, 0.84% and 1.05% on the respective tranches. 

Additional ‘step-up’ interest is also accruing on these three tranches at 
0.9%, 1.5% and 1.9% respectively, which will be paid to the City upon 
maturity. The current balance of ‘step-up’ interest owing to the City is 
$404,676.  

The outstanding balance for the Emerald investment is $2.516m. 

Non-Cash Investments 

The City has substantial freehold land on its balance sheet. As at the 30 
June 2020 that total was $82.97m (LY $82.95m). The makeup of the 
land comprises sumps, reserves, land available for sale, freehold parks 
and land which Council buildings and facilities occupy.  

The Council’s Land Management Strategy 2017 had identified a range 
of land assets that are surplus to requirement, or land that could be 
made saleable with investment from Council. The concept is to 
monetise freehold land (where possible) so as to re-invest in income 
producing property to receive a stream of rental income. The Land 
Management Strategy provides for a reconciliation of the freehold land 
and that which is surplus to requirements. 

Rental Income 

The rental income earned for 2019-2020 on commercial properties and 
lands including Cockburn Health and Community Centre, GP Super 
Clinic, Port Coogee Marina Pens and Office, Youth Centre (office and 
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commercial), commercial areas of Cockburn ARC totalled $4.81m (LY 
$4.87m), excluding GST and Variable outgoings.  

The current value of commercial real estate is $73.06m (as at 30 June 
2020 on a written down value for buildings and at valuation for land).  

As a result of COVID-19, eighteen tenants have applied for and 
received rent relief at per the State Government’s guidelines. To date 
rent totalling $185,354 has been waived and $123,569 has been 
deferred and will be recovered over the life of the lease. 

The net rental revenue from the Cockburn Health and Community 
Centre is quarantined within a financial reserve for the purpose of future 
maintenance requirements for the facility. This is to ensure that there is 
no future demand for the Municipal Fund to meet capital or operating 
maintenance costs. The City also quarantines funds received from the 
Naval Base Shacks to meet the future capital maintenance needs of 
this unique asset. 

Land Sales 

The following land sales were settled in 2019-2020: 

 61 Delaronde Drive, Success $0.65m (August 2019) 

 46 Riverina Parade, Munster $0.35m (November 2019) 

 Lot 1300 (No.10) Goldsmith Road, Spearwood $0.38m (Sept 19). 

Total land settlements (ex-gst) $1.38mm 

Land sold and not settled in 2019-20: 

 1 Semple Court, South Lake $2.59m (December 2020) 

 Lots 9004 and 805 Merevale Gardens, Beeliar $6m 
Due to settle on 31 May 2021 (settlement delayed due to COVID-
19).   Planning Application to go to JDAP in February 2021 

 Lot 1003 Bundegi Grove and 58 Tindal Avenue, Yangebup $5.23m. 

Funds received from the sale of surplus land are placed into the 
Council’s Land Development and Investment Fund Reserve. 

 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

• Deliver value for money through sustainable financial management, 
planning and asset management. 
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Budget/Financial Implications 

All items are reported in the financial statements of the City.  

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

This is an information only report on the investments undertaken by the 
City on behalf of the Council. 

Advice to Proponents/Submitters 

The proponents and those who lodged a submission on the proposal 
have been advised that this matter is to be considered at the 19 
November 2020 Audit & Strategic Finance Committee meeting. 

Implications of Section 3.18(3) Local Government Act 1995 

Nil  
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13.3 REPORT ON OFFICE OF AUDITOR GENERAL PERFORMANCE 
AUDIT LOCAL GOVERNMENT BUILDING APPROVALS AND THE 
CITY OF COCKBURN'S RESPONSE 

 

 Author(s) J West  

 Attachments 1. List of OAG Performance Audits 2019 and 2020 
⇩   

2. Office of Auditor General - Performance Audit - 
Local Government Building Approvals ⇩    

     
 

 

RECOMMENDATION 
That Council receive the Office of Auditor General’s Performance Audit 
Report on Local Government Building Approvals, as attached to the 
Agenda.  

 

Background 

The Office of the Auditor General (OAG) has undertaken 23 audits in 
the last two years (A full list is at attachment 1) with 7 focused on 
Performance Audits in Local Government including: 

 Records Management in Local Government 

 Local Government Building Approvals 

 Fraud Prevention in Local Government 

 Local Government Contract Extensions and Variations 

 Information Systems Audit Report 2020 – Local Government Entities 

 Regulation of Consumer Food Safety by Local Government Entities 

 Waste Management - Service Delivery 

The City of Cockburn has participated in two such Performance Audits 
to date and presented to the Audit and Strategic Finance Committee -   

1. Timely Payment of Suppliers (July 2018) 
2. Records Management in Local Government (July, 2019). 

To ensure the City adopts best practice in the industry, when any such 
Performance Audits with a Local Government focus are undertaken by 
the OAG with other Local Governments, the City independently 
prepares a report to be submitted to the Committee on performance 
and any improvement opportunities as a result of the OAG audit 
findings and recommendations. 

Submission 

N/A 
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Report 

A copy of the OAG Performance Audit Local Government Building 
Approvals (see attachment 2) provides a response from the relevant 
manager on the recommendations contained in the OAG audits detailed 
below: 

OAG Recommendation 1 

Albany, Gosnells, Joondalup and Mandurah should:  

a) Require written Declarations of Interest from assessment staff, and 
ensure appropriate mitigation action is taken for any conflicts.  
 

b) Improve the transparency of their building control activities by 
providing information about permits, monitoring and enforcement 
activities, and building related complaints to the Building and 
Energy Department of the DMIRS, community and industry 
stakeholders.  
 

c) Develop and implement a risk-based approach to monitor and 
inspect building works. 
 

d) Improve guidance to staff on how to prioritise and manage building 
related complaints and enforcement activities to resolve community 
concerns and non-compliance issues in a timely way.  

City of Cockburn Response 

a) The City of Cockburn has its own form and process that must be 
completed to the satisfaction of management by all employees who 
may have a conflict of interest. 
 

b) Information about all determined applications is forwarded each day 
to the Building and Energy Department of DMIRS.  This includes 
specific City application monitoring data.  DMIRS then sends the 
required data set to Landgate, the Australian Bureau of Statistics 
and other uses. 
 
Current building legislation does not require checking of building 
works under construction.  DMIRS has however liaised with local 
governments to determine if provision should be included in the 
Building Act and Building Regulations for such and how that could 
be funded. 
 
Permits issued for private swimming pools and barriers are 
monitored in accordance with legislative requirements. The Building 
Act also facilitates the recouping of all costs by way of a swimming 
pool levy. The City has an effective and efficient swimming pool 
inspection program that runs cost neutral from the City’s aspect.   
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c) Currently not available other than compliance issues that are drawn 
to the City’s attention via our general assessment processes or by 
members of the public. 

d) City employees work diligently to meet the requirements of the City 
of Cockburn Customer Service Charter. The Building Services 
Department has a good reputation working with a large number of 
complaints and in particular vexatious complainants. The City has 
very few complaints in regard to its permit approval processes due 
to the efficiency and effectiveness of the system and the 
experienced staff. 

OAG Recommendation 2 

Joondalup and Mandurah should limit the authority and delegation to 
issue permits only to appropriately trained staff that assess and issue 
permits.  

City of Cockburn Response 

This is not an issue at the City of Cockburn. All staff are trained and 
have the relevant delegated authority to issue permits. 

OAG Recommendation 3 

Albany and Joondalup should only start, pause and stop the clock in 
accordance with the requirements of the Act.  

City of Cockburn Response 

The City honours the requirements of the start, pause and stop the 
clock process in accordance with the Building Act. This information is 
sent to Building and Energy on a daily basis. 

OAG Recommendation 4 

The Building and Environment Department at DMIRS should consult 
further with local government entities and stakeholders:  

a) On a way to assist local government entities is to implement 
consistent practices; and 

b) To determine if it will progress or cease development of the 
centralised e-lodgement and assessment system.  

City of Cockburn Response 

The City’s Building Services Department has worked hard over many 
years to establish a very effective, transparent and accurate permit 
assessment and reporting set of processes with the Building and 
Environment Department at DMIRS, setting the City of Cockburn at the 
forefront of current Local Government practices.  
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Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

 

Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk.  
It is important that any audit findings and recommendations from the 
OAG’s Performance Audits are considered and addressed. 

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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13.4 REPORT ON OFFICE OF AUDITOR GENERAL PERFORMANCE 
AUDIT - FRAUD PREVENTION IN LOCAL GOVERNMENT AND CITY 
OF COCKBURN'S RESPONSE 

 

 Author(s) S Downing  

 Attachments 1. OAG Performance Audit Report - Fraud 
Prevention in Local Government ⇩   

2. Fraud, Misconduct Control and Resiliance 
Framework ⇩   

3. Policy – Fraud and Misconduct Control and 
Resilience ⇩    

     
 

 

RECOMMENDATION 
That Council receive the Office of Auditor General’s Performance Audit 
Report on Fraud Prevention in Local Government, as attached to the 
Agenda.  

 

Background 

The Office of the Auditor General (OAG) has undertaken a series of 
performance, financial and information system audits into functions or 
activities undertaken by Local Government in Western Australia. The 
City of Cockburn has participated in two such audits to date. The first, 
Timely Payment of Suppliers (report to this Committee in July 2018), 
and the second, Information Systems Audit Report 2020 – Local 
Government Entities (report to this meeting of the Committee). 

The aim is that for any such audit undertaken by the OAG, where Local 
Government is the focus, a report will be submitted to the Audit and 
Strategic Finance Committee, with comments on the recommendations 
by relevant City Officers, as to its applicability to the City of Cockburn. 

Since assuming responsibility for Local Government Audits in 2018, the 
OAG has undertaken and tabled in Parliament 14, Audit Reports that 
are Local Government focused: 

 Control over Corporate Credit Cards (May 2018) 

 Timely Payment of Suppliers (13 June 2018) 

 Local Government Procurement (11 Oct 2018) 

 Management of Supplier Master Files (7 Mar 2019) 

 Audit Results Report - Annual 2017-18 Financial Audits of Local 
Government Entities (7 Mar 2019) 

 Records Management in Local Government (9 Apr 2019) 

 Verifying Employee Identity and Credentials (19 Jun 2019) 

 Local Government Building Approvals (26 Jun 2019) 

 Fraud Prevention in Local Government (15 Aug 2019) 

 Audit Results Report - Annual 2018-19 Financial Audits of Local 
Government Entities (11 Mar 2020) 
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 Local Government Contract Extensions and Variations (4 May 
2020) 

 Information Systems Audit Report 2020 – Local Government 
Entities (25 June 2020) 

 Regulation of Consumer Food Safety by Local Government Entities 
(30 June 2020) 

 Waste Management - Service Delivery (20 Aug 2020) 

This represents around 26% of the 53 audits delivered in that period by 
the OAG, including to State Government agencies.   

Submission 

N/A 

Report 

A copy of the OAG Performance Audit Fraud Prevention in Local 
Government has been attached to the report with a response from the 
relevant manager on the recommendations contained in the OAG audits 
detailed below. 

In line with better practice, all entities should ensure they implement a 
coordinated approach to manage their fraud risks. Entities should: 

OAG Recommendation 1 

Assess fraud risks across their business  

City of Cockburn Response 

This recommendation is supported. 

An assessment occurs at the business unit level as part of the triennial 
assessment of risk. 

OAG Recommendation 2 

Develop a Fraud and Corruption Control Plan and review it at least 
once every two (2) years  

City of Cockburn Response 

This recommendation is supported. 

The City has implemented a Fraud Prevention, Control and 
Management Process Plan, supported by the following documentation:  

 City of Cockburn Fraud and Misconduct Control and Resilience 
Policy, 

 City of Cockburn Elected Member Code of Conduct, 

 City of Cockburn Code of Conduct for Staff, 

 City of Cockburn Information Communication and Technology (ICT) 
Code of Conduct, 

 City of Cockburn Fraud and Misconduct Control and Resilience 
Framework, and  

 City of Cockburn Public Interest Disclosure information Statement.  

Version: 1, Version Date: 13/11/2020
Document Set ID: 9962668



ASFC 19/11/2020   Item 13.4 

 

 

58 of 301    
 

The above are supported by Learning and Development modules which 
also provide induction and awareness for staff on procurement 
induction highlights fraud and misconduct.  

OAG Recommendation 3 

Develop and implement a periodic fraud awareness training program for 
all staff  

City of Cockburn Response 

This recommendation is supported. 

LGIS are running training programs which the City is participating in.  

The above are supported by Learning and Development modules which 
also provide induction and awareness for staff regarding procurement 
induction highlights fraud and misconduct.   

The Human Resource Department – Staff Development have been 
tasked with preparing a specific Fraud Awareness Training Program of 
all officers with approval and spending rights. This training program will 
be compulsory and will be included in annual staff reviews. 

OAG Recommendation 4 

Ensure that all conflicts of interest are recorded, assessed and 
appropriate management plans are in place  

City of Cockburn Response 

This recommendation is supported. 

Training is scheduled to be held in November 2020.   

Governance will instigate and maintain relevant registers. 

OAG Recommendation 5 
Have policies and procedures in place to verify the identity and integrity 
of employees and suppliers  

City of Cockburn Response 

The fraud framework (attached) was prepared and updated by 
Governance as presented to the March 2019 Audit and Strategic 
Finance Committee Meeting, and subsequently adopted by Council at 
its Special Council Meeting held on 28 March 2019. The subsequent 
policy is also attached. 

In addition the City undertook a supplier integrity check in 2019 with no 
issues. A check will be implemented in 2021. 

OAG Recommendation 6 

Document clear internal processes and systems to report any potential 
fraud, that includes anonymous reporting  

  City of Cockburn Response 

The recommendation is supported. 
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The fraud framework (attached) was prepared and updated by 
Governance as presented to the March 2019 Audit and Strategic 
Finance Committee Meeting, and subsequently adopted by Council at 
its Special Council Meeting held 28 March 2019. 

OAG Recommendation 7 

Collect and analyse information received about potential fraud to 
identify any trends or emerging issues.  

City of Cockburn Response 

This recommendation is supported. 

Actions and procedures are in place to monitor and review risk 
associated with credit/purchase card use, the issue of purchase orders 
and approval processes around invoices, and changes to payment 
master file details. The City has had success in implementing these 
control measures. 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk.  
It is important that any audit findings and recommendations from the 
OAG’s Performance Audits are considered and addressed. 

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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13.5 REPORT ON OFFICE OF AUDITOR GENERAL PERFORMANCE 
AUDIT - WASTE MANAGEMENT - SERVICE DELIVERY AND THE 
CITY OF COCKBURN'S RESPONSE 

 

 Author(s) L Davieson  

 Attachments 1. OAG Performance Audit - Waste Managment - 
Service Delivery ⇩    

     
 

 

RECOMMENDATION 
That Council receive the Office of Auditor General’s Performance Audit 
Report on Waste Management – Service Delivery, as attached to the 
Agenda.  

 

Background 

The Office of the Auditor General (OAG) has undertaken a series of 
Performance Audits into functions or activities undertaken by Local 
Government in Western Australia.  

The City of Cockburn has participated in two such Performance Audits 
to date. The first, Timely Payment of Suppliers (report to this Committee 
in July 2018), and the second, Information Systems Audit Report 2020 
– Local Government Entities (report to this meeting of the Committee). 

The aim is that any such Performance Audit undertaken by the OAG, 
where Local Government is the focus, a report will be submitted to the 
Audit and Strategic Finance Committee with comments on the 
recommendations by relevant City officers as to its applicability to the 
City of Cockburn. 

The OAG has undertaken twenty three audits in the last two years, with 
seven focused on Local Government and sixteen on State Government 
agencies. 

The OAG has undertaken the following Local Government Performance 
Audits: 

 Records Management in Local Government 

 Local Government Building Approvals 

 Fraud Prevention in Local Government 

 Local Government Contract Extensions and Variations 

 Information Systems Audit Report 2020 – Local Government 
Entities 

 Regulation of Consumer Food Safety by Local Government Entities 

 Waste Management  - Service Delivery 

Submission 

N/A 
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Report 

A copy of the OAG Performance Audit Waste Management – Service 
Delivery has been attached to the report with a response from the 
relevant manager on the recommendations contained in the OAG 
audits detailed below. 

OAG Recommendation 1 

Provide support to Local Government entities by:  
a) Preparing a State Waste Infrastructure Plan to ensure alignment 

with the State planning framework, 
b) Identifying local Perth, Peel and regional reprocessing facility 

requirements and markets for recyclable materials, particularly for 
organic materials,  

c) Continuing to develop better practice guidance for Local 
Government entities to manage key waste streams and problematic 
wastes,  

d) Engaging with individual Perth, Peel and regional Local 
Government entities to help understand, identify and address their 
local challenges, risks and waste management requirements. 

City of Cockburn Response 

1a. and 1b. – Fully Supported. 

All infrastructure planning is best undertaken at the State or Regional 
level and it is entirely appropriate that the State should lead this 
development. 

1c. Quality guidelines have already been developed collaboratively 
with WALGA and Local Governments. WALGA is actively 
developing additional guidelines.  

1d. The Waste Authority and the DWER continue to consult widely on 
waste related issues and the City’s experience is that our 
feedback is not embraced. 

OAG Recommendation 2  

Support Local Government entities to improve the accuracy of their 
waste and recycling data in line with the Waste Data Strategy by:  

a) Providing additional training and guidance for Local Government 
entities on data collection, reporting and quality control 
requirements,  

b) Developing and implementing appropriate controls to minimise the 
risk of inaccurate data supplied by contractors. 

City of Cockburn Response 

a) The City has reported waste data, well beyond the minimum 
requirement, for more than a decade, due mostly to our excellent 
financial systems, the City’s HWRP weighbridge and the detailed 
metrics recorded in Waste Collection. New compulsory DWER data 
reporting requirements are now in place.  
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b) Supported – Additional funding from the Landfill Levy could be 
allocated to private waste contractors for waste auditing that will 
assist in reducing the risk of reporting inaccurate data. 

OAG Recommendation 3 

Provide Local Government entities with materials that explain the cost 
and environmental benefits of adopting a 3-bin FOGO system. 

City of Cockburn Response 

The EMRC has developed a business case approach to use with its 
Member Councils to assess the viability of FOGO. WALGA has applied 
for a WasteSorted grant to allow this process to be implemented with 
Local Governments. 

The City has made its position clear to the DWER with respect to its 
cautious approach to adopting FOGO. 

OAG Recommendation 4 

Engage with Local Government entities to develop consistent and 
regular state-wide messages, education and behaviour change 
programs for all Local Government entities and contractors that align 
with Waste Strategy 2030 targets. 

City of Cockburn Response 

The City’s Waste Education Coordinator meets regularly with the 
Consistent Communication Collective and has already adopted this 
group’s recommendations in the City’s Waste Education promotional 
material. The process of consistent and collaborative education and 
behaviour change is already well in place at the City of Cockburn. 

OAG Recommendation 5 

Provide guidance for Local Government entities to collect and publicly 
report consistent waste and recovery financial and performance data. 

City of Cockburn Response 

The City has reported waste data, well beyond the minimum 
requirement, for more than a decade, due mostly to our excellent 
financial systems, the City’s HWRP weighbridge and the detailed 
metrics recorded in Waste Collection. New compulsory DWER data 
reporting requirements are now in place. 

OAG Recommendation 6 

Provide regular community updates on efforts to recover waste and 
meet Waste Strategy 2030 targets and seek community feedback 
where appropriate. 

City of Cockburn Response 

The Waste Education Coordinator and the Communications Team are 
very active in social media platforms and in hard print, to provide 

Version: 1, Version Date: 13/11/2020
Document Set ID: 9962668



Item 13.5   ASFC 19/11/2020 

 

 

   143 of 301 
 

feedback to the community on their waste management performance. 
Public interaction at festivals, workshops and tours is already common 
place in the City’s Waste Education programs. 

OAG Recommendation 7 

Consider preparing waste plans, which demonstrate how the Local 
Government will contribute to relevant Waste Strategy 2030 headline 
strategies. These plans should be publicly available. 

City of Cockburn Response 

The DWER has already approved the City’s Waste Plan (September 
2020). It has not been made publically available by the City as it is an 
unreadable document. The City has instead opted to develop its own 
Waste Strategy 2020-2030. 

The DWER may publicise the City’s Waste Plan if it so chooses. 

OAG Recommendation 8 

Include performance measures in contracts with service providers to 
recover more waste without adding significant costs. 

City of Cockburn Response 

WALGA is currently working on Best Practice Procurement Guidelines 
for Waste Services. This will assist in ensuring at a sector wide level, 
measures such as this can be included. 

 OAG Recommendation 9 

Consider providing incentives for the community to minimise waste 
production. 

City of Cockburn Response 

The City’s extensive three year roll out of the third bin involved 
doorknocking every resident to engage them in waste avoidance and 
reduction.  

The Waste Education Coordinator is continually running competitions 
and programs with prizes for waste avoidance and reduction.  

The City included in its 2020-2021 Fees and Charges a cost reduction 
for residents to reduce their general waste bin from 240lt to 140lt. 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 
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Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk.  
It is important that any audit findings and recommendations from the 
OAG’s Performance Audits are considered and addressed. 

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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13.6 REPORT ON OFFICE OF AUDITOR GENERAL PERFORMANCE 
AUDIT - REGULATION OF CONSUMER FOOD SAFETY BY LOCAL 
GOVERNMENT AND THE CITY OF COCKBURN'S RESPONSE 

 

 Author(s) N Jones  

 Attachments 1. OAG Performance Audit - Regulation of 
Consumer Food Safety by Local Government ⇩    

     
 

 

RECOMMENDATION 
That Council receive the Office of Auditor General’s Performance Audit 
Report on Regulation of Consumer Food Safety by Local Government, 
as attached to the Agenda.  

 

Background 

The Office of the Auditor General (OAG) has undertaken 23 audits in 
the last two years (A full list is at attachment 1) with 7 focused on 
Performance Audits in Local Government including: 

 Records Management in Local Government 

 Local Government Building Approvals 

 Fraud Prevention in Local Government 

 Local Government Contract Extensions and Variations 

 Information Systems Audit Report 2020 – Local Government Entities 

 Regulation of Consumer Food Safety by Local Government Entities 

 Waste Management - Service Delivery 

The City of Cockburn has participated in two such Performance Audits 
to date and presented to the Audit and Strategic Finance Committee -   

1. Timely Payment of Suppliers (July 2018) 

2. Records Management in Local Government (July, 2019). 

To ensure the City adopts best practice in the industry, when any such 
Performance Audits with a Local Government focus are undertaken by 
the OAG with other Local Governments, the City independently 
prepares a report to be submitted to the Committee on performance 
and any improvement opportunities as a result of the OAG audit 
findings and recommendations. 

Submission 

N/A 

Report 

A copy of the OAG Performance Audit Regulation of Consumer Food 
Safety by Local Government has been attached to the report with a 
response from the relevant manager on the recommendations 
contained in the OAG audits detailed below. 
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The attached OAG report on food safety implies that the system of 
Food Safety across Local Government Areas (LGA’s) has weaknesses. 
Quoting from the OAG’s overview “These weaknesses increase the risk 
that unsafe food practices are not rectified, and the public consumes 
hazardous food”.  

The Audit report identified shortcomings at two Local Government 
entities. The two Local Government entities accepted the 
recommendations of the report and have implemented changes to 
internal processes and procedures.  

Based upon the recommendations of the report, Local Governments in 
the Perth Metropolitan area plus Bunbury, Busselton, Gingin and 
Murray have committed to reviewing their Food Audit Programs (guided 
by the OAG Audit model) by the end of 2020, and where necessary, 
implement corrective actions.  

Local Government Environmental Health Officers are committed to 
ensuring that the internal oversight and implementation of Food Safety 
standards are applied at a consistently high level throughout the State. 

OAG Recommendation 1 

Ensure food business inspections are prioritised and carried out 
according to their risk Classification 

City of Cockburn Response 

The City classifies all food businesses using the “ANZFA Food Safety: 
The priority classification system for food businesses”.  This is done at 
the Notification stage (a process required by the Food Act 2008). 

Inspections are prioritised using these classifications and the 
recommended inspection frequencies outlined in the ANZFA document 
and endorsed by WALGA document – Environmental Health Inspection 
Schedules. 

The City’s Technology One ECM record keeping system records 
inspection frequency and alerts officers when an inspection is due. 

OAG Recommendation 2 

Ensure changes to inspection frequencies are only made based on a 
documented assessment of compliance history or other urgent 
requirement. 

City of Cockburn Response 

Changes to inspection frequency (increase) will only occur due to 
continual non-conformities, infringement or prosecution. These are all 
well documented on our Technology One ECM record keeping system. 
Inspection frequency will return to recommended frequency when the 
premises can show compliance over two consecutive inspections. 
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If premises are compliant they will remain at the recommended WALGA 
frequency of inspection. The City does not decrease inspection 
frequencies. 

OAG Recommendation 3 

Improve recordkeeping for food business inspections and compliance 
reporting to: 

a) Better understand inspection and compliance history, 
b) Identify compliance issues and follow-up activities, 
c) Respond to emerging food safety issues. 

City of Cockburn Response 

The City of Cockburn utilise Technology One ECM as the City’s 
recordkeeping system. 

In consultation with the City’s Business System service unit, the City’s 
Health Department have established a detailed event process that 
tracks inspections, compliances, enforcement and follow up procedures 
and time. 

Standard templates have been created which ensures consistency and 
legal compliance. 

This system can be amended in house to reflect emerging food safety 
issues such as the current focus upon salmonella in eggs. 

OAG Recommendation 4 

Develop procedures and staff guidance to ensure non-compliant food 
businesses are followed up and standards enforced in a consistent and 
timely manner. 

City of Cockburn Response 

The City has a documented “Food Act 2008 Enforcement Tools and 
Procedures” including the City’s “3 strike policy” which is available for all 
Environmental Health Officer’s.  This document as well as regular team 
consultation creates consistency amongst EHO officers 

Induction of new officers refers them to this document.  

Technology One and an established Alert process notify officers as to 
outstanding inspections and follow ups to ensure they occur in the 
scheduled time period. 

OAG Recommendation 5 

Work with the Department of Health in the development and 
implementation of new electronic food safety inspection and 
recordkeeping systems. 

City of Cockburn Response 

The City utilises the Australian Food Safety Assessment (AFSA) form 
which is used Australia wide by EHO’s. 
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The City is investigating creating an electronic version of this but at this 
stage prototypes are not conducive to the demands of a physical 
inspection. 

The hard copy forms are either scanned into the City’s ECM record 
keeping system or data is entered into the proforma document. 

The City does not require the assistance of the State Government’s 
Department of Health for an electronic food safety inspection and 
recordkeeping system, however such a tool would always be welcome if 
it created consistency across WA. 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

 

Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk.  
It is important that any audit findings and recommendations from the 
OAG’s Performance Audits are considered and addressed. 

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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13.7 REPORT ON OFFICE OF AUDITOR GENERAL PERFORMANCE 
AUDIT - INFORMATION SYSTEMS AUDIT REPORT 2020 - LOCAL 
GOVERNMENT ENTITIES AND THE CITY OF COCKBURN'S 
RESPONSE 

 

 Author(s) B Fellows  

 Attachments 1. OAG Performance Audit on Information Systems 
Audit Report 2020 - Local Government Entities ⇩    

     
 

 

RECOMMENDATION 
That Council receive the Office of Auditor General’s Performance Audit 
Report on Information Systems Audit Report 2020 - Local Government 
Entities, as attached to the Agenda.  

 

Background 

The Office of the Auditor General (OAG) has undertaken a series of 
Performance Audits into functions or activities undertaken by Local 
Government in Western Australia. The City of Cockburn has 
participated in two such Performance Audits to date. The first, Timely 
Payment of Suppliers (report to this Committee in July 2018), and the 
second, Information Systems Audit Report 2020 – Local Government 
Entities (report to this meeting of the Committee). 

The aim is that any such Performance Audit undertaken by the OAG 
where Local Government is the focus, a report will be submitted to the 
Committee with comments on the recommendations by relevant City 
Officers as to its applicability to the City of Cockburn. 

The OAG has undertaken twenty three audits in the last two years, with 
seven focused on Local Government and sixteen on State Government 
agencies. 

The OAG has undertaken the following Local Government performance 
audits: 

 Records Management in Local Government 

 Local Government Building Approvals 

 Fraud Prevention in Local Government 

 Local Government Contract Extensions and Variations 

 Information Systems Audit Report 2020 – Local Government 
Entities 

 Regulation of Consumer Food Safety by Local Government Entities 

 Waste Management  - Service Delivery 

Submission 

N/A 
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Report 

A copy of the OAG Performance Audit on Information Systems Audit 
Report 2020 - Local Government Entities has been attached to the 
report with a response from the relevant manager on the 
recommendations contained in the OAG audits detailed below. 

OAG Recommendation 1 

Understand and assess the risks unique to their business activities and 
environment to inform their strategy for information security 
management  

City of Cockburn Response 

This process has been undertaken through the implementation of an 
Information Security Management System (ISMS) to meet the 
requirement of the standard ISO 27001 which the City is on-schedule to 
achieve. ISO 27001 is a specification for an ISMS. An ISMS is a 
framework of policies and procedures that includes all legal, physical 
and technical controls involved in an organisation's information risk 
management processes. 
 

OAG Recommendation 2 

Assess their controls against good practice standards to identify gaps 
and develop plans to improve information security. Entities can seek 
further guidance from other good practice standards. For instance, the 
Australian Cyber Security Centre maintains the Australian Government 
Information Security Manual1 to assist entities in protecting their 
information and systems.  

The National Institute of Standards and Technology publishes NIST 
Cybersecurity Framework2, to help organisations improve the 
management of cybersecurity risks  

City of Cockburn Response 

The ISO 27001 ISMS is the only standard dedicated solely to 
Information Security and is considered the “Gold Standard”. The City 
also adheres to the Australian Cyber Security Centre’s 
recommendations of implementing the Essential 8.  
 

OAG Recommendation 3 

Implement processes to continuously monitor and improve information 
security controls to ensure they meet entity needs.  

City of Cockburn Response 

ISO 27001 requires the implementation of security controls that 
includes being able to audit and improve controls. 

Findings and Responding to Findings 
 

 Security policies did not provide direction and support for information 
security 
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 The City was scored as Minor in this field. The City has accepted 
the risk and will work to resolve the findings. 

 A policy for protection from malware or malicious code – Systems in 
place, not documented in policy. 

  A policy for computer system account reviews and monitoring - 
systems in place, not documented in policy. 

  Expected Quarter 4, 2020. 

 

Poor controls risked network and operations security 

 The City was scored as Moderate in this field. 

 The City will implement a Security Incident and Event Management 
software solution. This will be achieved through a tender process. 

 Local Administrator permissions have been removed from all 
standard accounts.  

 Solutions are being investigated for segregating services on the 
network.  

 Expected Quarter 2, 2021. 
 

Most entities had business continuity strategies but few had tested 
these 

 The City has both a Business Continuity Plan (BCP) and Disaster 
Recovery (DR) Plan. 

 The BCP was last update and tested April 2019. 

 The last full Disaster Recovery test was performed in 2015. The City 

now performs DR testing on individual systems on an on-going 
monthly basis.  

 The last individual DR tests were performed in September 2020. 

 

Poor access management controls resulted in inappropriate access 

 The City was scored as Moderate in this and has implemented the 
following controls: 

o Reports have been run on all active accounts not logged in for 

over 90 days. 

o The Help Desk have been tasked with investigating and 

removing access of these accounts. 

o Multi Factor Authentication has been rolled out for remote 

access as per the OAG recommendations. 

o Expected Quarter 4, 2020 

 
Entities risked not effectively responding to security incidents 

 The City was scored as Moderate in this and has implemented the 
following controls: 

 The IS team has engaged Asterisk Information Security 
(consultants) to implement an Incident Response Plan (IR Plan). 
Part of this is having Asterisk on retainer to perform emergency 
remediation work in the event of a cyber-incident. 
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 The IR Plan is in its final stages of development (staff training).  

 Expected Quarter 1, of 2021. 
 

Information was at risk due to inadequate supplier management 
controls 

 The City was scored as Moderate in this and has implemented the 
following controls; 

 The IS team has worked with Governance, Procurement and the 
LGIS legal team to develop a non-disclosure agreement (NDA) for 
handling City data.  

  Supplier reports are uploaded to ECM to ensure service delivery is 
being achieved as expected in line with contractual agreements. 

 

Physical and environmental security could be improved 

 The City was scored as Moderate in this field. 

  Server Room access has recently been reviewed and significantly 
restricted (Only Facilities, ICT and IS Managers now have access). 

 The lack of a humidity sensor in the server room will be addressed 
by procuring a sensor. 

 Sensor expected Quarter 4, 2020. 

Information security controls were not considered over the lifecycle of 
information systems 

 The City was scored as Moderate in this field. 

 The new Help Desk software (Alemba) allows for asset 
management to track IS equipment. 

  A Secure Disposal or Reuse of Equipment Standard has been 
created in ECM to ensure the confidentiality of the City’s data. 

  Alemba expected Quarter 4, 2020. 

Inadequate human resource security controls could threaten information 
security 

 The City was scored as Moderate in this field. 

  A non-disclosure agreement (NDA) for off boarding staff has been 
recommended. 

 Manager HR to develop the NDA. 
 
Summary  

The City received only one (1) significant finding in the audit, and this 
was related to Technical Vulnerability Management. Since the audit, the 
IS team have implemented a Technical Vulnerability Management 
Standard in ECM, and have automated the deployment of security 
patches to servers and desktops on the network. 
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Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

 

Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk.  
It is important that any audit findings and recommendations from the 
OAG’s Performance Audits are considered and addressed. 

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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13.8 REPORT OF OFFICE OF AUDITOR GENERAL PERFORMANCE 
AUDIT ON LOCAL GOVERNMENT CONTRACT EXTENSIONS AND 
VARIATIONS AND THE RESPONSE FROM THE CITY OF 
COCKBURN 

 

 Author(s) A Natale  

 Attachments 1. OAG Performance Audit on Local Government 
Contract Extensions and Variations ⇩    

     
 

 

RECOMMENDATION 
That Council receive the Office of Auditor General’s Performance Audit 
Report on Local Government Contract Extensions and Variations, as 
attached to the Agenda.  

 

Background 

The Office of the Auditor General (OAG) has undertaken a series of 
Performance Audits into functions or activities undertaken by Local 
Government in Western Australia. The City of Cockburn has 
participated in two such Performance Audits to date. The first, Timely 
Payment of Suppliers (report to this Committee in July 2018) and the 
second, Information Systems Audit Report 2020 – Local Government 
Entities (report to this meeting of the Committee). 

The aim is that any such Performance Audit undertaken by the OAG 
where Local Government is the focus, a report will be submitted to the 
Audit and Strategic Finance Committee with comments on the 
recommendations by relevant City officers as to its applicability to the 
City of Cockburn. 

The OAG has undertaken twenty three audits in the last two years, with 
seven focused on Local Government and sixteen on State Government 
agencies. 

The OAG has undertaken the following Local Government Performance 
Audits: 

 Records Management in Local Government 

 Local Government Building Approvals 

 Fraud Prevention in Local Government 

 Local Government Contract Extensions and Variations 

 Information Systems Audit Report 2020 – Local Government 
Entities 

 Regulation of Consumer Food Safety by Local Government Entities 

 Waste Management  - Service Delivery 

Submission 

N/A 
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Report 

A copy of the OAG Performance Audit on Local Government Contract 
Extensions and Variations has been attached to the report with a 
response from the relevant manager on the recommendations 
contained in the OAG audits detailed below. 
 
OAG Recommendation 1 

All local government entities, including those not sampled in this audit, 
should:  

a) Ensure their policies and procedures include comprehensive 
guidance to staff on recording of contract information and 
management of contract extensions and variations, so that better 
practices are consistently applied across the organisation. 
 

City of Cockburn Response 
The City supports Recommendation 1(a).  
The City’s Procurement Policy will be amended to reflect this guidance, 
with the finalisation of procedural documents to expand on the contract 
framework in relation to contract extensions and variations. This body of 
work will be completed by the time of the next Audit Committee 
meeting. The Procurement Services Unit will instigate training for all 
City personnel impacted by these changes.  

 
b) Establish specific delegated authorisation limits for the approval of 

contract extensions and variations.  
 

City of Cockburn Response 
The City supports Recommendation 1 (b).  
Delegation limits are in place for contract variations above the Tender 
threshold, as stipulated by Delegated Authority LGAES4. Sub-Tender 
threshold contract variations are approved by a Senior Management 
Team (SMT) manager, via their assigned Delegated Financial Authority. 
This will be formalised with the finalisation of procedural documents by 
the time of the next Audit Committee meeting.  

 
c) Ensure their contract summaries include all key information relating 

to contracts. The level of information should be based on their 
assessment of the significance, number and complexity of their 
contractual arrangements. 
 

City of Cockburn Response 
The City supports Recommendation 1(C).  
This is currently achieved through the contracts administrative 
procedures used at the City. All key information is assessed by a senior 
Procurement representative for all significant Procurement contracts. 
This information is readily available and categorised within the City’s 
Contract System, given the contract risk and value. 
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d) Ensure that records of key decisions are retained in accordance with 
their recordkeeping plans and are readily available. 
 

City of Cockburn Response 
The City supports Recommendation 1(d).  
This is achieved throughout the Procurement lifecycle within the City’s 
Contract System (Technology One). All information is recorded by the 
assigned Procurement representative in accordance with the State 
Records Act (2000). These records are specifically associated with 
formal sourcing processes dealt and managed by the Procurement Unit. 

 
e) Improve review processes relating to contract extensions, including 

timely and documented reviews of contractor performance before 
exercising contract extension options. 
 

City of Cockburn Response 
The City supports Recommendation 1(e).  
An existing project has commenced to improve the Contract and 
Contractor performance management process at the City. This project 
will be completed by June 2021. 

 
f) Ensure that contract variations are supported by adequate 

documentation describing the nature and reasons for the variations, 
including the associated cost, time and scope implications. The 
cumulative impact of variations on a contract should also be 
reviewed and an assessment made of whether a separate 
procurement process should be undertaken. 
 

City of Cockburn Response 
The City supports Recommendation 1(f).  
The project to improve the Contract and Contractor performance 
process will include a review of the documentation required to meet this 
requirement. Existing procedures will be expanded to provide addition 
requirements for contract extensions and variations. This project will be 
completed by June 2021. 

   
g) Ensure that all contract extensions and variations are approved in 

accordance with approved delegations, to ensure that all contracting 
decisions are subject to appropriate levels of scrutiny.  
 

City of Cockburn Response 
The City supports Recommendation 1(g).  
All above Tender threshold contract extensions and variations are 
approved under delegation up to the limit set by Delegated Authority 
LGAES4. All variations above the limit or requiring a budget 
amendment are approved by Council.  All below Tender threshold 
contract extensions and variations are approved via the City’s 
Delegated Financial Authority framework, controlled in the Financials 
module within the Technology One ERP system.  

Version: 1, Version Date: 13/11/2020
Document Set ID: 9962668



Item 13.8   ASFC 19/11/2020 

 

 

   261 of 301 
 

 

Strategic Plans/Policy Implications 

Listening and Leading 

A community focused, sustainable, accountable and progressive 
organisation. 

• Ensure good governance through transparent and accountable, 
planning, processes, reporting, policy and decision making. 

 

Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk.  
It is important that any audit findings and recommendations from the 
OAG’s Performance Audits are considered and addressed in order to 
reduce potential risks to the City.  

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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14. ENGINEERING & WORKS DIVISION ISSUES 

Nil  
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15. COMMUNITY SERVICES DIVISION ISSUES 

15.1 CHIEF EXECUTIVE OFFICER'S TRIENNIAL REVIEW FOR RISK 
MANAGEMENT, INTERNAL CONTROL AND LEGISLATIVE 
COMPLIANCE 

 

 Author(s) J Fiori  

 Attachments 1. Chief Executive Officer Triennial Review Results 
2020 ⇩    

     
 

 

RECOMMENDATION 
That Council receives the Chief Executive Officer’s Triennial Review of 
the appropriateness and effectiveness of the City’s systems and 
procedures in relation to risk management, internal controls and 
legislative compliance, as detailed in the 2020 CEO Triennial Review 
results, provided in the Attachment. 

 

Background 

Pursuant to Regulation 17 of the Local Government (Audit) Regulations 
1996 (the Regulations), the City’s Chief Executive Officer (CEO) is 
required to review and report, at a frequency which is not less than 
once in every three (3) financial years, to the Audit and Strategic 
Finance Committee (ASFC), on the appropriateness and effectiveness 
of the City’s systems and procedures in relation to: 

 Risk Management 

 Internal Control 

 Legislative Compliance 

The Regulations Amendment of 2013 required this review and its 
reporting to be made available to the ASFC on a biennial basis.  

The Regulations Amendment of 2018 now requires this review and its 
reporting to be made available to the ASFC on a triennial basis. This 
report is the triennial review for the 2019-2020 financial year and is 
presented to the ASFC as required.  

Submission 

N/A 

Report 

This review was undertaken by utilising the Department of Local 
Government, Sport and Cultural Industries (DLGSCI) Local Government 
Operational Guidelines, Number 9 – Revised September 2013 (the 
Guidelines) Appendix 3, which details ‘Issues that should be considered 
for inclusion in the CEO’s Review of Risk Management, Internal Control 
and Legislative Compliance’.  
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The review considers that the City has in place appropriate and 
effective systems and procedures to manage risk and sound control 
measures to mitigate any identified risk to achieve legislative 
compliance. This has been achieved by implementing a culturally 
effective and efficient City of Cockburn Risk Management Framework, 
as required by the City of Cockburn Risk Management Policy, which in 
turn was developed in accordance with requirements of the standard 
AS ISO 31000:2018 Risk Management-Guidelines (AS ISO 31000). 

This report is presented by following the format provided in Appendix 3 
of the Guidelines. 

Strategic Plans/Policy Implications 

Listening and Leading 

Ensure good governance through transparent and accountable 
planning processes, reporting, policy and decision making. 

Budget/Financial Implications 

N/A 

Legal Implications 

The review has been conducted in accordance with the requirements of 
reg. 17 of the Regulations and completes the City’s obligations in this 
area. 

Community Consultation 

N/A 

Risk Management Implications 

Failure to complete and present this review to the ASFC will result in 
the City not complying with the requirements of reg. 17 of the 
Regulations, which read as follows: 

‘17. CEO to review certain systems and procedures 

(1) The CEO is to review the appropriateness and 
effectiveness of a local government’s systems and 
procedures, in relation to: 

 (a) risk management; and 
 (b) internal control; and 
 (c) legislative compliance. 

(2) The review may relate to any or all of the matters 
referred to in sub regulation (1)(a), (b) and (c), but 
each  of those matters is to be the subject of a review 
not less than once every 3 financial years. 

  (3) The CEO is to report to the Audit Committee the 
results of that review.’ 
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Additionally, completion of this review provides assurance to the CEO 
and Council that the City has in place appropriate and effective systems 
and procedures to manage risk, and sound control measures to 
mitigate identified risk, to achieve legislative compliance.  

Advice to Proponents/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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16. EXECUTIVE DIVISION ISSUES 

Nil  

17. MOTIONS OF WHICH PREVIOUS NOTICE HAS BEEN GIVEN 

Nil  

18. NOTICES OF MOTION GIVEN AT THE MEETING FOR 
CONSIDERATION AT NEXT MEETING 

  

19. NEW BUSINESS OF AN URGENT NATURE INTRODUCED BY 
MEMBERS OR OFFICERS 

 

20. MATTERS TO BE NOTED FOR INVESTIGATION, WITHOUT 
DEBATE 

Nil  

21. CONFIDENTIAL BUSINESS 

Nil  

22. CLOSURE OF MEETING 
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