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CITY OF COCKBURN 
AGENDA TO BE PRESENTED TO THE AUDIT AND 

STRATEGIC FINANCE COMMITTEE TO BE HELD ON 

THURSDAY, 16 JULY 2020 AT 6.00PM 

1. DECLARATION OF MEETING 

 

2. APPOINTMENT OF PRESIDING MEMBER (IF REQUIRED) 

 

3. DISCLAIMER (TO BE READ ALOUD BY PRESIDING MEMBER) 

Members of the public, who attend Council Meetings, should not act 
immediately on anything they hear at the Meetings, without first seeking 
clarification of Council's position. Persons are advised to wait for written 
advice from the Council prior to taking action on any matter that they may 
have before Council. 

 

4. ACKNOWLEDGEMENT OF RECEIPT OF WRITTEN 
DECLARATIONS OF FINANCIAL INTERESTS AND CONFLICT 
OF INTEREST (BY PRESIDING MEMBER) 

 

5. APOLOGIES & LEAVE OF ABSENCE 

 

6. PUBLIC QUESTION TIME 

 

7. CONFIRMATION OF MINUTES 

7.1 MINUTES OF THE AUDIT & STRATEGIC FINANCE COMMITTEE 
MEETING - 19/3/2020 

RECOMMENDATION 
That Committee confirms the Minutes of the Audit and Strategic 
Finance Committee Meeting held on Thursday, 19 March 2020 as a true 
and accurate record. 
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8. DEPUTATIONS 

 
9. BUSINESS LEFT OVER FROM PREVIOUS MEETING (IF 

ADJOURNED) 

Nil  

 

10. DECLARATION BY MEMBERS WHO HAVE NOT GIVEN DUE 
CONSIDERATION TO MATTERS CONTAINED IN THE 
BUSINESS PAPER PRESENTED BEFORE THE MEETING 
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11. COUNCIL MATTERS 

11.1 RISK INFORMATION REPORT 
 

 Author(s) J Fiori  

 Attachments N/A  
  

RECOMMENDATION 
That Council receive the Risk Information Update Report. 

 

Background 

An overview of the City’s Risk Management Framework was submitted 
to the 21 March 2019 Audit Committee meeting. This overview included 
an update of the City’s Risk Register comprising both strategic and 
operational risks. A report detailing a review of the City’s strategic risks 
was submitted to the 18 July 2019 Audit Committee meeting. 

The purpose of this report is to provide an update of the City’s Risk 
Register, incorporating an administrative review conducted in 
November 2019 and a subsequent review since the 15 March 2020 
declaration of the State of Emergency in Western Australian due to the 
COVID-19 pandemic. 

Submission 

N/A 

Report 

A. Strategic Risk Review 

At its 8 August 2019 meeting, Council adopted the recommendation 
from the 21 March 2019 Audit Committee meeting to replace 25 
strategic risks with seven identified strategic risks. These new risks now 
comprise the City’s Strategic Risk Register. 

B. Continual Improvement 

Continual improvement of the risk management framework was 
supported by a November 2019 review of operational risks in RMSS, 
the City’s on-line risk management and incident reporting system, and a 
better understanding of the City’s risk profile. 

The review of operational risks identified some repetitions in risks 
recorded during the RMSS implementation, leading to a decrease in the 
number from 252 to 230 operational risks in the City’s Operational Risk 
Register. 
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Additionally, the City’s risk profile has changed, as a result of: 

 Review of operational risk profiles in November 2019 – leading to 
changes in the risk profile of some operational risks through 
improvement of controls and implementation of Risk Treatment 
Plans by Risk Managers and Risk Action Responsible Officers; and 

 Increasing the risk profile from Moderate to Extreme for strategic 
risk number 300 ‘Business Continuity and Crisis Management’, 
following the 15 March 2020 declaration of the State of Emergency 
in Western Australian due to the COVID-19 pandemic. 

A summary of the changes in the City’s Risk Register following the 
Strategic Risk and Continual Improvement detailed above is shown in 
Table 1 below: 

Table 1: 2019 – 2020 Comparison of risks in the City’s risk register 

*This is risk no. 300 ‘Business continuity and crisis management’. 
  

Risk type Risk level 21 Mar 2019 29 Jun 2020 
Change in count  

Individual Total 

Strategic risks 

Low risks 3 Total 
number 

= 25 

0 Total 
number 

= 7 

-100% 

-72% 

Moderate risks 15 3 -80% 

Substantial risks 5 3 -40% 

High  risks 2 0 -100% 

Extreme risks 0 *1 *+100% 

Operational risks 

Low risks 121 Total 
number 

= 264 

125 Total 
number 

= 230 

+3.2% 

-9% 

Moderate risks 133 97 -27.1% 

Substantial risks 9 7 -22.2% 

High  risks 1 1 0% 

Extreme risks 0 0  0% 

Total strategic and operational risks 289 237 Reduced by 18.0% 
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As at 29 June 2020, the risks populating the Risk Register are 
illustrated by the number of risks superimposed in the risk matrix, 
together with a brief description of the risk rating, as shown in Figure 1 
below: 

 
Figure 1: Risks as at 29 June 2020 superimposed on the City’s risk 
matrix 
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To highlight the overall improvement the City has made in managing 
the risks in the Risk Register, a comparison of the risk ratings during 
the period 21 March 2019 to 29 June 2020 shows the total number of 
risks rated: 

 Low - has increased from 42.91 to 52.74%; 

 Moderate - has decreased from 51.21 to 42.62%; 

 Substantial - has decreased from 4.84 to 4.22%; and 

 High - has decreased from 1.04 to 0.42%. 
 
However, as detailed above earlier, the 15 March 2020 declaration of a 
State of Emergency in Western Australian due to the COVID-19 
pandemic has led to increasing the risk profile from Moderate to 
Extreme for strategic risk number 300 ‘Business Continuity and Crisis 
Management’. 

The above summary is illustrated by the pie charts in Figure 2 below: 

 
Figure 2: Comparison of risk levels in period March 2019 to June 
2020 

 
C. Summary of Strategic Risks Rated Substantial and Higher. 

Following adoption of the seven (7) new strategic risks by Council 
on 8 August 2019, to replace the original 25 strategic risks, the 
seven (7) new risks are now in RMSS, and the superseded 25 risks 
have been archived. 
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As a result of the COVID-19 Pandemic, the risk profile has increased 
from Moderate to Extreme for strategic risk number 300 ‘Business 
Continuity and Crisis Management’. Three new strategic risks have 
been rated as Substantial, and these are summarised in Table 2 
below: 

Table 2: New strategic risks rated Extreme and Substantial  

Risk ID Rating Risk name Risk description Action plan 

300 Extreme 

Business 
Continuity and 
Crisis 
Management 

Failure to provide 
business continuity 
of the City's core 
services in the event 
of a major 
crisis/emergency. 

1. On-going testing and 
review of the City's response 
plans; 

2. On-going testing and 
review of the City's local 
emergency management 
plan; and 

3. Develop business 
continuity plans for other 
identified critical service 
locations, including review of 
the City’s Infectious Disease 
Pandemic Business 
Continuity Plan, March 2020. 

294 Substantial Strategic Direction 

Lack of clear and 
aligned strategic 
vision, direction and 
implementation. 

1. Investigate digital platforms 
for information and reporting 
strategies (i.e. IntraMaps 
software) to increase visibility 
and alignment; and 

2. Report and itemise 
individual informing strategies 
financial implications in the 
City of Cockburn Long Term 
Financial Plan 2019-2020 to 
2032-2033. 

3. Utilising CAMMS software 
system to implement a new 
strategy ‘management and 
KPI reporting System’. 

295 
Substantial Technology Use 

and Change 

Failure to identify, 
manage and 
capitalise on the 
effective and efficient 
use of changing 
technology. 

1. Develop and implement 
City of Cockburn 2019-2023 
Digital Cockburn - A Smart 
City; and 

2. Conduct cyber security 
governance audits. 

 
 
 
296 
 
 
 
 
 
 

 
 
 
Substantial 
 
 
 
 
 
 

 
 
 
Project 
Management 
Planning 
 
 
 
 

Failure to 
consistently plan for 
Capital Works 
projects. 

1. Project development 
manager resource; 

2. Project portfolio 
management phase 2 
implementation; and 

3. Better implementation of 
asset management action 
plans (programming)." 
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Risk ID Rating Risk name Risk description Action plan 

 
 
 
 
 
 
296 
(Cont.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
Substantial 
(Cont.) 
 

 
 
 
 
 
 
Project 
Management 
Planning 
(Cont.) 
 
 
 
 
 
 
 
 
 

4. Review the City’s existing 
Project Management 
Communications software 
system(s) and develop 
specifications and a 
procurement plan. 

The Project Portfolio 
Management (PPM) solutions 
roll out is ongoing with 
additional users 
upskilled/trained and allocated 
access in the production live 
environment. Furthermore, 
there is project management 
culture improvement in 
understanding and 
appreciation of the Quality 
Management Triangle. In 
addition, there has been 
increased improvement and 
automation of Project 
Management information 
reporting with Executive 
Management Report (EMR) 
and detailed project 
dashboards. Continued 
upskilling and development is 
planned through the year. 

The COVID-19 pandemic has 
impacted the roll out 
momentum as taken away 
upskilling and shadowing 
engagements with 
participants. Time, focus and 
workload remains the biggest 
challenge for users’ roll out 
which will need emphasis to 
ensure PPM users remain 
engaged, especially with this 
high knowledge management 
level required to be retained, 
else will require retraining. 

 
  

Version: 1, Version Date: 10/07/2020
Document Set ID: 9528787



Item 11.1   ASFC 16/07/2020 

 

 

   11 of 95 
 

D. Summary of Operational Risks rated Substantial and higher 

Following the review of the Risk Register in November 2019, only one 
operational risk was found to be rated High and seven operational risks 
were found to be rated Substantial, as summarised in Table 3 below: 

Table 3: Operational risks rated High and Substantial  

Risk ID Rating Risk name Risk description Action plan 

208 High 
Community 
Services 
Major Projects 

Failure to coordinate 
recreation and community 
safety services major projects 
on behalf of the City. 

All new Capital Works 
Projects in the Community 
Services Directorate to be 
processed through the 
new Project Performance 
Management (PPM) (on 
line) System 

38 Substantial 
Port Coogee 
Marina - 
Environment 

Failure to provide a safe & 
secure environment at the Port 
Coogee Marina. 

Development and 
continual review of City of 
Cockburn Port Coogee 
Marina Safety and 
Emergency Management 
Plan, October 2018. 

62 
Substantial 

Free Public 
Wireless 
Internet 

Inability to provide safe and 
secure free public wireless 
internet at Cockburn 
community facilities. 

Public Wi-Fi is kept 
logically separate from 
production data.  Terms 
and Conditions in place to 
mitigate liability. 

121 
Substantial 

Seniors 
Centre Food 
Services 

Failure to provide food safety 
requirements and customers’ 
expectations in regards to 
Seniors Centre. 

1. Qualified Staff in the 
kitchen; 
 

2. Food safety training 
completed with all 
volunteers; 
 

3. Regular Health 
Inspections completed by 
City; 
 

4. Monthly surveys 
completed by members 
and feedback taken into 
consideration; 
 

5. Suggestion from 
members taken on board 
for example we held an 
Italian day 15 August 
2018 with Italian food; and 
 

6. Suggestion box is 
monitored and feedback 
taken on board provided 
to the members. 
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169 
Substantial Bushfire 

Legislation 
Failure to meet bushfire 
legislation obligations. 

1. All inspections have 
been made in the rural 
areas; and  
 

2. Funds are on budget to 
employ a specialist staff 
member for this role to 
ensure compliance and 
consistency. 

246 
Substantial Community 

Support 

Failure to obtain community 
support for strategic planning 
functions. 

1. Procedures and 
policies. Training and 
development; and 
  
2. Detailed consultation 
planning for projects. 

285 
Substantial Landfill 

Capping 
Failure to fund the capping of 
existing exposed landfill cells. 

1. The short term costs 
associated with the 
implementation of these 
plans is progressing well; 
and 
 

2. The HWRP Financial 
Model requires that 
significant funds are 
available to meet the 
City's obligations under 
our Licence requirements 
in capping and post 
closure for 19-20.  

287 
Substantial Cyber 

Security 
Failure to secure the City's 
data and information systems. 

1. Attended Government 
Innovation summit to 
understand the City’s level 
of innovation and 
embracing of new 
technologies in relation to 
other government 
organisations; 
   
2. The City is already on 
track with efforts in 
digitising its services; 
   
3. Also in the process of 
creating a digital strategy 
to provide a framework for 
innovation, thinking digital 
first, and the inclusion of 
Smart Cities; and 
 

4. Implemented the City’s 
Information and Cyber 
Security Policy in 
September 2019. 
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Strategic Plans/Policy Implications 

Leading and Listening 

Deliver sustainable governance through transparent and robust policy 
and processes. 

Budget/Financial Implications 

Nil 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Failure to adopt the recommendations will result in the inability to 
support an integrated and effective approach to risk management and 
lack of guidance on the arrangements for designing, implementing, 
monitoring and continually improving risk management processes. 
 
Advice to Proponent(s)/Submitters 

N/A  

Implications of Section 3.18(3) Local Government Act 1995 

Nil   
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12. PLANNING & DEVELOPMENT DIVISION ISSUES 

Nil  

 
13. FINANCE & CORPORATE SERVICES DIVISION ISSUES 

Nil  

 
14. ENGINEERING & WORKS DIVISION ISSUES 

Nil  

 
15. COMMUNITY SERVICES DIVISION ISSUES 

Nil  
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16. EXECUTIVE DIVISION ISSUES 

16.1 AUDIT REPORT  - DATA AND INFORMATION 
 

 Author(s) J Fiori  

 Attachments 1. ES2 - City of Cockburn - Privacy Impact 
Assessment - Final Report ⇩    

 

RECOMMENDATION 
That Council adopts the findings and recommendations of the Privacy 
Impact Assessment Audit Report as attached to the Agenda.  

 

Background 

Rated a Moderate risk, this audit to assess the City’s privacy protection 
posture against any legislative/regulatory requirements or best practices 
and to review compliance with the City's own privacy-related policies 
was scheduled for completion in 2019-2020, in accordance with the City 
of Cockburn Strategic Internal Audit Plan 2019/2020.  

Bringing this audit report through the Audit and Strategic Finance 
Committee to Council marks the completion of this audit objective and 
advises what measures have or will be taken to address or further 
mitigate identified risks to the City. 

Submission 

N/A 

Report 

ES2, a WALGA preferred Perth-based West Australian enterprise 
security and solution service provider was engaged in December 2019 
to undertake an audit to determine what type of personal and sensitive 
information is held by the City and what the privacy considerations for 
the held data are.  ES2 conducted the audit, in accordance with AS ISO 
31000:208 Risk Management-Guidelines, between February and March 
2020, interviewing 52 City Officers from 37 business units, and 
presented their final report to the City in May 2020.  

Audit Scope 

The scope of this audit was to assess the compliance of the City’s 
privacy protection process against: 

 any legislative/regulatory requirements;  

 the City's own privacy-related documentation; and 

 Western Australian public sector best practice. 
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In the context of this audit these meanings apply: 

 Confidentiality - the protection of information sharing without the 
express consent of the owner; and 

 Privacy - freedom from intrusion into private personal matters. 

It is necessary to reflect that the information collected by the City is 
dynamic in nature and may become personal data sometime after it has 
been collected. An outcome of this audit will be awareness of the 
private data and Personally Identifiable Information (PII) that the City 
handles, where it is kept, how it is utilised and the risk associated with 
that information. 

The findings of this audit should enable the City to develop appropriate 
documented processes for the collection, use, disclosure and securing 
of private data and PII, in accordance with the requirements of the 
proposed Western Australian Government (the State) privacy and 
responsible information sharing legislation announced as a Government 
Media Statement on 5 August 2019. These appropriate processes 
should be supplementary to the City’s Governance and Risk 
Management Frameworks. 

Another outcome of this audit is to guide the City when reviewing the 
City’s privacy statement, and privacy collection notices, and to develop 
a privacy policy, which are key components of privacy compliance. 

In order for the City to approach privacy compliance with proposed 
State legislation, this audit of the City’s privacy protection process is to 
be conducted by an independent external auditor, to identify and report 
on the personal information held by the City and the way in which that 
information is handled. 

Audit Observations 

In the absence of applicable State legislation, ES2 labelled this audit 
Privacy Impact Assessment and examined how the City’s Officers 
handle PII, and how this may be affected by future legislation. 

The auditor found that there are many areas of the City’s operations 
where good practices are in place and are cognisant of the need to 
protect the reputation of the City. 

The audit identified 25 recommendations, many of which need to be 
applied City-wide. Each recommendation was assessed in relation to 
the risk it was mitigating. Risk levels were determined by the auditor 
using a risk matrix contained in the City’s Risk Management 
Framework. 
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Significant findings were: 

 A Council Privacy Policy needs to be developed and implemented 

(a draft City privacy policy has been developed and is currently 
being reviewed); and 

 In some processes, the City is at risk of being non-compliant with 

the Payment Card Industries (PCI) requirements to protect credit 
card information. 

The 25 recommendations made by the auditor, assessed in relation to 
the risk being mitigated, were as follows: 

 Three (3) were rated as High risk; 

 Ten (10) were rated as Substantial risk; and 

 Twelve (12) were rated as Moderate risk. 

All recommendations are listed in the table below: 

Recommendation Risk Impact Risk Action Plan 

5. Supplier Security 

City develops and implements 
supplier security policy, 
including due diligence 
requirements for cloud 
services, to assure the use of 
cloud services does not 
compromise the position of 
the City with regard to the 
protection of privacy 
information entrusted to the 
organisation. 

The current threat 
environment has: 

• supply chain attacks as 
being one of the most 
common approaches by 
attackers; and  

• the potential is for incidents 
to occur which require third 
party actions or investigation. 

16 

High 

• Specific supplier security 
policy is not required - this 
should be captured within 
the City’s proposed Privacy 
Policy specific to data 
security requirements 
within the City’s systems. 

 

11. Secure Destruction 
City develops, approves and 
implements policy or 
procedure for secure 
destruction. This document 
needs to define the 
acceptable means of 
destruction based on the 
classification or sensitivity of 
the document or media in 
question. This instruction 
needs to ensure that 
information cannot be 
compromised through 
inappropriate destruction or 
disposal processes. 

Should information be 
retrieved through inadvertent 
disposal processes there is 
considerable potential for: 

• damage to the City's 
reputation; and  

• public embarrassment for 
the City. 

16 

High 

• Possible inclusion of PII 
review at next policy 
review (2 years); 

• Hardware Destruction 
Guideline to be developed 
by ICT. 
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Recommendation Risk Impact Risk Action Plan 

25. USB Scan 
City develops and implements 
Anti-malware scanning 
procedures for those 
departments where 
information is received from 
customers via a USB device. 
This will provide considerable 
protection from the potential 
for malicious software or a 
virus to become installed on 
the City’s IT equipment. 

With current processes, there 
is a threat that the use of 
uncontrolled USB devices 
could result in: 

•  virus infection of the City’s  
systems; 

• malicious software may be 
surreptitiously installed; 

•  damage to the City’s 
reputation; and 

•  public embarrassment for 
the City; and 

• attract high level of media 
attention. 

16 

High 

• Investigating various USB 
device control systems 
(group Policy). 

 

1. Risk Documentation 

Releasing Personally 
Identifiable Information (PII) to 
be documented as a risk and 
be treated, regardless of 
legislative requirement. 

Breaches are possible and 
happen far too often. Has the 
potential to: 

 • do damage to the City's 
reputation; 

• do damage to customers; 
and 

• result in legal action being 
taken against the City. 12 

Substanti
al 

• As part of the City of 
Cockburn Risk 
Management Framework 
[ECM Document ID 
8882597], all 
recommendations 
emanating from the ES2 
audit report City of 
Cockburn Data and 
Information Audit (Privacy 
Impact Assessment) May 
2020, will be accepted as 
opportunities for 
improvement, converted to 
risks and assigned their 
own risk owners and risk 
treatment officers. 

• The risks will be entered 
into RMSS to ensure these 
are being managed and 
mitigated in accordance 
with the City's established 
risk management 
framework. 

6. Freedom of  Information 
(FOI) 

City develops documented 
policy and process for dealing 
with FOI requests, prior to any 
information release, to protect 
the City against release of 
Personally Identifiable 
Information (PII). 

Without governance 
overview prior to any 
information released, the City 
may inadvertently release 
information which contains 
PII, with the potential to: 

• do damage to the City's 
reputation; 

• do damage to customers; 
and 

• result in legal action being 
taken against the City. 

12 

Substanti
al 

• The City complies with 
the requirements of the 
Freedom of Information Act 
1992 and Freedom of 
Information Regulations 
1993. 

• The City will develop and 
implement a FOI 
procedure, together with 
providing organisational 
training on its usage, to 
mitigate against the risk of 
releasing PII. 
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Recommendation Risk Impact Risk Action Plan 

7. Privacy Policy 

City develops, publishes and 
communicates a Privacy 
Policy to cover all of the City’s 
dealings with PII. Regardless 
of the requirement for 
compliance, this is a 
requirement to reduce the 
potential risk to the City’s 
reputation should PII be 
inadvertently compromised. 
Additionally, the Policy would 
provide a much needed 
consistency in the way that 
the City’s business units 
handle and store PII. 

In the event that PII is 
mishandled,  through the lack 
of consistent Privacy Policy, 
the following could result: 

• damage to the reputation of 
the City; and 

• public embarrassment for 
the City. 

12 

Substanti
al 

• The terms of reference 
for this audit report 
included providing a 
template for developing a 
privacy policy for the City. 

• In the absence of WA 
legislation, a draft City 
privacy policy has been 
developed - assistance of 
an external service 
provider will be considered. 

8. Video Recording 

City develops procedures to 
ensure PII is either blocked 
from video and audio 
recordings unless the PII 
subjects provide written 
approval for their information 
PII to be published along with 
the audio and video of Council 
meetings. May be achieved by 
prior notification of the 
recording, publishing of the 
recording being provided to all 
meeting participants, or by 
requiring all meeting 
participants to sign agreement 
that any information spoken 
during the meeting will be 
published on the Internet. 

In the event that PII is 
published via Council vision 
and audio without the 
consent of the subject, the 
following could result: 

• damage to the reputation of 
the City; and 

• public embarrassment for 
the City. 

12 

Substanti
al 

• Draft Live Streaming 
Procedure has been 
developed with the 
assistance of Manager 
Corporate 
Communications, Digital 
Communications Officer, 
Communications Assistant, 
Civic Support Officer, 
Media and 
Communications Officer, 
Customer - Service 
Coordinator and the 
Governance Services 
Team. 

9. Dropbox 

City discourages the use of 
Dropbox City-wide in favour of 
using the more secure option 
of OneDrive. In particular it 
needs to be prohibited for the 
use or storage or transfer of 
PII. 

In the event of an information 
security breach with the 
DropBox cloud application, 
the following could result: 

• damage to the reputation of 
the City; and 

• public embarrassment for 
the City. 

12 

Substanti
al 

• Proposed Mimecast 
Large File Send (2GB 
Limit); 

• OneDrive Business with 
Multi-Factor Authentication 
(MFA) and Data Loss 
Prevention (DLP) controls 
is proposed by ICT. 

17. Credit Cards 

All credit card transactions be 
centrally organised and 
conducted by a single City of 
Cockburn Department. 

The decentralised storage 
and handling of credit card 
information impacts on the 
City by increasing the 
potential for: 

• a breach of credit card 
information. 

12 

Substanti
al 

• Centralised handling of 
credit card payments 
proposed by Financial 
Services.   

• All application forms are 
sent to the Revenue team 
to process. 
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18. Payment Card Industries 
(PCI) Compliance 
City undertakes a PCI 
assessment to establish the 
level of compliance with the 
PCI-DSS. This assessment 
should include the use of the 
Card Recognition scanning 
software: 
(https://www.groundlabs.com/
card-recon/) which will scan 
the entire network to identify 
all locations where Credit 
Card information exists. This 
will go a long way to 
identifying the levels of risk 
posed to the City should credit 
card information be breached 
and made public. 

Credit card information is 
contained in a number of 
undesirable locations within 
the City’s infrastructure, 
increasing the potential for: 

• a breach of credit card 
information. 

12 

Substanti
al 

• Credit card information on 
physical forms is redacted 
by service units and the 
Records Services.  

• Risk level for the City 
does not warrant a card 
recognition scan. 

19. Policy Content 
The Privacy Policy that is 
recommended to be 
developed to support the City 
includes all anticipated PII use 
that the City collects. The 
policy is published and used 
to advertise use of collected 
PII to all persons that entrust 
that information to the City. 

The Privacy Policy is used to 
define the limitations of the 
City’s use of PII. Failure to 
comply with the City’s own 
published Privacy Policy 
would possibly result in: 

• damage to the reputation of 
the City; and 

• public embarrassment for 
the City. 

12 

Substanti
al 

• The development of, 
implementation and 
associated training for, City 
privacy policy will be 
commenced by Q1 2020-
2021 FY. 

22. Policy Coverage 
The Privacy Policy that is 
recommended to be 
developed to support the City, 
include the personal 
information pertaining to City 
employees in order to assure 
their protection the same as 
the protection of customer 
information. 

The privacy policy is used to 
define the limitations of the 
City’s use of PII, inclusion of 
employee information within 
the cover of PII. Any breach 
of personal information of 
employees can possibly 
result in: 
• damage to the reputation of 
the City; and 
• public embarrassment for 
the City. 

12 

Substanti
al 

• Development of a formal 
HR policy is proposed by 
HR Services. 

23. Policy Improvement 
City updated and improved 
Childcare Services Privacy 
Policy in conjunction with the 
development of the overall 
City of Cockburn proposed 
Privacy Policy. The wording 
within the policy must be 
definitive and easily 
understood to remove any 
conjecture and ensure that the 
policy is enforceable and that 
failure to comply with policy 
can be dealt with through the 
City’s disciplinary process. 

The privacy policy in place to 
cover Childcare Services 
needs to be reviewed and 
updated to make it 
enforceable. Failure to 
comply with policy through 
misinterpretation or lack of 
content can possibly result 
in: 

• damage to the reputation of 
the City; and 

• public embarrassment for 
the City. 

12 

Substanti
al 

• Existing Childcare 
Services Privacy Policy is 
in place, and will be 
reviewed as appropriate. 
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4. Software Application - 
Lucky Orange 

In compliance with the City of 
Cockburn Information and 
Cyber Security Policy conduct 
a review of the Lucky Orange 
service to identify the potential 
risk to the City through its use. 
Particular emphasis needs to 
be placed on the applications 
coverage of privacy 
information and financial 
information. 

Non-compliance with the 
requirements: 

• for the handling; and 

• protection of credit card 
information. 

9 

Moderate 

• Records Services have 
investigated retrospectively 
redacting existing records; 

• Undertake Payment Card 
Industry (PCI) self-
assessment proposed by 
Financial Services; 

• Review existing 
processes and remove 
credit card boxes from all 
processes. 

14. Social Media 

A ‘two-person rule’ process be 
implemented to ensure that all 
information published in the 
name of City of  Cockburn on 
Social Media  be reviewed 
and approved prior to 
publication/posting. 

In the event that personal 
information is inadvertently 
published on Social Media in 
the name of the City of 
Cockburn it is possible that 
this would result in a: 

• public complaint; and  

• attract moderate media 
attention. 

9 

Moderate 

• Develop a checklist for 
checking posts in addition 
to colleagues citing them. 

13. Infringement Collection 

The City utilises an offshore 
collection agency for the 
recovery of library assets - 
Library Service users should 
be informed of this. When a 
customer signs up for Library 
Services the customer needs 
to be informed that in the 
event of an infringement their 
personal information will be 
passed to a US (foreign) 
based asset recovery agency. 
Customers must agree to this 
prior to membership. 

Where customers have not 
agreed to their personal 
information being sent to an 
offshore organisation, it is 
possible that a breach would 
result in: 

• a public complain; and  

• attract moderate media 
attention. 

9 

Moderate 

• When applying for a 
library membership 
applicants must agree to: 
'Conditions of Membership' 
which contains the 
statement: 

'It is your responsibility to 
return items by the due 
date, irrespective of 
whether or not you receive 
a reminder notice from the 
library. If loans become 4 
weeks overdue you will be 
invoiced for the 
replacement cost of the 
items and your borrowing 
rights suspended until 
items are returned or paid 
for. Failure to respond 
within 14 days of the date 
of this invoice may result 
your account being 
referred to a materials 
recovery agency. In this 
event, your name, contact 
details, and amount owing 
will be passed on to a US 
based materials recovery 
agency and an additional 
recovery fee will be applied 
to your account. 
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15. Volunteers 

The City reviews online forms 
to include a ‘permission to 
share information’ component. 
This would then act as the 
authority from the subject to 
distribute their personal 
information to relevant 
volunteer organisations. 
Volunteer organisations 
receiving information must be 
subject to an NDA in order to 
assure that they are aware of 
the potential damage that 
could be caused if this 
information was subject to a 
security breach. 

In the event that personal 
information of a volunteer is 
inadvertently released or 
breached by a third party that 
the City had passed this 
information onto, then it is 
possible this would:  

• result in a public complaint; 
and 

• attract moderate media 
attention. 

The above unwanted events 
would increase exponentially 
where more than one 
person’s information is 
included in a breach. 

9 

Moderate 

• The Volunteer Resources 
Centre does not distribute 
or share, volunteer 
personal information with 
other relevant 
organisations; 

• On-line and manual 
systems in place are set up 
in such a way that where 
sharing is needed the 
volunteers provides their 
details directly to the third 
party; 

• A privacy statement is 
included on the web page 
accessed; 

• There are documented 
procedures / work 
instructions and team 
members training 
regarding systems. 

21. Security Classification 

The City of considers 
implementing an Information 
Security Classification 
Framework (ISCF) across the 
City’s information enterprise 
architecture. 

An ISCF scheme groups 
information based on the 
potential damage / impact / 
consequence to the City 
should that information be 
subject to a breach of 
confidentiality. 

The City should implement a 
simple ISCF, whose main aim 
is to be able to identify that 
information which requires the 
most protection, including PII. 
Once the classification levels 
have been determined then 
appropriate protection, 
storage and handling 
processes per classification 
can be established. 

The recommended ISCF is to 
be aligned to the one 
implemented by the Australian 
government, with levels that 
include Official and Official 
Sensitive as defined in the; 

• Australian Government 
Information Security Manual, 

Without implementing a ISCF 
scheme it is: 

• difficult for City staff to 
understand the impact 
should a piece of information 
be subject to a security 
breach; and 

• it is likely that a breach of 
PII may not be identified and 
may attract moderate media 
attention. 

9 

Moderate 

• Implement information 
classification framework. 

• Retrospectively apply to 
existing data. 
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Australian Cyber Security 
Centre, Canberra, June 2020; 
and  

• Protective Security Policy 
Framework, Attorney-
General’s Department, 
Canberra, October 2018. 

24. Electronic Systems 

Information, Communication & 
Technology Services works 
with the Youth Services team 
to overcome issues with 
confidence in IT system 
confidentiality. 

PII needs to be stored 
electronically in order to 
assure that it receives the 
appropriate level of protection. 

Paper based files should be 
transferred to an electronic 
system and then destroyed. 

Having all information stored 
on paper provides an 
opportunity for: 

• theft; 

 • unauthorised copying 

• loss of information in the 
event of fire; and 

• loss of availability of 
information or loss of 
confidentiality due to theft, or 
fire. 

The above events may 
attract moderate media 
attention. 

9 

Moderate 

• Youth Services Manager 
and support staff to meet 
with Records Management 
to identify a secure way of 
including client records into 
the Organisation ECM 
system that provides 
assurance of strictest 
confidentiality levels. While 
providing access to 
support staff on a daily as 
required basis. 

• City to investigate 
Purchasing a stand-alone 
electronic system for the 
sole purpose of client 
records. 

• Contract in an admin 
officer to periodically 
(annually) scan recently 
closed client files and 
archive securely in the 
City’s secure electronic 
system. 

16. Access Security 

Authorise the use of 
computers that provide access 
to systems which contain PII, 
by requiring unique set of 
login credentials for each 
user. This ensures that all 
actions performed by a 
computer user are 
accountable and traceable to 
a specific person. 

If a person is able to 
anonymously access PII by 
using a generic and 
untraceable access account, 
there is the potential for PII to 
be breached resulting in: 

• public complaints; and 

• media attention. 

9 

Moderate 

• Existing process 
recommends named user 
access for all accounts, but 
is not enforced. 

• Enforce unique named 
accounts. 

10. S Drive 

Conduct a campaign of 
information storage 
awareness training. This 
training should concentrate of 
what information is or is not 
suitable for storage on the S 
Drive and how information 
should be managed. The 
minimum recommended 
content for training would be: 

• What information needs to 
be stored on ECM or in 
TechnologyOne; 

Use of the S Drive is likely to 
result in a breach that is 
limited to within the confines 
of the City’s departments - 
limiting the consequence of 
any resulting damage. 

8 

Moderate 

• Existing Records 
Management Policy in 
place; 

• Existing Employee 
Record Keeping 
Guidelines in place; 

• Existing Knowledge 
Management Project in 
place. 
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• Housekeeping of information 
within ECM. 

• What information must not 
be stored even temporarily on 
the S Drive; 

• What information may be 
stored on the S Drive; 

• User’s responsibilities with 
regard to the retention of 
information; 

• User's responsibilities with 
regards to the destruction of 
hard copy information; and 

• Training should apply to all 
staff and management of the 
City. 

12. F Drive 

Review the F Drive to 
establish if here is any PII 
stored on the drive - if there is, 
then migrate this PII to ECM 
as a priority. 

Use of the F Drive is likely to 
result in a breach that is 
limited to within the confines 
of the City’s departments - 
limiting the consequence of 
any resulting damage. 

8 

Moderate 

• Implement ECM 
Connected Content for 
Contracts; 
• Procurement in process 
of moving all records into 
ECM. 

20. Outlook Storage 
Conduct a campaign of 
information storage 
awareness training to 
discourage users from using 
Microsoft Outlook as a file 
storage system. 

Use of Outlook as a storage 
location is likely to result in a 
breach of PII that is limited to 
within the confines of the 
City’s departments, limiting 
the consequence of any 
resulting damage. 

8 

Moderate 

• Continue with existing 
Knowledge Management 
Project. 

2. Opt-Out 

Compliance with the 
Australian government’s 
Privacy Act 1988 (Cth), by 
permitting persons to opt out 
of receiving direct marketing. 
This is most often achieved by 
including: 

• an ‘unsubscribe’ link in an 
email or a process whereby a 
person can reply to an email; 
or 

• SMS message with 
‘Unsubscribe’ or ‘Stop’. 

Based on the City's current 
practices, possible non-
compliance with: 

• the Australian government’s 
Privacy Act 1988 (Cth); or 

• any future implementation 
within WA. 

6 

Moderate 

• Add to the risk register for 
Corporate 
Communications to check 
with Managers and 
Supervisors that any e-
newsletters or use of SMS 
includes opt out option.  

3. Non-Disclosure Agreement 
(NDA) 

Develop and implement NDA 
to ensure that collected PII is 
not shared outside of the City 
of Cockburn (outside of the 
sphere of the proposed City 
Privacy Policy), to assure that 
the collected  PII information 
is handled and protected in 
the manner intended through 
the proposed Privacy Policy. 

Non-compliance with: 

• Privacy Policy (assuming 
that  City's Privacy Policy is 
developed and approved); 
and 

Damage to City’s reputation, 
if: 

• Privacy Policy has been 
developed and approved. 

6 

Moderate 

• Confidential clauses and 
Intellectual Property 
requirements are part of 
existing contracts and 
agreements. 

• Specific NDA / Contract 
are developed as required 
(e.g. with Universities, GIS, 
etc.). 
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Improvement Opportunities 

All 25 recommendations from this audit have been identified as risks to 
the City, and as opportunities for improvement. 

Risk owners and Risk Treatment Officers have been assigned to the 
identified risks. The risks will be managed and their progress monitored 
by entering them into RMSS, the City’s online Risk Management 
Systems. 

Strategic Plans/Policy Implications 

Leading and Listening 

Deliver sustainable governance through transparent and robust policy 
and processes. 

Budget/Financial Implications 

N/A 

Legal Implications 

N/A 

Community Consultation 

N/A 
 
Risk Management Implications 

Managing these audit findings as risks in RMSS, and implementing 
appropriate control measures, or risk treatments, will ensure 
compliance with future proposed State privacy and responsible 
information sharing legislation. Simultaneously, this audit will provide an 
opportunity to improve controls to ensure the City is not inadvertently 
exposed to any undesired risk. 

Advice to Proponent(s)/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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17. MOTIONS OF WHICH PREVIOUS NOTICE HAS BEEN GIVEN 

Nil  

18. NOTICES OF MOTION GIVEN AT THE MEETING FOR 
CONSIDERATION AT NEXT MEETING 

  

19. NEW BUSINESS OF AN URGENT NATURE INTRODUCED BY 
MEMBERS OR OFFICERS 

 

20. MATTERS TO BE NOTED FOR INVESTIGATION, WITHOUT 
DEBATE 

Nil  

21. CONFIDENTIAL BUSINESS 

Nil  

22. CLOSURE OF MEETING 
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