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CITY OF COCKBURN 

AGENDA TO BE PRESENTED TO THE AUDIT & 
STRATEGIC FINANCE COMMITTEE 

TO BE HELD ON THURSDAY, 21 MARCH 2019 AT 6:00 PM 

1. DECLARATION OF MEETING 

 

2. APPOINTMENT OF PRESIDING MEMBER (IF REQUIRED) 

 

3. DISCLAIMER (TO BE READ ALOUD BY PRESIDING MEMBER) 

Members of the public, who attend Council Meetings, should not act 
immediately on anything they hear at the Meetings, without first seeking 
clarification of Council's position. Persons are advised to wait for written 
advice from the Council prior to taking action on any matter that they may 
have before Council. 

4. ACKNOWLEDGEMENT OF RECEIPT OF WRITTEN 
DECLARATIONS OF FINANCIAL INTERESTS AND CONFLICT 
OF INTEREST (BY PRESIDING MEMBER) 

 

5. APOLOGIES & LEAVE OF ABSENCE 

 

6. PUBLIC QUESTION TIME 

 

7. CONFIRMATION OF MINUTES 

7.1 MINUTES OF THE AUDIT & STRATEGIC FINANCE COMMITTEE 
MEETING - 15/11/2018 

RECOMMENDATION 
That Committee confirms the Minutes of the Audit & Strategic Finance 
Committee Meeting held on Thursday, 15 November 2018 as a true and 
accurate record. 
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8. DEPUTATIONS 

 

9. BUSINESS LEFT OVER FROM PREVIOUS MEETING (IF 
ADJOURNED) 

Nil  

10. DECLARATION BY MEMBERS WHO HAVE NOT GIVEN DUE 
CONSIDERATION TO MATTERS CONTAINED IN THE 
BUSINESS PAPER PRESENTED BEFORE THE MEETING 
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11. COUNCIL MATTERS 

11.1 LOCAL GOVERNMENT ACT COMPLIANCE AUDIT RETURN 2018 

 

 Author(s) J Ngoroyemoto  

 Attachments 1. Compliance Audit Return 2018 ⇩    
     

 

 

RECOMMENDATION 
That Council adopt the Local Government Compliance Audit Return for 
the period 1 January 2018 to 31 December 2018, as attached to the 
Agenda. 

 
 

Background 

Since 2000, completion of the Local Government Compliance Audit 
Return has been mandatory for all local governments in this State in 
accordance with Regulations 14 and 15 of the Local Government 
(Audit) Regulations 1996. 

Submission 

N/A 

Report 

The Annual Compliance Audit Return is to be presented to, and 
reviewed by, a meeting of the Audit and Strategic Finance Committee in 
accordance with Regulation 14(3A) of the Local Government (Audit) 
Regulations 1996 and the result of that review be reported to a meeting 
of Council for adoption. 

Following adoption by Council, a certified copy of the Return, signed by 
the Mayor and Chief Executive Officer, along with a copy of the relevant 
section of the Council Minutes, is submitted to the Director General, 
Department of Local Government, Sports and Cultural Industries in 
accordance with Regulations 14 and 15 of the Local Government 
(Audit) Regulations 1996, by 31 March. The Return indicates a 
conformity rating of 100% for the year. 

 

Strategic Plans/Policy Implications 

Leading & Listening 

Deliver sustainable governance through transparent and robust policy 
and processes. 
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Budget/Financial Implications 

N/A 

Legal Implications 

Regulations 14 and 15 of the Local Government (Audit) Regulations 
1996 refer. 

Community Consultation 

N/A 

Risk Management Implications 

Failure to adopt the recommendation will result in non-compliance with 
meeting the deadlines for the Compliance Audit Return statutory 
reporting requirements to the Department of Local Government, Sports 
and Cultural Industries by 31 March 2019. 

Advice to Proponent(s)/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act, 1995 

Nil 
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11.2 RISK INFORMATION REPORT 

 

 Author(s) J Ngoroyemoto  

 Attachments 1. High Risks Update Report ⇩    
     

 

 

RECOMMENDATION 
That the Committee receives the Risk Information Update report for 
noting by Council 

 

 

Background 

The City’s Risk Program is committed to a culture of risk management 
to ensure that sound risk management practices and procedures are 
fully integrated into its strategic and operational processes and day to 
day business practices. The City is progressing in implementing the 
Risk Program and this report provides an update on the key milestones 
achieved over the past 4 months, since the last information report was 
submitted to the Audit Committee.  

The purpose of this report is to provide an overview of the current and 
planned risk management activities by the City of Cockburn, 
incorporating the updated Status of the City`s Business Continuity 
Management Program. 

Submission 

N/A 

Report 

This Risk Report covers the months of December 2018 to March 2019 
and outlines the risk and business continuity management activities 
undertaken during these months. 

RISK MANAGEMENT PROGRAM 

Update on High and Extreme Risks 

As at 1 March 2019, 25 Strategic Risks and 252 Operational risks 
currently sit on the City’s Risk Registers. 

Risk No of Risks 

Extreme Nil 

High 3 

Substantial 18 

Version: 1, Version Date: 15/03/2019
Document Set ID: 8214542



ASFC 21/03/2019   Item 11.2 

 

 

20 of 109    
 

Risk No of Risks 

Moderate 146 

Low 120 

These risks are monitored and reviewed in priority of the risk rating 
level as per the City of Cockburn risk treatment levels. 

Identified High Risks 

 Operational Risk – Community Services Major Projects; 

 Strategic Risk – Project Management; and 

 Strategic Risk – Water Availability. 

Updates on all of the identified High risks are attached to the report. 

Interim Risk Profile 

All of the City’s risk information is continuously reviewed by the risk 
owners in the Risk Management & Safety System (RMSS). The 
distribution of risk ratings for both strategic and operational risks 
throughout the organisation is shown in the following risk matrix and 
chart. The chart demonstrates the overall image of the City’s risk 
categorised into Low, Moderate, Substantial, High and Extreme risks. 
The City is proactively managing its risks with no Extreme risks 
identified and only 1.03% rated High. The distribution of the risk ratings 
is likely to change as the City transitions through the risk maturity levels 
and continues to review all operational and strategic risks. The strategic 
risk register will be reviewed in the next quarter and presented at the 
July 2019 Audit and Strategic Finance Committee Meeting. 
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Figure 1: Distribution of risk ratings as at 1 March 2019.

 

 

Figure 2: Risk Matrix - This matrix maps out the distribution of risks 
within the City’s Risk Matrix. 
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THE CITY’S BUSINESS CONTINUITY MANAGEMENT PROGRAM  

Risk west was engaged by the City of Cockburn to assist in the 
development and implementation of location-based Business Continuity 
Plans (BCPs) in accordance with the following program.  
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Tranche 1  

 Facilitate Business Impact Analysis with key managers – 
completed 

 

 Conduct follow-up workshops / interviews with Business / 
Service units located in the Administration Building and 
Cockburn ARC to identify recovery strategies and 
resource requirements for recovery  - completed 

 

 Prepare BCP documentation for the Administration 
Building and Cockburn ARC – completed 

 

 Submit initial draft of the BCPs for review and sign-off by 
Executive– completed 

 
Tranche 2  

 

 Conduct follow-up workshops / interviews with Business / 
Services Units located in the Operations Centre and 
Henderson Waste Facility to identify recovery strategies 
and resource requirements for recovery – completed 

 

 Prepare BCP documentation for the Operations Centre 
and Henderson Waste Facility – completed 

 

 Submit initial draft of the BCPs for review and sign-off by 
Executive – completed 

 
Tranche 3  

 

 Conduct training and exercises to validate the 
completeness and accuracy of the plans – currently in 
progress 
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Insights and moving forward: 

As the City continues to implement and embed risk management 
through its Risk Program, it will continue to focus on the following key 
areas and current initiatives: 

 
I. Risk Management Framework and Policy Review 

To address recommendations of the ‘Road Map’ from the risk 
maturity assessment review report. 

 
II. Strategic Risks Review 

Strategic risk workshops with the key deliverable of a strategic risk 
register for the City, to identify high level key strategic risks 
associated with City of Cockburn’s external environment, 
stakeholders, strategic direction and systemic organisational 
issues. 

 
III. Fraud & Misconduct Control Plan 

Develop the Fraud & Misconduct Control Plan to address areas of 
high vulnerability to fraud and corrupt activity. This will support the 
Fraud, Misconduct Control & Resilience Framework and Policy.  
 

 

Strategic Plans/Policy Implications 

Leading & Listening 

Deliver sustainable governance through transparent and robust policy 
and processes. 

 

Budget/Financial Implications 

Nil 
 
Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Failure to adopt the recommendations will result in the inability to 
support an integrated and effective approach to risk management and 
lack of guidance on the arrangements for designing, implementing, 
monitoring and continually improving risk management process. 
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Advice to Proponent(s)/Submitters 

N/A  

Implications of Section 3.18(3) Local Government Act, 1995 

Nil 
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12. PLANNING & DEVELOPMENT DIVISION ISSUES 

Nil  
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13. FINANCE & CORPORATE SERVICES DIVISION ISSUES 

13.1 OFFICE OF AUDITOR GENERAL LOCAL GOVERNMENT FOCUS 
AUDIT: CONTROLS OVER CORPORATE CREDIT CARDS 

 

 Author(s) N Mauricio  

 Attachments 1. WA Auditor General's Report - Control over 
Corporate Credit Cards ⇩   

2. Administrative Policy - Corporate Credit Cards 
(NEW) ⇩   

3. Corporate Credit Cards - PSFCS24 - Position 
Statement (TO BE DELETED) ⇩   

4. Corporate Credit Cards Delegated Authority 
LGAFCS8 (TO BE DELETED) ⇩    

     
 

 

RECOMMENDATION 
That Council:  

1. receive the City’s review and response to the findings and 
recommendations contained within the Auditor General’s local 
government audit report into “Controls over Corporate Credit 
Cards”, as detailed in this agenda report; and 

2. refer the new “Corporate Credit Cards” Administrative Policy 
replacing Position Statement PSFCS24 “Corporate Credit Cards” 
and the associated Delegated Authority LGAFCS8 to the next 
DAPPS meeting, as attached to the agenda. 

 

Background 

Mayor Logan Howlett initiated the following notice of motion to the July 
2018 meeting of the Audit & Strategic Finance Committee:   

That a review of the City’s  Position Statement PSFCS24 - “Corporate 
Credit Cards “- and associated Delegated Authority LGAFCS8 be 
undertaken and a report provided to the November 2018 meeting of the 
Audit & Strategic Finance Committee. 

The reason for the motion was to address recommendations contained 
in the Auditor General’s Report 7 to Parliament dated 9 May, 2018 – 
‘Controls over Corporate Credit Cards’ as they related to local 
governments.  

The report was unable to be presented to the November meeting due to 
various issues and delays by the Office of the Auditor General (OAG) in 
completing the audit of the City’s 2017-2018 Annual Financial 
Statements.   
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Submission 

N/A 

Report 

The first program of audit activity conducted by the OAG into local 
government was a ‘focus audit’ on corporate credit cards. Focus audits 
have a narrow scope and aim to assess how well controls and business 
practices are being performed for a specific function. The OAG aim to 
provide insight into what is good practice and identify opportunities for 
improvement, including for those local governments not audited.  

This audit assessed whether the eight local governments chosen 
(comprising of large and small, regional and metropolitan councils) had 
effective controls over the use of corporate credit cards and if there was 
adequate independent review of credit card use (including that of 
CEOs).  

In the report to Parliament, the Auditor General acknowledged that 
corporate credit cards offer significant benefits to local governments 
through reduced costs and streamlined business processes. However, 
that they are potentially subject to misuse if not properly managed.  

The audit concluded that the sample local governments all had 
satisfactory controls in place, although each had shortcomings in their 
policies and practices of varying significance. Overall, the policies and 
administrative systems in place for managing corporate credit cards 
were appropriate and it is worth noting that the OAG did not find any 
inappropriate use of credit cards within the sample local governments. 
However, the OAG did find that most local governments had 
opportunities for improvement around timelines, adequacy of 
documentation, the independence of reviews and the sharing of cards.   

Another finding by the OAG was the inconsistent reporting to Council of 
credit card usage, although this was being regularly reviewed by 
management. Half of the local governments reported the total payment 
made for the outstanding card balance, whilst the others reported 
individual purchases made on credit card. In the City’s case, it reports 
the total payment as management sees no value in presenting 
hundreds of individual transactions to Council each month. However, 
there is scope to provide more summarised information in the monthly 
payment list to Council in future.    

It was also highlighted by the OAG in the report to Parliament that some 
local governments had recently completed internal audits on their use 
of corporate credit cards. Effectively, the City’s monitoring and 
compliance checking by the Finance department is a form of internal 
audit and review. The City’s auditors always look at the credit card 
practices and activities as part of their annual interim audit and have 
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found no need to include findings or recommendations in their 
management letter to Council in the last three years. 

The audit report contained five recommendations to local government 
and these have been individually reviewed and addressed against the 
City’s current policy and procedures: 

OAG Recommendation 1:  
Ensure policies specify requirements for all key credit card processes 

City of Cockburn review:  
Position Statement PSFCS24 - “Corporate Credit Cards” and the 
associated guidelines contain specific and detailed requirements for 
both cardholders and Finance staff to follow. New cardholders are 
required to sign an agreement outlining cardholder duties and 
responsibilities (in accordance with PSFCS24) as part of the on 
boarding process before the card is issued to them.  

The City’s existing guidelines are consistent with and expand on Local 
Government Operational Guideline No. 11 “Use of Corporate Credit 
Cards” issued by the Department of Local Government. Whilst these 
were last updated in 2006, the guidance remains relevant in view of the 
OAG’s findings. One important aspect highlighted by the OAG was 
having appropriate controls over the issuing of credit cards. The 
departmental guideline recommends that the CEO should approve the 
issue of credit cards to employees, but in the City’s case this had also 
been sub-delegated to the Director, Finance & Corporate Services and 
Manager, Financial Services (under Delegated Authority LGAFCS8). 
The City’s guidelines also outline appropriate card limits for individuals 
based on their position and operational needs. These existing controls 
have proven effective for the City over time, but could be strengthened 
by also adding the applicant’s line Director’s approval to the process.     

The OAG also identified the importance of having clearly defined 
timelines for acquitting and approving credit card transactions to ensure 
timely processing and the early identification of unauthorised 
transactions. The City’s guidelines require cardholders to acquit their 
monthly transactions and have them approved by their manager within 
1 month of statement issue. This meets the OAG’s reasonable 
timeframe expectation (on a monthly basis).  

Under the City’s current Policies Review project, Position Statement 
PSFCS24 - “Corporate Credit Cards” was identified to change into an 
Administrative Policy, since corporate credits cards only apply to staff 
and this function falls under the CEO’s responsibility. An administrative 
policy has now been prepared and is attached to this agenda item. This 
policy now requires the issue of new credit cards to be approved by the 
applicant’s line Director, removing the need for a separate Council 
Delegated Authority for what is an administrative process. The City’s 
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existing credit card guidelines will be retained as internal procedures 
supporting the new administrative policy. Under the City’s new Policy 
Framework, procedures supporting Council policy require Director 
approval for any changes.  

Action:  
A new administrative policy on corporate credit cards has been 
developed based on Position Statement PSFCS24, which reflects 
current practice and is aligned with the OAG’s findings and 
recommendations. This will be referred to the next DAPPS meeting for 
Council adoption, together with the deletion of the old Position 
Statement PSFCS24 and associated Delegated Authority LGAFCS8.   

OAG Recommendation 2:  
Keep adequate records of all card transactions, including information 
that describes the nature/purpose of the expenditure and evidence of 
review and approval 

City of Cockburn review:  
The City has recently implemented a paperless credit card acquittal 
system process within the Technology One ERP. This enables the 
electronic storage of all transaction receipts/ invoices, the timestamping 
and recording of transaction authorisations by cardholders and “next 
manager up” approvals. The system requires Finance department staff 
to perform compliance checking reviews in order to complete the 
process. All processing and approval steps are completely work-flowed 
within the system, ensuring a complete end to end and transparent 
system. Auditor feedback to date suggests this system currently 
represents good practice within local government.      

Action:  
Finance department to ensure cardholders enter sufficient descriptions 
explaining the nature of the expenditure and to develop summary 
reporting for senior management to review.  

OAG Recommendation 3 - cancel redundant cards in a timely manner 
to avoid loss and/or misuse of cards 

City of Cockburn review: 

The City has effective termination checklist procedures, which ensure 
terminating cardholders return their corporate credit cards to Finance 
for cancellation. Credit card accounts are then cancelled promptly 
(within 3 business days of being returned) through the online banking 
system of the card provider (CBA). There is an improvement 
opportunity to review and assess card usage to identify dormant and 
unneeded cards. 

Action:  
Finance department to complete an annual review of all cards to 
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identify level of usage in the preceding 12 months (every December). 
Cards not showing any or minimal usage will be followed up with senior 
management for cancellation. 

OAG Recommendation 4 - regularly monitor outstanding transactions 
to identify and follow up on long outstanding un-acquitted transactions 

City of Cockburn review: 
The functionality of the City’s credit card system makes it relatively easy 
to identify and follow up on outstanding transactions. The Finance 
department prepares a monthly credit card non-compliance report for 
management and uses this to bring cardholders back into compliance. 
If cardholders ignore or fail to resolve the non-compliance issue, the 
credit card limit is reduced to zero until the issue is resolved. Repeated 
non-compliant behaviour may result in temporary suspension/ or 
permanent cancellation of credit cards after consulting senior 
management.  Since this new reporting regime, very rarely has there 
been a need to report non-compliance to senior management, 
demonstrating the overall effectiveness of the system.  

Action: 
Commence sharing the non-compliance report with senior managers of 
those staff listed on the report. Currently, it is only reviewed by the 
Manager Financial Services.  

OAG Recommendation 5 - ensure senior management periodically 
reviews credit card use, to confirm compliance with policies and to 
identify any abnormal trends. The results of these reviews should be 
documented and retained. 

City of Cockburn review: 
As mentioned under Recommendation 4, the City now produces a non-
compliance report for the Manager, Financial Services to review. More 
serious non-compliance is alerted to the Director, Finance & Corporate 
Services to determine any remedial action needed. The independent 
review and approval of all credit transactions by the cardholder’s 
manager also provides the opportunity for review of use and this is 
documented by the system.    

Action:  
Expand the non-compliance report to not only show the status of 
outstanding card transactions, but also to include any instances of 
insufficient supporting documentation or inappropriate use of credit 
cards.  Also provide more summarised information and statistics in the 
monthly payment list to Council. 

 

Overall, this review of the City’s credit card policies and procedures 
against the OAG audit shows a high level of operational efficiency and 
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governance. The City has a credit card facility of $250,000 (maximum) 
comprising of 72 credit cards and a total limit usage of $239,000. Credit 
card spending averaged a total $75,000 each month over the past year, 
with these statistics demonstrating the City taking great advantage of 
the reduced costs and streamlined business processes offered by this 
payment channel. 

However, there is always room for improvement and the outcomes of 
this review will be shared with the City’s auditors for 2018-19 (once 
appointed by the OAG). This will allow sufficient scrutiny and ensure the 
actions identified are carried out.  

  

Strategic Plans/Policy Implications 

Economic, Social & Environmental Responsibility 

Create opportunities for community, business and industry to establish 
and thrive. 

Leading & Listening 

Deliver sustainable governance through transparent and robust policy 
and processes. 

 

Budget/Financial Implications 

Approximately $900,000 is spent via credit cards annually with sufficient 
controls in place to ensure this is on budgeted expenditure. All 
expenditure is appropriately authorised in accordance with the City’s 
delegated financial authorities (DFA). 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

Audit activities are an important mitigation measure in addressing risk. 
It is important that any audit findings and recommendations are 
considered and addressed.  

Advice to Proponent(s)/Submitters 

N/A  
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Implications of Section 3.18(3) Local Government Act, 1995 

Nil 
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14. ENGINEERING & WORKS DIVISION ISSUES 

Nil  

15. COMMUNITY SERVICES DIVISION ISSUES 

Nil  
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16. EXECUTIVE DIVISION ISSUES 

16.1 FRAUD, MISCONDUCT CONTROL & RESILIENCE FRAMEWORK 

 

 Author(s) J Ngoroyemoto  

 Attachments 1. Fraud, Misconduct Control and Resilience 
Framework ⇩    

     

 

 

RECOMMENDATION 
That Council 

(1) adopts the proposed Fraud, Misconduct Control and Resilience 
Framework, as attached to the Agenda 

 

 

Background 

The Fraud and Misconduct Control and Resilience Policy was 
presented at the November 2018 DAPPS Committee meeting, and 
subsequently adopted at the December 2018 Ordinary Council 
Meeting. A commitment was made to review the Fraud, Misconduct 
Control and Resilience Framework, and to be presented at a future 
Audit and Strategic Finance meeting. 

The review has been completed, and the Fraud, Misconduct Control 
and Resilience Framework is submitted for consideration, as shown in 
the attachment to the report. 

Submission 

N/A 

Report 

All public sector entities need to deal with the threat of fraud. This can 
be difficult as fraud is deceitful and can be hard to detect. Australian 
Standard 8001-2008: Fraud and Corruption Control sets out a best 
practice framework for State and local government entities when 
developing their approaches to this issue.  

The City is committed to a strong culture and sound governance that 
will safeguard public funds and property. The City considers fraud, 
corruption and misconduct to be serious matters to which the City 
adopts a zero tolerance approach. 

The Fraud, Misconduct Control and Resilience Framework will provide 
an environment for implementation to:  
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 minimise opportunities for fraud, misconduct, bribery and 
corruption (whether committed by internal or external parties);  

 protect public monies, property, information and organisational / 
individual rights; and  

 maintain the effectiveness of the City’s operations. 

Implementation of this Framework will ensure that the City’s workforce 
acts legally, ethically and in the public interest. This Framework is 
based upon five best-practice fraud and misconduct control and 
resilience resources:-  

 Standards Australia – AS 8001-2008 Fraud and Corruption 
Control (the Australian Standard); 

 Western Australian Corruption and Crime Commission – 
Misconduct Resistance Guidelines (CCC Guidelines);  

 Western Australian Corruption and Crime Commission and 
Public Sector Commission (Joint) – Notification of Misconduct in 
Western Australia Guidelines (Notification Guidelines);  

 The Australian Minister for Home Affairs and Minister for Justice 
– Commonwealth Fraud Control Guidelines (Commonwealth 
Guidelines); and 

 Australian National Audit Office – Fraud Control in Australian 
Government Entities Better Practice Guide (ANAO Better 
Practice Guide). 

The framework is supported by the City’s organisational values and 
culture, governance and risk management frameworks, which work 
together to prevent, detect and respond to potential or actual fraudulent 
and corrupt conduct. A detailed Fraud Control Plan will also be 
developed by the Risk Review Group to provide assurance on areas of 
high vulnerability to fraudulent and corrupt activities. 

 

Strategic Plans/Policy Implications 

Leading & Listening 

Deliver sustainable governance through transparent and robust policy 
and processes. 

 

Budget/Financial Implications 

Fraud and Misconduct training will be covered in the Human Resources 
training budget 
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Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

The City of Cockburn is exposed to high risks of fraud and corruption 
because of the large volume of goods and services it procures, often 
from local suppliers and because of the high degree of devolved 
decision making vested in local governments. 

For this reason, the City is responsible for preventing, detecting and 
reporting fraud in order to protect revenue, expenditure and property. It 
is imperative that the City identify and monitor fraud risk and implement 
rigour and controls around its identified risk through an active fraud and 
corruption framework. By explicitly defining actions that constitute fraud, 
this will ensure that all employees and third parties are aware of what is 
and is not acceptable. 

Adoption of the recommendation will ensure a cost effective way of 
demonstrating the City's commitment to combating fraud and corruption 
wherever it is found. The development of an anti - fraud culture is a 
crucial part of the City’s position against fraud. 

Advice to Proponent(s)/Submitters 

N/A  

Implications of Section 3.18(3) Local Government Act, 1995 

Nil 
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17. MOTIONS OF WHICH PREVIOUS NOTICE HAS BEEN GIVEN 

Nil  

18. NOTICES OF MOTION GIVEN AT THE MEETING FOR 
CONSIDERATION AT NEXT MEETING 

  

19. NEW BUSINESS OF AN URGENT NATURE INTRODUCED BY 
MEMBERS OR OFFICERS 

 

20. MATTERS TO BE NOTED FOR INVESTIGATION, WITHOUT 
DEBATE 

Nil  

21. CONFIDENTIAL BUSINESS 

Nil  

22. CLOSURE OF MEETING 
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