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The Council of the City of Cockburn 
 
Audit Risk and Compliance Committee Meeting 
Thursday, 25 May 2023 at 6pm 
 
Agenda 
 
 
Committee Membership 
Cr K Allen 
Deputy Mayor T Widenbar 
Cr P Corke 
Cr T Dewan 
Cr M Separovich 
Independent Member G Geen 
 
 

1. Declaration of Meeting 

 

2. Appointment of Presiding Member (If required) 

 

3. Disclaimer (To be read aloud by Presiding Member) 

Members of the public, who attend Council Meetings, should not act immediately on 
anything they hear at the Meetings, without first seeking clarification of Council's 
position.  

Persons are advised to wait for written advice from the Council prior to taking action 
on any matter that they may have before Council. 

 

4. Acknowledgement of receipt of Written Declarations of 
Financial Interests and Conflict of Interest (by Presiding 
Member) 

 

5. Apologies & Leave of Absence 
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6. Public Question Time 

 

7. Confirmation of Minutes 

7.1 Minutes of the Audit Risk and Compliance Meeting - 16/3/2023 

Recommendation 
The Committee confirms the Minutes of the Audit Risk and Compliance Meeting held 
on Thursday, 16 March 2023 as a true and accurate record. 
 

  

8. Deputations 

 

9. Business Left Over from Previous Meeting (if adjourned) 

Nil  

 

10. Declaration by Members who have Not Given Due 
Consideration to Matters Contained in the Business Paper 
Presented before the Meeting 
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11 Reports - CEO (and Delegates) 

11.1 Built and Natural Environment 

11.1.1 Submission to the Office of the Auditor General – Performance Audit: 
Regulation of Air-handling and Water Systems  

 

Responsible 
Executive 

A/Chief of Built and Natural Environment  

Author A/Manager Public Health and Buildling Services  

Attachments 1. OAG Performance Audit Report-20 21 April 2023 Regulation of 
Air-handling and Water Systems ⇩   

     

 

RECOMMENDATION 
The Committee recommends Council: 

(1) RECEIVES the attached Office of the Auditor General Regulation of Air-handling 
and Water Systems Performance Audit dated 21 April 2023 which seeks to 
minimise the risk of Legionella bacteria (in air-handling and water systems) 
which can result in a serious lung infection known as Legionnaire’s Disease; 

(2) RECEIVES the report has been prepared by the Office of the Auditor General 
Western Australia for submission to Parliament under the provisions of the 
Auditor General Act 2006; 

(3) RECEIVES the purpose of the performance audit is to provide Parliament and 
the people of WA with opportunities for improved performance regarding the risk 
of Legionella bacteria; and 

(4) SUPPORTS the Office of the Auditor General recommendations.  

 
Background 

On 21 April 2023 the Office of the Auditor General (OAG) published Report 20: 2022-
23 ‘Performance Audit Regulation of Air-handling and Water Systems’. 

The Auditor General advises the performance audit has been prepared for 
submission to Parliament under the provisions of section 25 of the Auditor General 
Act 2006. 

Section 25 of the Auditor General Act 2006 specifies;  

1. The Auditor General may prepare and sign a report on an examination or 
investigation carried out under section 18 and may submit the report to —  
 
(a) both Houses of Parliament; or  
(b)  the Public Accounts Committee and the Estimates and Financial Operations 

Committee 
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2. Before signing a report proposed to be submitted under subsection  

(1), the Auditor General must — 
 

(a) give a summary of findings to the Treasurer, agency or audited local 
subsidiary, as the case may be, and any other person who, in the Auditor 
General’s opinion, has a special interest in the report; and 

(b) by written notice, invite the Treasurer, the accountable authority of the 
agency, the audited local subsidiary or that other person, as the case 
may be, to make submissions or comments on the content of the 
summary of findings before a specified day, being not more than 14 days 
after the summary of findings is given to the Treasurer, agency, audited 
local subsidiary or person. 

This report provides a summary of the audit with a recommended submission to the 
OAG under section 25(2) of the Auditor General Act 2006. 

Submission 

N/A 

Report 

Purpose of the OAG Audit 

In our community the growth of Legionella bacteria in air-handling and water systems 
can, in rare instances, result in a serious lung infection known as Legionnaire’s 
disease. 

An outbreak in Melbourne in 2020 resulted in 125 people hospitalised and four dead.  

Fortunately, in Western Australia we have not experienced an outbreak. However, 
this doesn’t mean it can’t or won’t occur.  

The risk of an outbreak may increase as our infrastructure and population ages, the 
climate warms, and new uses for water in our built environment emerge. 

The OAG audit examined three State entities, and three local governments: City of 
Joondalup, City of Melville and City of Perth, as they are enforcement agencies 
under the Health (Air-handling and Water Systems) Regulations 1994 (the 
Regulations). 
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Significant matters identified by the OAG 

The OAG audit report has identified the matters summarised below: 

• The existing regulatory framework requires improvement. Current limitations to 
the Regulations reduce their effectiveness in minimising public health risk. 

• There is inconsistency in how owners maintain and test their air-handling and 
water systems. 

• Improved education and guidance for owners of air-handling and water systems is 
needed, ahead of updated legislation. 

Implications for local government 

At present the Department of Health conducts limited education or awareness 
activities relevant to air-handling and water systems as part of its oversight role.   

While the local government sector and the industry have been advised of the likely 
framework for the new regulations, there is limited advice on how the public health 
risk should be minimised in the interim.   

The Department of Health has commenced preparations for the introduction of new 
regulations under the Public Health Act 2016.   

The City understands that planning documents for these regulations propose 
engagement with Local Government and industry through training presentations, 
letters, updated web content and guidelines.   

The OAG report recommends that the Department of Health provides updated 
guidance to owners of systems high-risk settings, to assist the industry to achieve 
best practice. 
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Table 1: The City’s draft submission to the OAG in relation to the OAG Performance 
Audit dated 21 April 2023 (Regulation of Air-handling and Water Systems):  

No. OAG recommendation City Response 

1. The Department of Health, in consultation 
with local government entities should: 

(a) Review current guidance to industry 
and local government entities in 
preparation for the adoption of the 
proposed new regulatory framework 

(b) Develop and implement an education 
program to support and encourage 
system owners to achieve more 
consistent risk-based practice. 

(c) Establish and maintain a central register 
of air-handling and water systems within 
WA 

(d) Consider splitting the implementation of 
the environmental health regulation 
package under the Public Health Act 
2016 to focus on areas of highest 
priority, including the air-handling and 
water systems regulations. 

The City of Cockburn supports 
this recommendation. 

The Built and Natural 
Environment division will 
continue to work with the 
Department of Health with the 
implementation of all necessary 
measures to adequately address 
and communicate the public 
health risk of air-handling and 
water to affected property 
owners.  

The Department of Health has 
indicated July 2024 as an 
implementation timeframe for 
these requirements.  

2. Local government entities, in consultation 
with Department of Health should:  

(a) develop ways to gather the information 
on air-handling and water systems in 
their areas that will support a central 
register 

(b) consider introducing a risk-based 
monitoring/compliance process for air-
handling and water systems within their 
jurisdiction. 

The City of Cockburn supports 
this recommendation. 

The Built and Natural 
Environment division will 
continue to maintain a register of 
the air-handling and water 
systems within the City and 
undertake modifications as 
necessary to meet the 
requirements of new regulations, 
within the indicated timeframe of 
December 2024. 

3. State and local government entities who 
own air-handling and water systems should: 

(a) develop risk management plans  
(b) ensure that systems are operated and 

maintained in accordance with 
Australian/New Zealand Standard 3666 
Air-handling and water systems of 
buildings–Microbial control. 

The City of Cockburn supports 
this recommendation. 

The Built and Natural 
Environment division will continue 
to liaise with the Department of 
Health as it progresses 
development of a risk 
management and assessment 
framework for Legionella control. 

The Department of Health has 
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indicated that this will be 
implemented by July 2024.  

The Built and Natural 
Environment division will engage 
with local businesses to ensure 
that they are aware of their 
obligations to comply with 
Australian/New Zealand Standard 
3666 Air-handling and water 
systems of buildings–Microbial 
control.   

The City’s Operations Division 
will continue to ensure that air-
handling and water systems 
owned by the City are maintained 
in accordance with AS/NZS 3666. 
This may include replacement of 
older air-handling systems 
overtime. 

  

Conclusion  

It is recommended the Committee notes the OAG’S performance audit and provides 
support of the above three recommendations.  

Strategic Plans/Policy Implications 

Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 

N/A 

Legal Implications 

Sections 7.1, 7.12A(3) and 7.12AJ of the Local Government Act 1995 refer; and 
Public Health Act 2016.Community  
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Consultation 

The OAG is currently consulting the community by way of the attached performance 
audit. Section 25 (2)(b) of the Auditor General Act 2006 specifies the Auditor General 
must invite the public to make a submission or comments of the summary of findings 
before a specified day being not more than 14 days after the summary of findings.  

Risk Management Implications 

OAG performance audits constitute the fourth line of defence in the OAG’s ‘Four 
Lines of Defence Assurance Model’ which the City has adapted in the City of 
Cockburn Enterprise Risk Management Framework.  

The OAG has identified risks in its performance audit report and, as appropriate, the 
City will implement adequate appropriate control measures, where applicable. 

Not following the OAG’s audit recommendations would constitute a Substantial 
compliance risk.   

Advice to Proponent(s)/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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11.2 Finance 

11.2.1  Cyber Risk Essential 8 Maturity Assessment 

 

Responsible 
Executive 

A/Chief Financial Officer  

Author Head of Information Technology  

Attachments 1. LGIS - Essential 8 Assessment Report - Cockburn - Final ⇩  
2. City Information & Cyber Security Policy ⇩  
3. ISO 27001 Gap Assessment 2021 (Confidential)   
4. ISO 27001 Gap Assessment 2018 (Confidential)    

     

 

RECOMMENDATION 
The Committee recommends Council: 

(1) RECEIVES the LGIS/Marsh ASD Essential 8 Controls Maturity assessment, as 
attached to the Agenda. 

 

 
Background 
 
The City’s Insurance Provider, LGIS, commissioned a cyber security audit on a select 
group of local government entities.  This audit informs the cyber security insurance 
premium paid by LG entities. 

The cyber audit, carried out by Marsh Cyber Advisory, is based on the Australian 
Cyber Security Centre’s (ACSC) Essential Eight (E8) - Essential Eight | 
Cyber.gov.au.  
 
This is the City’s first assessment against the E8.   
The Essential Eight are practical guidelines, developed by the Australian Signals 
Directorate (ASD) and Australian Cyber Security Centre (ACSC), to mitigate 
cybersecurity incidents that include:  

• The prevention of malware delivery and execution 

• Limiting the extent of cybersecurity incidents 

• Ensuring data recovery and system availability. 
 

The E8 contains 8 cyber controls: 

1. Application Control (Whitelisting) 
2. Patch Applications 
3. Block Microsoft Office Macros 
4. User Application Hardening 
5. Restrict Administrative Privileges  
6. Patch Operating Systems 
7. Implement Multi-Factor Authentication 
8. Perform Daily Backups 
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The ASD E8 measures against a maturity model for each control, with maturity 
scores ranging from zero (0) (weakest) to three (3) highest.  LGIS/Marsh minimum 
desired maturity level is two (2) for each E8 control.   

The ACSC state “Maturity Level Three (3) will not stop adversaries that are willing 
and able to invest enough time, money and effort to compromise a target”, and 
should consider further mitigation strategies beyond the E8. 

Essential Eight Maturity Model | Cyber.gov.au 

 
 
Submission 
 
N/A 
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Report 
 
Result of Assessment 
 
The City scored an overall maturity level of 0.97 out of 3. The score reflects a poor 
maturity level across the ASD Essential 8 controls, indicating there is room for 
improving the City’s overall cyber security mitigation strategy. 
 
Recommendations have been provided as part of the assessment to enable the City 
to reach an overall maturity level score of 2.0, considered the baseline for a local 
government entity like Cockburn. 
 
It is worth noting that work has already progressed since the assessment that will 
lead to an improved maturity score. An example is the recently implemented Security 
Information and Event Management (SIEM) technology that supports threat 
detection, compliance, and security incident management. This was the number one 
priority for the City’s recently commenced Cyber Security Officer and it will deliver 
greater intelligence for protecting against multiple cyber threats.  
 
LGIS are in the last stages of finalising a benchmarking report for all the local 
governments that participated in the assessment. However, LGIS has indicated that 
a number of the City’s scores of the LGIS Essential Eight (E8) areas are above 
average, while the rest are tracking closer to the average (showing a low maturity 
profile across the sector).  
  
The pilot was undertaken by LGIS to assess the maturity and profile of the sector.  
 
Ultimately, LGIS aim for an improved control environment across the sector to drive:  

• Better availability of insurance coverage - maintaining cover and differentiating 
Local Government risk from the wider public sector (locally and internationally). 

• Containing rising costs – cyber risk pricing is increasing and the (local 
government) portfolio effect will play a role in reducing the impact on pricing. 

 

The LGIS/Marsh report also highlighted the following good practices at the City: 

• Multi-Factor Authentication (MFA) very diligently implemented across organisation  

• Privileged Access Management (PAM) diligently implemented and used within IT 

• Documented backup processes with regular full backups 

• Well-defined Windows patch management process 

• Application Whitelisting diligently implemented 
 
The City’s Executive endorsed the first Information and Cyber Security Administration 
Policy in 2019 (attached). This policy aligns the City’s Information Security 
Management Framework (ISMF) to the international standard of ISO 27001.   
 
The ISO 27001 standard is a fully comprehensive list of controls, policies, risk 
management, procedures and technical and management controls designed to 
wholistically improve cyber security posture. 
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The ASD Essential Eight (E8) assessment is based on a set of tactical mitigation 
principles designed to protect Windows-based systems.   
 
These mitigation strategies created by the Australian Cyber Security Centre that, 
when fully implemented provide protection from common cyber threats.   
 
These principles have been defined at the federal level and are not specifically 
designed to protect cloud or non-Windows based systems which the City also uses. 
 
Previous cyber audits at the City carried out by the Office of the Auditor General 
(OAG) were unofficially based on ISO 27002, which are not directly aligned to the 
Federal ASD E8.  However, the WA State Government is following the ASD E8 
protocol.  
 
The City has also previously commissioned multiple ISO 27001 gap assessments 
(attached), with the most recent being December 2021.  Below is a summary of 
results from the most recent ISO 27001 gap assessment. 
 

 
 
The City also commissioned an earlier ISO 27001 gap assessment in 2018.   
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This highlights the significant process the City has made in aligning to ISO 27001 
and improving cyber security.  
 

 
 
Whilst there is overlap of security controls between ISO 27001, ISO 27002 and ASD 
E8, an assessment against each framework will yield differing results. 
 
The ACSC note that Application Control (whitelisting) and Multi-Factor Authentication 
provide the strongest protection against cyber threats; the City’s assessed maturity 
level was high against these controls. 
 
The City will incorporate recommendations from the E8 assessment into its cyber 
roadmap and action plan currently being developed to address gaps identified 
through the ISO 27001 and ISO 27002 assessments, to meet policy objectives. 
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Marsh’s findings are tabled below along with the City’s response comment. 
 

Control Current State 
Summary of 
Findings 

Assessed 
Maturity 
Level 

City Comment 

Restrict 
Administrator 
Privileges 

 

1. Privileged 
accounts can 
still login to the 
unprivileged 
Operating 
environments  

2. Privileged 
accounts 
(excluding 
privileged 
service 
accounts) are 
not prevented 
from accessing 
the internet, 
email and web 
services.  

3. Windows 
Defender 
Credential 
Guard and 
Windows  

4. Privileged 
access to 
systems and 
applications 
are not 
automatically 
disabled after 
45 days of 
inactivity.  

5. There is no 
unique 
Credentials for 
local 
administrator 
accounts and 
service 
accounts  

6. Privileged 
access to 
systems and 
applications 

 

0.60 

1. Significant progress 
already made since the 
report was 
commissioned. 

2. Review current 
controls for privileged 
accounts due June 2023 

3. Continue work of 
distinguishing privileged 
and unprivileged 
accounts due August 
2023 
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Control Current State 
Summary of 
Findings 

Assessed 
Maturity 
Level 

City Comment 

are not 
automatically 
disabled after 
12 months  

7. Defender 
Remote 
Credential 
Guard are not 
enabled  

Regular Backups 1. There is no 
Business 
Continuity Plan 
(BCP) 

2. Testing of 
backups are 
not conducted 
periodically  

3. Restoration of 
backups not 
done  

4. Unprivileged 
accounts are 
not prevented 
from modifying 
or deleting 
backups.  

5. Users with 
Privileged 
accounts can 
still access 
backups  

 

0.75  1. The City currently has 
a BCP in place, and 
updated this in March 
2023 

2. Scheduled testing of 
backups has since 
been introduced 

3. Scheduled testing of 
restorations has since 
been introduced 

4. Helpdesk staff 
currently have access 
to backups to perform 
data restores. 

User Application 
Hardening 

1. There is no 
documented 
hardening 
guidelines 

2. Web browsers 
are not 
configured to 
block web 
advertisements 

3. PowerShell is 
not configured 
to use 

0 1. Hardening guidelines 
to be documented by 
June 2023 

2. Web browsers to be 
configured to block 
web advertisements 
by June 2023 

3. PowerShell to have 
secure controls 
applied by August 
2023 

4. Application 
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Control Current State 
Summary of 
Findings 

Assessed 
Maturity 
Level 

City Comment 

Constrained 
Language 
Mode 

4. PDF software 
is not blocked 
from creating 
child 
processes. 

5. Blocked 
PowerShell 
script 
executions are 
logged 

6. Microsoft Office 
is not blocked 
from creating 
executable 
content. 

7. Microsoft Office 
is not blocked 
from injecting 
code into other 
processes. 

8. Web browser, 
Microsoft Office 
and PDF 
software 
security 
settings cannot 
be changed by 
users 

Whitelisting currently 
prevents all execution 
of process not 
whitelisted 

5. PowerShell to have 
logging applied by 
August 2023 

6. Application 
Whitelisting currently 
prevents all execution 
of process not 
whitelisted 

7. Application 
Whitelisting currently 
prevents all execution 
of non-Office 
processes not 
whitelisted 

8. Further user 
application hardening 
to be applied by 
December 2023 

Patch Operating 
Systems 

1. There is no 
vulnerability 
scanner to 
identify the 
missing 
patches or 
security 
vulnerabilities 

0.6 1. The City has since 
implemented a 
vulnerability scanner 
to identify missing 
operating system 
(OS) patches 

Patch 
Applications 

1. Controls 
pertaining to 
patching of 
applications 
are not 
implemented 

0 1. The City has since 
implemented a 
vulnerability scanner 
to identify missing 
applications patches.  
The same method to 
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Control Current State 
Summary of 
Findings 

Assessed 
Maturity 
Level 

City Comment 

nor appropriate 
risk 
management 
practices are 
enabled in the 
environment 

2. Patches, 
updates or 
vendor 
mitigations for 
security 
vulnerabilities 
in internet-
facing services 
are not applied 
within two 
weeks of 
release, or 
within 48 hours 
if an exploit 
exists. 

3. A vulnerability 
scanner is not 
used at least 
daily to identify 
missing 
patches or 
updates for 
security 

4. Patches, 
updates or 
vendor 
mitigations for 
security 
vulnerabilities 
in office 
productivity 
suites, web 
browsers and 
their 
extensions, 
email clients, 
PDF software, 
and security 
products are 

apply OS patches will 
be applied to 
Applications by 
August 2023 
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Control Current State 
Summary of 
Findings 

Assessed 
Maturity 
Level 

City Comment 

not applied 
within two 
weeks of 
release, or 
within 48 hours 
if an exploit 
exists, this is 
covered only 
as a part of 
Patch Cycle 

Configure 
Microsoft Office 
Macros 

1. There are no 
Microsoft 
Macros 
settings 
enabled 
throughout the 
Organisation 

0 1. Currently being 
investigated.  The 
City’s Enterprise 
resource planning 
(ERP) System uses 
macros extensively. 
The City will apply 
MS Office macro 
settings by 
September 2023 or 
raise this as a risk if 
required by the ERP. 

Application Control 1. Application 
whitelisting 
control is not 
implemented 
throughout the 
organisation 

2.8 1. The City scored above 
the minimum 
recommendation for this 
control.  All laptops and 
desktops have 
whitelisting applied.  
Servers to have 
whitelisting applied by 
December 2023. 

Multi Factor 
Authentication 
(MFA) 

1. MFA used 
extensively 
throughout 
organisation 

3.0 1. The City scored above 
the minimum 
recommendation for this 
control 
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Marsh also recommended some further next steps.  These are not ASD E8 specific 
recommendations but will further improve the City’s cyber security posture. 
 

Marsh Further Recommendations City of Cockburn Response 

• Defining the risk profile for each 
control as a result of inadequacies in 
the current implementation of 
controls. This will help the council in 
drafting the right mitigation 
strategies and minimise the 
probability of Cyber Security breach 
/ data breach that can be caused by 
internal or external threats 

• The City will define a risk profile for 
each control as per the City’s Risk 
Management Framework by June 
2023. 

• Define Data Classification policy 
document to identify the critical and 
non-critical data and strengthen the 
controls to protect the critical / 
confidential data handled by the 
council 

• The City has already commenced 
defining a data classification policy 
based on WA state government data 
classification framework.  This 
should be complete by January 
2024. 

• Create a roadmap, which is 
essentially a statement on the 
improvement areas and plan of 
action for implementation of the 
improvement areas. This is where 
the organisation will review the risk 
statements and categorise them into 
the relevant risk actions i.e., accept, 
mitigate, transfer or avoid 

• A cyber roadmap is currently being 
developed by the City’s recently 
appointed Cyber Security Officer.  
This will be complete by June 2023. 

• Create the strategy for 
implementation of the improvements 
for which risk mitigation is selected 
as the action in the roadmap. The 
strategy takes into consideration the 
budget available for implementation 
of the controls and prioritises the 
actions accordingly over a time 
frame of 12-18 months 

• The cyber roadmap will be 
incorporated into the City’s 
Information and Technology 
Strategy. 

• Development of cyber incident 
response plans and cybersecurity 
awareness training for employees of 
the council to minimise possibilities 
of unintentional internal attacks 
through negligence or unawareness 

• The City has a Digital Forensics & 
Incident Response (DFIR) plan in 
place.  This plan includes prepaid 
engagement with cyber security 
professional services should this 
response plan require invoking.  This 
plan is currently being reviewed and 
will be complete by June 2023. 

 
  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.2.1   ARC 25/05/2023 

 

 

   47 of 144 
 

Strategic Plans/Policy Implications 
Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Employer of choice focusing on equity, innovation and technology. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
Implementing cyber security protection controls involves acquiring hardware, and 
software, along with specialist skills necessary to operationalise and support these 
controls.  
 
Given the enhanced focus on IT Controls and ongoing audits from LGIS, OAG, other 
stakeholders and an internal audit regime, additional funds will be requested through 
the budget process to ensure the City meets the required levels of cyber security 
protection. 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
The review of findings and recommendations contained in the ASD Essential 8 
assessment (and other recent cyber security audits) help steer the future direction, 
development, and implementation of cyber controls at the City. This work aims to 
reduce cyber security risks and improve the City’s cyber security posture in a 
constantly evolving cyber threat landscape. 
 
Addressing the ASD E8 recommendations will reduce the City’s risk from cyber-
attack on the City’s operational IT systems and potentially compromising the 
confidentiality, integrity, and availability of the City’s data. This mitigates against 
potential financial loss to recover data, and any subsequent reputational loss. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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11.3 Operations 

11.3.1 Henderson Waste Recovery Park Annual Department of Water and 
Environmental Regulation (DWER) Report 

 

Responsible 
Executive 

Chief Operations Officer  

Author Waste Services Manager  

Attachments 1. Henderson Waste Recovery Park - Annual Report ⇩   
     

 

RECOMMENDATION 
That Committee recommends Council: 

(1) RECEIVES the Henderson Waste Recovery Park Annual Report to the 
Department of Water and Environmental Regulation. 

 
Background 

The Henderson Waste Recovery Park (HWRP) operates under a licence 
(L9159/2018/1) issued by the Department of Water and Environmental Regulation 
(DWER).  
 
Section 36 of the licence states: The licence holder must submit to the CEO 
Department of Water and Environmental Regulation (DWER) an Annual 
Environmental Report within 28 days after the end of the annual period.  
 
The annual period is defined as the 12-month period commencing from 2 March until 
1 March of the year immediately following.  
 
The report is to include: 

• Condition 5.2.1 - Summary of any failure or malfunction of any pollution control 
equipment and any environmental incidents that have occurred during the 
annual period, and any action taken 

• Condition 5.2.1 - Surveyed Topographic Contour Map depicting the area of the 
planned footprint, including cross sections for cut slopes, filled areas and 
unexcavated areas 

• Condition 3.6.1 -Waste input and output data (including rejected loads) 

• Condition 3.7.1 - Process monitoring 

• Condition 3.8.1 - Monitoring of Ambient Groundwater Quality 

• Condition 5.1.3 - Compliance Annual Audit Report 

• Condition 5.1.4 - Compliant Summary 

• Condition IR5 - Submit a Geotechnical Report. 
 
  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.3.1   ARC 25/05/2023 

 

 

   67 of 144 
 

The report and attachments were signed by the A/Chief Executive Officer and 
electronically submitted to DWER on 20 March 2023. 

Note, the annual report is being presented to the May 2023 ARC as the report was 
not finalised until after the closing date for agenda items to the 16 March 2023 ARC. 

Submission 

N/A 

Report 

The 2022/23 Annual Report, attached, has been prepared in accordance with the 
proforma issued by the DWER.  
 
Responses to each of the City’s licence conditions have been detailed along with all 
supporting documentation being issued with the report.  
 
Key highlights of the report include: 

1. Compliance with Licence  
2. Approval to bury quarantine waste current 
3. 182,092 tonnes of waste received (30% increase on 2021/22) 
4. 21,109 diverted from landfill 
5. Two complaints received  
6. 2 Bushfire crossed into the Site causing facility closure and evacuation. 
7. Household Hazardous Waste removal: 

a) 91.8 tonnes of chemicals and paint 
b) 27.72 tonnes of gas bottles. 

 
Strategic Plans/Policy Implications 
 
Environmental Responsibility 
A leader in environmental management that enhances and sustainably manages our 
local natural areas and resources. 
• Sustainable resource management including waste, water and energy. 
 
Budget/Financial Implications 
 
The report was prepared by officers within the Waste Service Unit with costs 
associated with external reports covered under operational budgets. 

 
Legal Implications 
 
NA 
 
Community Consultation 
 
NA 
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Risk Management Implications 
 
As the report has been issued to the Department of Water and Environmental 
Regulations, there is a low risk the City’s licence will be revoked should Council not 
adopt the recommendation. 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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11.4 Governance and Strategy 

11.4.1 Risk Maturity Assessment -  Report 

 

Responsible 
Executive 

Executive Governance and Strategy  

Author Manager Legal and Compliance  

Attachments 1. Risk Maturity Review 2023 ⇩   
     

 

RECOMMENDATION 
The Committee recommends Council: 

(1) ACCEPTS the Risk Maturity Assessment Report; and 

(2) RECEIVES annual reporting to the Audit Risk and Compliance Committee, on 
the Risk Maturity Improvement Plan. 

 
Background 
 
The City set a corporate KPI to undertake a Risk Management Maturity Review by 
June 2023. 
 
Regulation 17 of the Local Government (Audit) Regulations 1996 provides that the 
Chief Executive Officer is to review the appropriateness and effectiveness of a local 
governments systems and procedures in relation to risk management not less than 
once every three years.  
 
The CEO is to report to the audit committee the results of that review. 
 
Moore Australia were engaged by the City to complete a broad scope Risk Maturity 
Review. 
 
The purpose of the external review is to determine the appropriateness and 
effectiveness of the City’s risk management practices, against the Australian 
Standard AS ISO 31000:2018 Risk Management Guidelines.  
 
The scope of the review included the City’s Risk Management Framework, Risk 
Culture and Risk Management processes. 
 
Submission 
 
N/A 
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Report 
 
The Report is attached for consideration by the Audit Risk and Compliance 
Committee (ARC). 
 
The objective of a risk maturity review is to assess an organisation’s ability to 
effectively identify, evaluate, and manage risks across its operations. The review 
aims to evaluate the maturity of the organisation’s risk management processes and 
to identify areas where improvements can be made. 
 
A risk maturity review typically involves an assessment of the organisation’s risk 
management framework, policies and procedures and practices as well as an 
evaluation of the effectiveness of risk management activities, and the alignment of 
those activities with the organisation’s overall strategic objectives. 
 
A risk maturity review may also examine risk culture, risk appetite, risk reporting and 
communication and the roles and responsibilities of individuals involved in the risk 
management process. 
 
The ultimate objective is to aid the organisation in developing more robust and 
effective risk management, which can help better manage risks, protect assets and 
reputation, and ultimately achieve its strategic objectives. 
 
Moore Australia were engaged to conduct the review. Moore assessed the maturity 
of the City’s Risk Management Framework, the Risk Culture, and the Risk 
Management process. 
 
Moore Australia have finalised the review report and it is presented to the ARC for 
review (note: the document is marked draft for the City’s input to finalise). 
 
The report has identified the City’s maturity in the three areas reviewed to be 
inadequate. 
 
There are several recommendations in the report and the City’s response/actions will 
form the Project Implementation Plan to address the recommendations (Risk Maturity 
Improvement Plan). 
 
The Risk Maturity Improvement Plan is presented to the ARC for information only. 
The actions, owners, and delivery dates may be subject to change 
 
The implementation of the Risk Maturity Improvement Plan is an operational matter, 
however given the outcomes of the risk maturity review it was deemed prudent to 
provide assurance to the ARC of the City’s response. 
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A mature risk management framework is one which is characterised by a number of 
key attributes: 

1. A clear understanding of the organisation’s risk appetite, tolerance and strategy. 
2. An integrated approach to risk management with risk considerations integrated 

into all aspects of the organisation’s decision-making processes. 
3. The use of standardised risk management processes and tolls which are 

consistently applied across the organisation. 
4. The use of objective risk assessments to identify, evaluate and prioritise tasks. 
5. The implementation of effective risk mitigation strategies, which are regularly 

monitored and updated as needed. 
6. The establishment of a strong risk culture with a shared understanding of the 

importance of risk management and a commitment to continuous improvement. 
 
As identified in the report, the City has a number of actions to implement in order to 
work towards being a more mature organisation in its approach to risk management. 

The independent Risk Maturity Review highlights the City’s areas which need 
improvement, and the Risk Maturity Improvement Plan identifies the actions to be 
undertaken. 

Reporting on the Risk Maturity Improvement Plan will be presented to the ARC for 
assurance and transparency. 
 
On 14 April the Council resolved to: 

“...CONDUCT a briefing session on the topic of the City’s Corporate Risk 
 Management Framework and Policy, and its strategic relevance to the City” 
 
Moore will be presenting to the Elected Members at a future Elected Member 
Strategic Briefing Forum (EMSBF) on Risk Management, where Elected Members 
will also have the opportunity to ask questions directly to Moore representatives 
regarding the Risk Maturity Assessment and Risk Management at the City of 
Cockburn. 
 
The objective of the Risk Maturity Improvement Plan and the EMSBF for Elected 
Members is to progress improvements in the City’s Risk Maturity and provide 
assurance to the Elected Members. 
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
• High quality and effective community engagement and customer service 
experiences. 
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Budget/Financial Implications 
 
The FY24 and FY25 budgets include a provision for the implementation of the Risk 
Maturity Improvement Plan. 
 
Legal Implications 
 
Local Government (Audit) Regulations 1996 r17 CEO to review certain systems and 
procedures. 
 
Community Consultation 
 
NA 
 
Risk Management Implications 
 
The Risk Maturity Review has identified several areas of improvement in the City’s 
Risk Management Framework, the Risk Culture, and the Risk Management 
Processes.  
 
The report has benchmarked the City’s practices, procedures, framework etc against 
industry standards and best practices.  
 
This benchmarking helps the City understand its current position and areas of 
improvement.  
 
The delivery of the Risk Management Improvement Plan will require substantive 
resources, and some skills which the City cannot meet internally. 
 
The City has to operate accepting some of the areas of concern while the 
improvement Plan is implemented, which is itself an exercise of determining the 
City’s risk appetite. 
 
Due to the nature of the recommendations from the Risk Maturity Review, it is 
recommended regularly reporting on the actions and outcomes be presented to the 
ARC to ensure that improvements are made and sustained over time. 
 
The objective is for the organisation to more effectively manage risk and improve it’s 
risk management maturity over time. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   89 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

90 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   91 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

92 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   93 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

94 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   95 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

96 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   97 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

98 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   99 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

100 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   101 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

102 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   103 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

104 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   105 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

106 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   107 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

108 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   109 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

110 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   111 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

112 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   113 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

114 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   115 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

116 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   117 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

118 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   119 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

120 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   121 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

122 of 144    
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



ARC 25/05/2023   Item 11.4.1 Attachment 1 

 

 

   123 of 144 
 

  

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.1 Attachment 1   ARC 25/05/2023 

 

 

124 of 144    
 

 
 

Version: 2, Version Date: 25/05/2023
Document Set ID: 11496066



Item 11.4.2   ARC 25/05/2023 

 

 

   125 of 144 
 

11.4.2 Audit Risk and Compliance Committee - Terms of Reference and 
Annual Calendar of Business 

 

Responsible 
Executive 

Executive Governance and Strategy  

Author Manager Legal and Compliance  

Attachments 1. Audit Risk and Compliance Committee Terms of Reference ⇩  
2. Audit Risk and Compliance Committee Annual Calendar ⇩   

     

 

RECOMMENDATION 
The Committee recommends Council: 

(1) ADOPTS the Audit Risk and Compliance Terms of Reference as attached to this 
Report. 

 
Background 

Council established the Audit Risk and Compliance Committee (ARC) on 10 March 
2022. 

The Council recommended the Terms of Reference be referred to the first ARC 
before adoption by Council. 

The Terms of Reference were ultimately adopted by Council in April 2022. 

The Terms of Reference have been subject to minor amendments over the last 12 
months. 

The purpose of this report is to present to the Committee, and Council recommended 
changes following an annual review. 
 
Submission 
 
N/A 
 
Report 
 
The review of the Terms of Reference has resulted in several recommended 
changes.  
 
Consideration has also been given to recommendations from the Risk Maturity 
Review. 
 
Key change themes include: 

1. Addition of purpose: to clearly identify the purpose of the Committee; 

2. Objectives and Duties – additions to a) “which includes reviewing and ensuring 
the accuracy and completeness of the financial statements of the City of 
Cockburn” and i) “monitor and report on the effectiveness of the City's risk 
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management framework, including reviewing risk assessments, risk treatment 
plans, and the effectiveness of controls”; 

3. Membership – additions to add clarity to membership, no remuneration for 
independent members, training recommendations for ARC members to support 
ARC members in professional development and clarity around proxies and 
quorum requirements; 

4. Meetings – not less than 4 per year with a commencement time of 6pm, 
removing the proposed end times as limitations should not be imposed or 
implied for the ARC; 

5. Reporting – amendments to include current practices with agenda publications, 
and committee reporting duties to Council. 

 
The Annual Calendar, which is indicative and an operational guide for ARC reporting, 
has been updated and is attached for the Committees reference. 
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
• Employer of choice focusing on equity, innovation and technology. 
 
Budget/Financial Implications 
 
There are no budget implications from the recommendations in this report. 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
The recommended changes to the Terms of Reference address some of the issues 
identified in the Risk Maturity Review. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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11.4.3 Internal Audit Plan FY2024-2026 

 

Responsible 
Executive 

Executive Governance and Strategy  

Author Manager Legal and Compliance  

Attachments 1. City of Cockburn Internal Audit Plan 2024-2026 Proposed ⇩   
     

 

RECOMMENDATION 
The Committee recommends Council:   

(1) ADOPTS the proposed Internal Audit Plan FY2024-2026. 

 
Background 

The City of Cockburn’s current Enterprise Risk Management Framework (RMF) 
subscribes to the four lines of defence assurance model promoted by the Office of 
the Auditor General (OAG), as the mechanism to provide assurance of effective risk 
management.  

This model ensures roles, responsibilities and accountabilities for decision making 
are structured to demonstrate effective governance and assurance.  

The four lines of assurance are as follows: 

• First line - held by the Business/Service Unit Heads and employees 

• Second line - held independently by the Legal and Compliance Service Unit 

• Third line - provided by the City’s internal/external auditing mechanism  

• Fourth line - provided by the external performance and focus audits provided by 

the regulatory regimes – the Department of Local Government, Sport and 

Cultural Industries and the OAG. 

As a third line of defence ‘Internal auditing is an independent, objective assurance 
and consulting activity designed to add value and improve an organisation’s 
operations. It helps an organisation accomplish its objectives by bringing a 
systematic, disciplined approach to evaluate and improve the effectiveness of risk 
management, control, and governance processes’ - definition from the International 
Professional Practices Framework issued by the Institute of Internal Auditors (IIA), 
2017. 

In October 2022 Council endorsed the Interim Internal Audit Plan for FY23, which 
comprised of an “Acting Through” audit. 

The FY2024-2026 Internal Audit Plan is presented to the Audit Risk and Compliance 
Committee for endorsement by Council. 

Submission 

N/A 
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Report 

The FY2024-2026 Internal Audit Plan comprises of several audits which were not 
delivered from the 2019-2022 Internal Audit Plan and a strategic risk identified in the 
City’s risk register, which is categorised as an extreme risk. 

As previously reported to the Audit Risk and Compliance Committee (ARC), when 
adopting the Interim Internal Audit Plan, several audits from the 2019-2022 Internal 
Audit Plan were not delivered due to the implications of COVID-19 in March 2020 
and the resource limitations faced by the City at this time. 

1. Contract Management 

An evaluation of how the City manages contracts to verify and ensure that 

systems, policies, and controls (including resourcing capacity) are being met, 

and that all obligations and stipulations are taking place as agreed upon and 

scheduled. 

 

2. Effectiveness of Service Delivery Planning and Review Processes 

The audit objective is to assess the effectiveness of the City’s service delivery 
planning and review processes, do they:  
 

• Determine the viability and sustainability of the City’s current service delivery 
model for services 

• Forecast future demand and service needs 

• Consider the best type of service delivery model (insource, outsource, mix etc.) 

• Identify future funding challenges and solutions for controlling financial costs 

• Survey and monitor community expectations (industry trends, benchmarking, 
customer satisfaction levels etc.) 

• Measure the level and quality of services and require benefit analysis 

• Consider and embrace technological changes 

• Enable reshaping or repurposing of existing services. 
 
To be undertaken in a staged approach with the first stage being a high-level 

review to determine overall current state and identify gaps and improvement 

opportunities.  

 

Second (and future stages if necessary) will be to review specific areas identified 

and progress of improvement plan delivery). 

 

3. Fleet management 

The objective of the audit is to assess the adequacy of the management control 

framework and related risk management strategies for the fleet management 

function, including processes relating to the planning, organizing, controlling, 

directing, communicating, and the management of vehicle assets. 
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Extent to which the City’s is complying with policies, procedures, guidelines, and 

with laws and regulations pertaining to fleet management. 

 

4. Climate Change Strategy – Adaptation 

The City has identified key solutions in its climate resilience roadmap in the form 

of six adaptation objectives that will help the City increase resilience to climate 

change: 

 

1. Waterwise City 

2. Conserve biodiversity 

3. Coastal adaptation 

4. Increase the urban forest 

5. Protect community infrastructure 

6. Enhance health and wellbeing. 

 

The audit objective is to assess the effectiveness of the six adaptation objectives 

that will help the City and its community increase resilience to climate change. 

 

The first phase of this audit will be to create a program of work to schedule 

multiple audits, to track the implementation of the six mitigation objectives that 

will help the City mitigate climate change. This is due to the size and complexity 

of the 6 mitigation actions to achieve Net Zero by 2030. 

 

The City will aim to deliver three internal audits each financial year.  

Following the recent Risk Maturity Review undertaken by Moore Australia, 
subsequently reported on in this ARC meeting, there will be some additions to the 
Internal Audit Plan (FY2024-2026) to meet some of the recommendations. 

Once this FY2024-2026 Internal Audit Plan is adopted, the City will commence the 
process to appoint an independent auditor.  

Strategic Plans/Policy Implications 

Environmental Responsibility 
A leader in environmental management that enhances and sustainably manages our 
local natural areas and resources. 
• Address Climate Change. 
 
Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
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Budget/Financial Implications 

The City has an allocation for internal auditing services included in the annual budget 
each year. 
 
Legal Implications 

Local Government (Audit) Regulations 1996 Regulation 17. 

Community Consultation 

N/A 

Risk Management Implications 

The risk management implications of not having an internal audit plan are significant 
and could result in a number of negative consequences.  

Without an internal audit plan, it is difficult to systematically identify, assess and 
manage risks that may impact the City of Cockburn. 

Some potential risk management implications for not having an internal audit plan 
can include, increased risk of non-compliance, increased risk of operational 
inefficiencies and increased reputational risk. 

It is recommended the incomplete audit items from the 2019-2022 Internal Audit Plan 
be included in the FY2024-2026 Internal Audit Plan to ensure they are completed 
and the relevant risks managed. 

Advice to Proponent(s)/Submitters 

N/A 

Implications of Section 3.18(3) Local Government Act 1995 

Nil 
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11.5 People Experience and Transformation 

11.5.1 Organisational Culture Review by Independent Member - Quotation 

 

Responsible 
Executive 

Acting Executive, People Experience and Transformation  

Author(s) Acting Executive, People Experience and Transformation  

Attachments 1. Proposal One - Mapien (Confidential)   
2. Proposal Two - Keogh (Confidential)   
3. Proposal Three - Integral Development Associates 

(Confidential)    
     

 

RECOMMENDATION 
The Committee recommend Council: 

(1) RECEIVES the proposals received and attached to the report; and 

(2) DEFERS consideration of the Organisational Culture Review to an Audit risk and 
Compliance Meeting to be held within six months of the commencement of the 
Chief Executive Officer.  

 
Background 
 
The following Council Decision was made at the 13 October 2022 Ordinary Council 
Meeting, Council  
 

That Council: 

(1) RECEIVES the Minutes of the 21 September 2022 Audit, Risk and 
Compliance Committee Meeting. 

(2) ADOPTS the recommendations contained within. 

(3) REQUESTS quotations for Council consideration for an external review of 
the City’s policies covering workplace bullying and harassment, and 
workplace bullying, and harassment claims made in 2022; and 

(4) REQUESTS quotations for Council consideration of an Organisational 
Culture Review by an independent consultant. 

 
Submission 
 
N/A 
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Report 
 
Organisational Culture Review 
 
The City has requested quotations in relation to the undertaking of an organisational 
cultural review by an independent consultant.  
 
The following scope was provided to prospective consultants: 

• Analysis of previous engagement surveys, pulse surveys, exit surveys and other 
People Experience metrics to ascertain the status of the organisational culture at 
the City.  

• The review must include 
o Direct, in person engagement of employees, including interviews and focus 

groups. 
o A whole of business engagement survey.  

• Debrief to be undertaken with the Chief Executive Officer, Executive Committee 
(ExCo) and Council.  

• Recommendations made in relation to short comings and areas of improvement 
in relation to organisational culture at the City. 

 
The attached proposals were received, with the costings as follows. 
 
A recent pulse survey, coordinated in December 2022, indicated three main areas of 
concern: 

1. A lack of capability and trust with senior leaders.  
2. The unresolved Enterprise Agreement process.  
3. The uncertainty involved in the Chief Executive Officer recruitment process.  
 
Of these areas of concern two are deemed to be resolved, with a comprehensive 
strategy relating to leadership capability in development. An organisational wide 
engagement survey is scheduled to take place in late May 2023.  
 
It is proposed that any decision pertaining to the commencement of an organisational 
culture review is deferred to an ARC Meeting that is held within six months of the 
commencement of the Chief Executive Officer.  
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Review of City Policy - Bullying and Harassment 
 
The City’s current Bullying, Harassment and Discrimination Policy is an 
Administration Policy.  
 
It was reviewed and endorsed by the Executive Committee on 24 February 2023. 
 
The Policy was drafted in line with best practice processes and compliant to relevant 
legislation.  
 
The Policy was peer reviewed by WALGA prior to endorsement.  
 
Workplace Bullying and Harassment Claims 
 
Any claims made by employees in relation to bullying and harassment are a 
confidential employee matter and will not be disclosed.  
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Employer of choice focusing on equity, innovation and technology. 
 
Budget/Financial Implications 
 
The costs associated with undertaking an independent organisational culture review 
has not been budgeted for in FY23 or FY24.  
 
If the Council were to proceed with an independent organisational culture review a 
budget provision will be required.  
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
Poor organisational culture can have implications on attraction and retention of 
employees, as well as having an impact on the overall strategic and operational 
performance of the organisation.  
 
The City currently undertakes regular engagement activities with whole of business 
to ensure that feedback is captured, and strategies are developed and implemented 
promptly with the aim of improving employee engagement.  
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Should an independent organisational culture review take place prior to the 
commencement of the Chief Executive Officer, there will be no ability for the 
incumbent to actively participate in this process.  
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil   
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12. Motions of Which Previous Notice Has Been Given 

Nil  

 

13. Notices Of Motion Given At The Meeting For Consideration At 
Next Meeting 

  
 

14. New Business of an Urgent Nature Introduced by Members or 
Officers 

  

15. Matters to be Noted for Investigation, Without Debate 

Nil 

  

16. Confidential Business 

Nil 
 
 

17. Closure of Meeting 
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