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The Council Of The City Of Cockburn

Agenda To Be Presented To The
Audit Risk And Compliance Committee

To be held on Wednesday, 21 September 2022 at 7.30PM 

1. Declaration of Meeting

2. Appointment of Presiding Member (If required)

3. Disclaimer (To be read aloud by Presiding Member)

Members of the public, who attend Council Meetings, should not act
immediately on anything they hear at the Meetings, without first seeking
clarification of Council's position. Persons are advised to wait for written
advice from the Council prior to taking action on any matter that they may
have before Council.

4. Acknowledgement of receipt of Written Declarations of
Financial Interests and Conflict of Interest (by Presiding
Member)

5. Apologies & Leave of Absence

Tony Brun, CEO - Leave of Absence

6. Public Question Time

7. Confirmation of Minutes

7.1 Minutes of the Audit Risk and Compliance Meeting - 28/7/2022

Recommendation 
That Committee confirms the Minutes of the Audit Risk and Compliance 
Meeting held on Thursday, 28 July 2022 as a true and accurate record. 
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8. Deputations 

 

9. Business Left Over from Previous Meeting (if adjourned) 

Nil  

10. Declaration by Members who have Not Given Due 
Consideration to Matters Contained in the Business Paper 
Presented before the Meeting 

 

11. Built and Natural Environment 

Nil  
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12. Finance 

12.1 Audit Report - Information Systems and General Computer Control 

 

 Author(s) Stuart Downing  

 Attachments 1. Audit Report - Information Systems and General 
Computer Controls - 2022 ⇩    

     
 

 

Recommendation  
That the Committee recommends Council:  

(1) RECEIVES the Office of the Auditor General’s report on Information 
Systems and General Computer Controls 2022. 

 

Background 
 
Each year since 2019, the Office of Auditor General (OAG) performs an audit on a 
selected group of Local Government entities in relation to Information Systems and 
General Computer Controls.   
 
This OAG audit is based on the ISO 27002 international standard of managing 
information security.   
 
The results and findings arising from the audits of local governments are 
anonymised, and the significant findings are reported to the Western Australian 
Parliament and to all local governments. 

 
An Office of the Auditor General report into IT systems has highlighted the need for 
all local governments to continuously review and improve their practices to protect 
against cyber threats.   
 
This report is brought to the Audit, Risk and Compliance Committee for review and to 
address recommendations made within by the OAG and where applicability to the 
City of Cockburn.   
 
The Auditor General encourages local governments to review audit findings and 
consider recommendations made to support continuous improvement of their 
operating environments and governance frameworks. 
 
Submission 
 
N/A 
 
Report 
 
The OAG’s audit focuses on assessing the capability maturity of local government 
entities in the following six General Computer Control (GCC) categories: 
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Figure 1 – OAG General Computer Control categories 

 
The OAG conducted capability maturity assessments against 12 local government 
entities in 2021 (Cockburn was not a participant).   
 
The figure below defines the capability maturity for each level of the six General 
Computer Control (GCC) categories.  
 

Figure 2 – Capability maturity rating scale and criteria 
 
The OAG’s expectation is that audited entities achieve a minimum level 3 (Defined) 
rating or better for each category. 
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Whilst many local governments achieve this benchmark for some of the GCC 
categories, none of the audited entities meet the minimum benchmark of attaining 
capability maturity level 3 in all GCC’s as highlighted in the table below: 
 

 
Figure 3 – Percentage of entities rated level 3 or above 

 
The recommendations made by the OAG in their report are summarised in the table 
below with comments made by the City. In addition, the Head of IT has provided a 
Maturity Level assessment for each of the recommendations based on the OAG 
assessment criteria. 
 

Recommendation City Comment 

1. Information security 
a. Senior executives should implement 

appropriate policies and procedures 
to ensure the security of information 
systems and support their entity 
business objectives. 
 

b. Management should ensure good 
security policies and practices are 
implemented and continuously 
monitored, including: 
 

i. patching and vulnerability 
management 

 
 
 
 
 
 
 
 
 

ii. application hardening and 
control 

1. Information Security 
The City is continually improving and 
progressing its cyber security posture 
in a constantly evolving cyber threat 
landscape.   
 
The City currently has an ExCo-
endorsed Information and Cyber 
Security policy which aligns the City to 
ISO 27001 and the Australian Signal 
Directorate (ASD) “Essential 8”. 

 
i. The City performs regular 

patching and updates of both 
servers and workstation fleet.  The 
City employs vulnerability 
management systems to detect 
and remediate cyber 
vulnerabilities.  We’re working to 
extend the capability maturity to 
include patching software 
applications. 
Maturity Level assessment - 2 

ii. The City utilises various 
technologies to control and 
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Recommendation City Comment 

 
 
 
 
 
 
 

 
iii. Implement technical controls to 

prevent impersonation and 
detect/prevent phishing emails 

 
 

iv. strong passphrases/passwords 
and multi-factor authentication 

 
 
 
 
 
 

v. limit and control administrator 
privileges 

 
 
 
 
 
 
 
 
 

vi. segregate network and prevent 
unauthorised devices 

 
 
 
 
 
 
 
 
 

vii. secure cloud infrastructure, 
databases, email and storage, 
and know clearly ‘who’ they are 
handing entity and citizen data 
to through their use of cloud 

harden applications. Microsoft 
System Center is used to harden 
MS Windows, MS Office & MS 
Edge. We’re working to extend 
our capability maturity to include 
blocking of Office Macros and 
Adobe Flash.  
Maturity Level assessment - 1 

iii. The City employs Mimecast to 
prevent impersonation and 
Phriendly Phishing to raise cyber 
security & phishing awareness. 
Maturity Level assessment - 3 

iv. The City has an ExCo-endorsed 
password policy in place to ensure 
minimum password strength for all 
users.  MFA systems are also 
employed by the City.  We’re 
working to extend this password 
strength to system accounts. 
Maturity Level assessment - 2 

v. The City has made significant 
steps to reduce the number of 
administrator privileges.  Separate 
admin accounts have been 
created for those that require 
admin access to systems. We’re 
working to further reduce this by 
implementing Role Based Access 
Control (RBAC). 
Maturity Level assessment - 2 

 
vi. Network segregation is applied 
at various network level via use of 
firewalls.  We’re working to extend 
our segregation with deeper 
segregation within our network 
core.  We’re also planning to 
implement IEE802.1X to restrict 
unauthorised devices from the 
network.  
Maturity Level assessment - 2 
 

vii. Most IT systems are currently 
on-premises.  Cloud-based 
systems that store Personally 
Identifiable Information are 
identified in the City’s Enterprise 
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Recommendation City Comment 

services 
 

viii. cyber security monitoring, 
intrusion detection and 
protection from malware.                   

Risk Management system 
(RMSS). 
Maturity Level assessment - 2 

viii. The City currently employs 
various endpoint protection for 
detecting and protecting against 
malware.  The City also employs 
Managed Threat Hunting (MTH) 
for intrusion detection.  The City is 
currently evaluating a cyber 
security incident and event 
monitoring (SIEM) system to 
satisfy a component of GCC cyber 
security event monitoring. 
Maturity Level assessment - 2 

2. Business Continuity 
Entities should have appropriate business 
continuity, disaster recovery and incident 
response plans to protect critical systems 
from disruptive events. These plans should 
be periodically tested. 

The City concurs with the 
recommendation. 
 

The City has business continuity, 
disaster recovery and cyber incident 
response plans in place.  Business 
Continuity testing of systems is 
currently on an ad-hoc basis.  
Maturity Level assessment - 2 

3. Management of IT Risks 
Entities should: 
 
a. understand their information assets and 

apply controls based on their value 
 
 
 
 
 

 
b. ensure IT risks are identified, assessed, 

and treated within appropriate 
timeframes. Senior executives should 
have oversight of information and cyber 
security risks. 

The City concurs with the 
recommendation.   
 
a. The City is developing an 

Information Asset Register (IAR) to 
identify its information assets and 
identify risks to this information.  
This will allow the City to apply the 
necessary controls to sensitive 
data. 
Maturity Level assessment - 1 

b. IT risks are currently identified and 
recorded in the City’s Enterprise 
Risk Management System.  ExCo 
has oversight of information and 
cyber security risks. 
Maturity Level assessment - 3 

4. IT Operations 
Entities should implement policies and 
procedures to guide key areas of IT 
operations such as incident 
management and supplier performance 
monitoring. 

 

The City concurs with 
recommendation. 
 

IT has an evolving collection of 
policies and procedures documented 
as part of IT’s Documented Operating 
Procedures which includes incident 
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Recommendation City Comment 

management.  We’re continually 
working to further document all 
operating procedures and monitor 
supplier performance. 
Maturity Level assessment - 3 

5. Change Control 
Approved change control processes should 
be consistently applied when making 
changes to IT systems. All changes should 
go through planning and impact 
assessment to minimise the occurrence of 
problems. Change control documentation 
should be current and approved changes 
formally tracked. 

The City concurs with the 
recommendation. 
 

The City employees a well-defined 
Change Management process as per 
ITIL Guidelines.  All system changes 
are planned, and where possible, 
tested and authorised prior to 
implementation.  Change control 
documentation is stored in the City’s 
recordkeeping system. 
Maturity Level assessment - 3 

6. Physical Security 
Entities should develop and implement 
physical and environmental control 
mechanisms to prevent unauthorised 
access, or accidental or environmental 
damage to IT infrastructure and systems. 
 

The City concurs with the 
recommendation. 
 

The City uses electronic swipe card 
controls to gain access to the City’s 
two datacentres.  
 

CCTV is used to monitor access.   
 

Environmental controls in the form of 
fire suppression are employed at both 
datacentres. 
Maturity Level assessment - 3 

 
 

Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Employer of choice focusing on equity, innovation and technology. 
• Best practice Governance, partnerships and value for money. 
 

Budget/Financial Implications 
 
Implementing cyber security protection controls involves acquiring hardware, 
software, along with specialist skills necessary to operationalise and support these 
controls.  
 
Given the enhanced focus on IT Controls and future audits from the OAG additional 
funds will be requested to address the maturity issues raised and commented above. 
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Each system required to satisfy the OAG’s GCC controls will be budgeted for via the 
City’s budgeting process. 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
The annual review of findings and recommendations contained in the OAG report, 
and subsequent implementation of cyber controls, helps the City reduce cyber 
security risks and improve its cyber security posture in a constantly evolving cyber 
threat landscape. 
 
The risk of not implementing OAG recommendations puts the availability of the City’s 
operational IT systems at risk which may result in financial loss in the event of a 
cyber breach.   
 
The confidentiality, integrity and availability of the City’s data and information is at 
risk of being compromised should a cyber breach occur.   
 
This may result in significant financial loss to recover, and subsequent reputational 
loss. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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12.2 Financial Audit Results – Local Government 2020-21 (Office of the 
Auditor General) 

 

 Author(s) Stuart Downing  

 Attachments 1. Financial Audit Results - Local Government 
2020-2021 ⇩    

     
 

 

Recommendation 
That the Committee recommends Council:  

(1) RECEIVES the Office of the Auditor General’s report on Financial Audit 
Results – Local Government 2020-21. 

 

 
Background 
 
Responsibility for the financial audits of local governments has transitioned to the 
Office of the Auditor General (OAG) over a four-year period, with 2020-21 (FY21) the 
final year of this transition.  
 
Each year, the OAG presents a report to Parliament on the results of the local 
government financial audits, including issues that are significant enough to bring to 
the attention of the Parliament. 
 
This report is brought to the Audit, Risk and Compliance Committee for review and to 
address recommendations made within by the OAG.  
 
The Auditor General encourages local governments to review audit findings and 
consider recommendations made to support continuous improvement of their 
operating environments and governance frameworks. 
 
Submission 
 
N/A 
 
Report 
 
The Financial Audit Results – Local Government 2020-21 (report) was tabled in 
Parliament by the Auditor General on 17 August 2022.  
This report included the results and issues identified during the annual audits for 132 
of the applicable 148 local government entities (with 16 audits still in progress).  
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The Auditor General reported that over the past two financial years, there has been a 
decrease in financial management controls weaknesses identified.  
 
This indicates a comprehensive response by the local government sector to improve 
current practices and strengthen the integrity of financial reporting.  
 
Audit opinions issued by the OAG can be one of the following: 

 Clear – this indicates satisfactory financial controls and that the financial report 
is based on proper accounts, presented fairly, complies with relevant legislation 
and applicable accounting standards, and fairly represents performance during 
the year and the financial position at year end 

 Clear with an emphasis of matter – this brings attention to a matter disclosed 
in the entity’s financial report but is not significant enough to warrant a qualified 
opinion 

 Qualified – these opinions are given when the audit identifies that the financial 
report is likely to be misleading to users, controls were inadequate or there was 
a material conflict with applicable financial reporting frameworks 

 Disclaimer of opinion – issued when the auditor is unable to form an opinion 
due to insufficient evidence being available. This is the most serious audit 
opinion and is only issued after we have exhausted our efforts to achieve the 
desired audit objectives. 

 
For the 2020-21 financial year, the City of Cockburn received a clear audit opinion 
without any matters of emphasis.  
 
The OAG report also shows the City complied with statutory timelines for preparing 
and submitting the financial statements for audit (by 30 September) and was also 
one of the few local governments to have their audits finalised and the audit opinion 
issued by the end of November 2022. 
 
Another pleasing aspect of the 2020-21 audit was the OAG finding of no material 
matters of non-compliance with legislation by the City.  
 
The OAG reported 75 local governments had 193 material matters of non-
compliance with legislation. 
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The OAG report showed a decreasing trend in the number of management control 
issues across the sector from an increasing number of entities being audited (601 in 
2020-21 vs. 802 in 2018-19).  
 
In 2020-21, the 601 control weaknesses spanned 126 entities (average of five per 
entity audited), with 172 of these weaknesses considered a potentially significant 
risk.  
 
The City of Cockburn only had two moderate rated weaknesses reported in the 2020-
21 financial audit, with both having since been promptly addressed: 
    

 

 
From the 2021-22 financial year audits, the OAG will recognise top performing 
entities who demonstrate best practice in the sector, as they already do for the State 
and tertiary sectors.  
 
The best practice assessment criteria will include: 

 clear opinions on financial reports and controls 

 the number and significance of control weaknesses raised in management letters 

 good quality financial reports, supported by reliable working papers and submitted 
for audit within the agreed timeframe 

 management resolution of accounting standards and presentation issues 

 availability of key staff during the audit process. 
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Given the City of Cockburn’s relatively good audit result for the 2020-21 financial 
year, it aims to be recognised next year by the OAG for meeting best practice in 
financial audits. 
 
The OAG highlighted in their report that the City of Cockburn had adopted a different 
accounting treatment for cash in lieu of public open space (to that recommended by 
the Department of Local Government), based on obtaining its own legal advice. 
 
However, this did not result in any adverse or non-compliance audit finding, and the 
City will continue adopting its more pragmatic accounting treatment (as supported by 
its legal advice).    
 
The recommendations made by the OAG in their report are summarised in the table 
below with comments made by the City: 

 

Recommendation City Comment 

1. We encourage entities to make use of our 
WA Public Sector Financial Statements – 
Better Practice Guide (available at 
audit.wa.gov.au) to improve their financial 
management and reporting practices, 
processes and procedures (page 16).                       

City officers previously attended an 
awareness session for the release of 
the guide and utilise aspects on a fit 
for purpose basis.  

2. Local government entities should ensure 
they maintain the integrity of their 
financial control environment by: 

a. periodically reviewing and updating all 
financial, asset, human resources, 
governance, information systems and 
other management policies and 
procedures and communicating these 
to staff 

b. conducting ongoing reviews and 
improvement of internal control 
systems in response to regular risk 
assessments 

c. regularly monitoring compliance with 
relevant legislation 

d. promptly addressing control 
weaknesses brought to their attention 
by our audits and other audit and 
review mechanisms 

e. ensuring they consider new and 
revised accounting standards for their 
impact on financial operations to 
prepare a compliant financial report at 
year end (page 27). 

a. These activities are business as 
usual for the City. 

b. Internal controls are regularly 
assessed through management 
oversight, updating of risk 
registers, and financial systems 
improvements. These are also 
reviewed during Financial 
Management Reviews carried out 
every three years for the CEO.  

c. The LG annual compliance return, 
and audit check of responses 
serves this purpose.  

d. City concurs with this 
recommendation and its track 
record in addressing previous 
recommendations demonstrates 
commitment. 

e. The City works closely with its 
auditor to ensure revised 
accounting standard requirements 
are properly applied in the 
financial statements.  
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Recommendation City Comment 

3. The Department of Local Government, 
Sport and Cultural Industries should 
provide guidance to assist entities with 
understanding the requirements of and 
interpreting the Australian Accounting 
Standards Board (AASB) accounting 
requirements to ensure greater 
accounting consistency across the sector, 
including recognising provisions for the 
rehabilitation of landfills and other 
contaminated sites (page 30). 

City concurs with recommendation.  

It should be noted that the City 
developed a comprehensive financial 
model several years ago for 
recognising its landfill rehabilitation 
provision.  

However, any guidance from the 
Department of Local Government 
would also be welcomed.  

4. The Department of Local Government, 
Sport and Cultural Industries should 
continue to work with local government 
stakeholders towards the introduction of 
model financial statements for the 2022-
23 financial year (page 41). 

City concurs with recommendation 
and notes model financial statements 
have been developed and will apply 
for the 2022-23 financial year. The 
City favourably reviewed the 
proposed model template and looks 
forward to its application.   

 

Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 

 
Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
Reviewing the findings and recommendations contained in the OAG’s report into 
Local Government financial audits each year serves to potentially reduce financial 
management risks for the City and improve its operating environment and 
governance frameworks. 
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Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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12.3 Financial Management Reiview (FMR) 

 

 Author(s) Stuart Downing  

 Attachments 1. Financial Management Review (FMR) Report 
FY22 ⇩    

     
 

 

Recommendation  
That the Committee recommends Council:  

(1) RECEIVES the Financial Management Review (FMR) report for FY22, 
as attached to the Agenda. 

 
Background 
 
Under Local Government (Financial Management) Regulation 5(2)(c), the Chief 
Executive Officer (CEO) is required to regularly undertake reviews into the 
appropriateness and effectiveness of financial management systems and procedures 
established under Regulation 5(1). 
 
The reviews need to be completed at least once in every three financial years, with 
the last review reported to Council in August 2019.  
 
Following a procurement process, Moore Australia was engaged to undertake the 
Financial Management Review (FMR) on behalf of the CEO.  
 
Moore Australia are a preeminent provider of accounting services to local 
government in WA and are a WALGA listed supplier for auditing services. 
  
Moore Australia have substantial experience in completing FMR engagements for 
both metropolitan and regional local governments across the state and completed the 
City’s previous review.  
 
Submission 
 
N/A 
 
Report 
 
The objective of the audit engagement was to assist the City’s CEO discharge their 
responsibilities in respect to Regulation 5(2)(c) of the Local Government (Financial 
Management) Regulations.  
 
These responsibilities require the CEO to review the appropriateness and 
effectiveness of the financial management systems and procedures established by 
the City to fulfill financial management duties.  
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These duties include:  
 

 Collection of money owed 

 Custody and security of money and investments held 

 Rates 

 Maintenance and security of financial records 

 Accounting and controls for revenue and expenses 

 Accounting and controls for assets and liabilities 

 Authorisation of purchases 

 Authorisation of payments 

 Borrowings 

 Maintenance and processing of payroll 

 Stock controls and costing records 

 Record keeping for financial records 

 Preparation of budgets and budget reviews 

 Preparation of financial reports. 
 
The outcomes from the FMR serve the dual purpose of providing the CEO with 
assurance as to the performance of the City’s control environment for financial 
management (for which the CEO is ultimately responsible) and identifying any gaps 
and opportunities for improvement in the systems and procedures. 
 
Key Audit Results 
 
24 financial management areas in total were examined during the conduct of the 
review, covering financial systems and processes over the period 1 July 2021 to 31 
May 2022. 
 
The review found the following 20 areas examined had effective controls and 
procedures appropriate for the City’s current scope of operations, and there were no 
issues raised or noted for these areas: 
 

 Purchases, Payments and Payables 

 Rates 

 Bank Reconciliations 

 Trust Funds 

 Fees and Charges 

 Cost and Administration Allocations 

 Minutes and Meetings 

 Financial Reports 

 Budget 

 Plan for the Future 
 

 Delegations 

 Audit Committee 

 Insurance 

 Borrowings 

 Storage of Documents/Record Keeping 

 IT Controls 

 Registers 

 Investments 

 Credit Card Procedures 

 General Journals 
 

 
Another four areas examined had four specific matters noted for improvement (one 
with moderate risk rating and three with minor risk rating).  
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These are detailed in the table below with management comments provided: 
 

Area Rating Matters Identified / Recommendations 

Payroll Moderate The system audit trail report for changes made to 
employee details, including bank details, is not generated 
and independently reviewed prior to processing the pay 
run. 

Recommendation 

To help ensure all changes to employee details in the 
system are correct and hence all payments are bona fide, 
the system’s audit trail report showing all changes made 
to the system should be generated and reviewed by a 
senior staff member independent of processing at every 
payroll run. 

The independent review should seek to confirm the 
integrity of the changes/details in the system against 
appropriate authorisations and should be evidenced 
accordingly. 

Management Comments 

A significant number of changes are made to employee 
details each pay cycle with key changes (new employees, 
salary levels) made independent of payroll (by Human 
Resources) but vetted by payroll officers. 

The payroll team perform a comprehensive audit of the 
pay run prior to processing (line by line employee review 
with exception comments), and evidence of this audit 
check is provided for independent review by delegated 
senior officers as part of the pay run approval process. 

All employee bank detail changes need to be made via 
email, with payroll officers confirming validity by phoning 
employees.  

Following confirmation, payroll officers process the 
change to the employee record, very often having another 
officer check the accuracy of the change.  

Evidence of the requested change to bank details is held 
against the employee record. 

Going forward, email requests for bank detail changes will 
be included in the information pack for approval by senior 
officers, together with an audit listing of the changes 
made for the pay period. 

Inventory Minor Whilst the reconciliation of the inventory system and the 
dip test were performed every month as required, it was 
noted that there was no evidence of review on those 
reconciliations by a senior staff member, independent of 
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Area Rating Matters Identified / Recommendations 

preparation. 

Recommendation 

To help ensure the above reconciliations are accurate and 
complete, the independent senior staff person should sign 
those reconciliations every month as evidence of review. 

Management Comments 

Recommendation is accepted. A senior officer will review 
monthly reconciliation and provide approval as evidence 
of review.  

This will be documented via the City’s record 
management system. 

Receipts 
and 
Receivables 

Minor Whilst the reconciliation of the physical cash count and 
cash receipt banking deposit listings were performed 
every day at the Aquatic Recreation Centre (ARC) and 
the Henderson Waste Recovery Park (HWRP) as 
required, it is noted there was no evidence of review on 
those reconciliations by a senior officer independent of 
preparation. 

Recommendation 

To help ensure the above reconciliations are accurate and 
complete, the independent senior staff member should 
sign those reconciliations as evidence of review. 

Management Comments 

HWRP: This risk has been identified by the auditors 
previously and HWRP has accepted the risk associated 
with cash handling at HWRP, due to the nature of the 
operations.  

Staff have different working hours, and the business is 
open seven days per week.  

The current process ensures receipting is done daily and 
accurately.  

The maximum cash received per day is $400 (not 
material) and management have accepted the risk.  

No cash misappropriation has occurred thus far. 

ARC: Recommendation is accepted.  

A senior officer will review daily takings, fix any variances, 
and document approval as evidence of review. 
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Area Rating Matters Identified / Recommendations 

Fixed 
Assets 

Minor We noted instances where the depreciation rates applied 
to some individual assets (for the asset categories of 
Plant and Equipment, Buildings and Infrastructure - 
Footpath) were not in line with the City’s depreciation 
policy. 

Recommendation 

To help ensure fixed assets are correctly depreciated, 
depreciation rates entered into the fixed assets system 
should be independently checked against the City’s 
accounting policy. 

Management Comments 

Recommendation is accepted. This finding relates to very 
few assets and while these assets have been depreciated 
outside existing accounting policy parameters, the value 
of depreciation impact is insignificant and not material.  

Importantly, the City’s review has concluded that these 
assets have been properly depreciated in line with asset 
management planning and expected useful life.  

The City’s accounting policy will be updated to ensure it 
captures all useful life spans within the City’s asset 
management framework.    

 
The results of this review provide solid assurance to the City’s CEO, the Audit, Risk 
and Compliance Committee and Council on the effectiveness of the City’s financial 
management controls, systems, and procedures.  
 
Given the comprehensiveness of the review undertaken by Moore Australia and the 
three-year time lapse since the last review was completed, the relatively low number 
of matters identified (and low risk ratings) is considered a positive result.   
 
Beside the assurance provided, value from this type of review also comes from 
identifying improvement opportunities and fixing any exposed control weaknesses. 
 
The City has committed to addressing the recommendations made in the review as 
documented under the management comments provided.    
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
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Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
There is an obligation under Section 5(2) (c) of the Local Government (Financial 
Management) Regulations 1996 for the CEO to undertake a review of the 
appropriateness and effectiveness of the financial management systems and 
procedures of the Local Government at least once every three financial years and to 
report the results of those reviews to Council.  
 
The completed review ensures statutory compliance and assists the CEO to mitigate 
risks associated with the financial management of the City as identified and reported. 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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13. Operations 

13.1 Emissions and Energy Reporting for Henderson Landfill Facility 

 

 Author(s) Anton Lees  

 Attachments 1. National Greenhouse and Energy Reporting - 
Emisions and Energy Report 2021-2022 ⇩    

     
 

 

Recommendation 
That the Committee recommends Council: 

(1) RECOMMENDS the City’s 2021-2022 Emissions and Energy Report is 
submitted to the Australian Government Clean Energy Regulator. 

 
Background 
 
The National Greenhouse and Energy Reporting (NGER) Scheme, established by 
the National Greenhouse and Energy Reporting Act 2007 (NGER Act), is a single 
national framework for reporting and disseminating company information about 
greenhouse gas emissions, energy production, energy consumption and other  
information specified under NGER legislation. 
 
All registered controlling corporations are required to submit an NGER report to the 
Clean Energy Regulator (CER) each year until the corporation is deregistered.  
 
This obligation applies even if the corporation's facility falls below all reporting 
thresholds.  
 
A facility reporting threshold is 25 kt or more of greenhouse gases carbon dioxide 
equivalent (CO2-e) (scope 1 and scope 2) emissions. 
 
The City of Cockburn has been reporting the greenhouse gas emissions from the 
Henderson landfill facility to the Clean Energy Regulator since 2009, as per section 
19 of the NGER Act. Reporting is undertaken electronically through the Emissions 
and Energy Reporting System (EERS). 
 
This report provides an overview of the Emissions and Energy Report 2021-22. 
 
Submission 
 
N/A 
 
Report 
 
As per the NGER legislation, the City has prepared a report to the CER, detailing the 
emissions and energy production/consumption data through the EERS, see attached.  
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In the 2021-22 reporting period, the Henderson landfill facility released 82,044 tonnes 
of CO2-e.  
 
The results do not trigger the Safeguard Mechanism, which apply to facilities with 
emissions of more than 100,000 t of CO2-e per year.  
 
The Safeguard Mechanism requires Australia's largest greenhouse gas emitters to 
keep their net emissions below an emissions limit (a baseline) set by the CER.  
 
The City’s landfill operations are not expected to exceed 100,000 t CO2-e in future 
reporting periods, therefore there is low risk of a baseline being set from the CER or 
potential financial implications association with offsetting emissions, such as via 
carbon credits. 
 
Most the City’s corporate greenhouse gas emissions (53 percent) are generated from 
solid waste to landfill at Henderson Waste Recovery Park (HWRP).  
 
The latest reporting period shows that landfill emissions have increased due to 
increased tonnage being sent to HWRP.  
 
From April 2023, general waste will be sent to the energy from waste plant in East 
Rockingham, therefore this will reduce tonnages and risks of increasing emissions.  
 
If future landfill emissions exceed 100,000 t CO2-e, the Henderson facility will trigger 
the Safeguard Mechanism and from that point the CER will provide a baseline in 
which net-emissions levels will be assessed.  
 
An emissions exceedance of this baseline will need to be offset through Australian 
carbon credit units (ACCUs) or similar.  
 
This scenario is unlikely, given the future energy from waste facility and reduction in 
tonnages sent to the landfill facility. 
 
The City’s Climate Change Strategy objectives include net zero emissions and zero 
non-hazardous waste to landfill by 2030.  
 
The City shall continue to reduce waste to landfill as per these strategies. 
 
 

 
Strategic Plans/Policy Implications 
 
Environmental Responsibility 
A leader in environmental management that enhances and sustainably manages our 
local natural areas and resources. 
• Sustainable resource management including waste, water and energy. 
• Address Climate Change. 
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Listening & Leading 
A community focused, sustainable, accountable and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
The City is required to submit an emissions report to the CER as per the NGER 
legislation.  
 
If Council does not accept the recommendations of this report, the City will be non-
compliant with its federal reporting requirements and shall receive enforcement 
action from the CER in response.  
 
Advice to Proponent(s)/Submitters 
 
The Proponent(s) and those who lodged a submission on the proposal have been 
advised that this matter is to be considered at the 21 September 2022 Audit Risk and 
Compliance Committee. 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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13.2 City of Cockburn Annual Groundwater Monitoring Summary 2021-2022 

 

 Author(s) Anton Lees  

 Attachments 1. City of Cockburn Annual Groundwater Monitoring 
Summary ⇩    

     
 

 

Recommendation 
That the Committee recommends Council: 

(1) APPROVES the City’s 2021-2022 Annual Groundwater Monitoring 
Summary submission to the Department of Water and Environmental 
Regulation. 

 
Background 
 
The City’s Irrigation Operating Strategy provides a strategic direction to the 
management, monitoring and reporting of abstracted groundwater for the City’s open 
spaces and streetscapes. Contingency measures are also detailed to address 
abstraction limits being exceeded, adverse impacts of the abstraction are detected, 
or in the event the licensed abstraction limit is reduced by the Department of Water 
and Environmental Regulation (DWER).  
 
An annual summary of groundwater usage is required to comply with the City’s 
ground water licence (GWL) conditions.  
 
This report outlines the groundwater usage for 2021–2022 which will be issued to 
DWER. 
 
Submission 
 
NA 
 
Report 
 
The City of Cockburn’s primary use for groundwater is to irrigate parks, gardens, and 
streetscapes for active, passive and ornamental purposes. 
 
The groundwater well licences (GWL) issued to the City of Cockburn for the 
2021–2022 year are governed by the operating strategy for the irrigation of parks 
and streetscapes and assessed in this report. 
 
The Department of Water and Environmental Regulation (DWER) is in the 
process of amalgamating the City’s GWLs in the same subarea along with a new 
operating strategy to be approved as part of this process.  
 
While this process is underway, the City is treating all GWLs within the one subarea 
as one GWL i.e., water can be traded between the sites in one subarea.  
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Key findings of the report are summarised below: 
 
• A groundwater saving of 692,014 kilolitres or 21 percent across all the City’s Sub-

Areas, 
• Saving exceeds the City’s Water Efficiency Plan target of 10% 
• Water quality and salinity levels remain within acceptable irrigation water quality 

levels 
• Static water levels (SWL) across selected bores within the City’s subareas remain 

steady. 
 

Groundwater 
Sub-Area 

Metered 
Bore Sites 

Abstraction 
(Kilolitres) 

DWER 
Allocation 
(Kilolitres) 

Percentage 
of allocation 
abstracted 

Kogalup 113 1,254,364 1,514,454 83% 

Success 51 536,375 603,549 89% 

South Lake 20 240,565 351,000 69% 

City of 
Cockburn 

33 287,038 393,495 73% 

Airport 17 87,997 188,731 47% 

Thompsons 9 47,018 78,226 47% 

Banjup 5 21,983 28,250 78% 

Total 248 2,530,941 3,222,955 79% 

 
Detailed analysis of groundwater flow meter readings, water quality testing and static 
groundwater levels can be found in the Groundwater Monitoring Summary attached.  
 
It should be noted the City has two GWL governed by their own operating strategies 
and are independent of this annual report.  

1. GWL 200065 - geothermal heating Cockburn ARC with a zero-kilolitre net 
abstraction.  

2. GWL 159917 - groundwater interception drain (GID) at Port Coogee which is sub 
surface abstract  

 
Strategic Plans/Policy Implications 
 
Environmental Responsibility 
A leader in environmental management that enhances and sustainably manages our 
local natural areas and resources. 
• Protection and enhancement of our natural areas, bushland, parks and open 
spaces. 
• Sustainable resource management including waste, water and energy. 
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Budget/Financial Implications 
 
NA 
 
Legal Implications 
 
NA 
 
Community Consultation 
 
NA 
 
Risk Management  
 
The City is required to submit an Annual Groundwater Monitoring Summary to the 
Department of Water and Environmental Regulation as per the groundwater licence 
conditions.  
 
If Council does not accept the recommendations of this report, the City will be non-
compliant with its Irrigation Operating Strategy actions and be in breach of its 
groundwater licence conditions. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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14. Community Services 

Nil  
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15. Governance and Strategy 

15.1 Internal Audit Plan 2022-2023 

 

 Author(s) Emma Milne  

 Attachments N/A  
     
 

 

Recommendation 
That the Committee recommends Council:  

(1) ADOPTS the Internal Audit Plan 2022-2023. 

 

 
Background 
 
The City’s current Enterprise Risk Management Framework (RMF), adopted by the 
former Audit and Strategic Risk Committee (ASFC) at its 15 July 2021 meeting, 
subscribes to the four lines of defence assurance model promoted by the Office of 
the Auditor General (OAG), as the mechanism to provide assurance of effective risk 
management.  
 
This model ensures roles, responsibilities and accountabilities for decision making 
are structured to demonstrate effective governance and assurance.  
 
The OAG model establishes four lines of assurance as follows: 
 

 First line - held by the Business/Service Unit Heads and employees 

 Second line - held independently by the Legal and Compliance Service Unit 

 Third line - provided by the City’s internal/external auditing mechanism 

 Fourth line - provided by the external performance and focus audits provided by 
the regulatory regimes – the Department of Local Government, Sport and 
Cultural Industries and the OAG. 

 
As a third line of defence ‘Internal auditing is an independent, objective assurance 
and consulting activity designed to add value and improve an organisation’s 
operations.  
 
It helps an organisation accomplish its objectives by bringing a systematic, 
disciplined approach to evaluate and improve the effectiveness of risk management, 
control, and governance processes’ - definition from the International Professional 
Practices Framework issued by the Institute of Internal Auditors (IIA), 2017. 
 
 
The City’s Internal Audit Plan was developed by the City’s former Risk Review Group 
(RRG) comprising cross functional managers, and Deloitte, the City’s appointed 
internal auditor.  
 
Deloitte delivered eight internal audits in the period of 2011 to 2016.  
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In April 2016 the RRG reviewed the Internal Audit Plan and drafted a three-year 
Strategic Internal Audit Plan for 2016-2019, which was adopted by at the 21 July 
2016 ASFC meeting.  
 
That Plan delivered seven internal audits. 
 
In April 2019 the RRG reviewed the Internal Audit Plan and drafted the 2019-2022 
Internal Audit Plan, which was adopted at the 18 July 2019 ASFC meeting.  
 
On 15 March 2020, pursuant to section 56 of the Emergency Management Act 2005, 
the Western Australian Minister for Emergency Services, declared a State of 
Emergency in Western Australia effective 12am, 16 March 2020, due to the 
pandemic caused by COVID-19.  
 
A range of restrictions were put in place to limit the spread of COVID-19.  
 
Subsequent lockdowns ensued, which meant prioritising the operations and services 
delivery of the City and requiring non-essential employees to begin a work from 
home regime. 
 
In view of the restrictions imposed by COVID-19, and following numerous 
discussions with audit plan stakeholders, the priority of scheduled audits in the 
Internal Audit Plan for 2019-2022 were reassessed and only one audit which was 
already underway, the Privacy of Data and Information Audit, was completed. 
 
Submission 
 
N/A 
 
Report 
 
The status of the Internal Audit Plan for 2019-2022 is summarised below with 
commentary on the status of scheduled audits. 
  

Audit Status Comments 
Assigned 

date 

1. Fleet 
Management 

Not Commenced. 

Carried over from 
Strategic Internal 
Audit Plan 2016 - 
2019 

 2021/22 

2. Strategic 
Resources 
Allocation 

Not commenced. 

Carried over from 
Strategic Internal 
Audit Plan 2016 - 

On 2 June 2020, the 
Executive Manager 
Strategy & Civic Support 
and Manager Financial 
Services agreed to 

2019/20 
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Audit Status Comments 
Assigned 

date 

2019 postpone this Audit.  

Instead, they proposed 
to use the audit as a 
review mechanism to 
measure the 
implementation and 
integration of the then 
under review Strategic 
Community Plan and all 
the other Integrated 
Planning and Reporting 
suite of plans.  

It was estimated that the 
Audit may be conducted 
after July 2021. 

3. Privacy of Data 
and Information 

Completed by ES2 
on 05 May 2020 – 
reported to 16 July 
2020 ASFC 
meeting. 

Completed by ES2 on 05 
May 2020 - reported to 
16 July 2020 ASFC 
meeting. 

All 25 risks raised from 
this audit were uploaded 
into RMSS on 8 
September 2020. 

2019/20 

4. Contract 
Management 

Not Commenced. On 20 June 2022, the 
Chief Financial Officer 
who is responsible for 
the Procurement function 
recommended 
scheduling this Audit for 
the 2023 calendar year.  

The Procurement Team 
are working on tenders 
and the conversion from 
Ci to Ci – Anywhere 
(migration to the Cloud) 
until December 2022. 

2020/21 

5. Effectiveness of 
Service Delivery 
Planning and 
Review Processes 

Not Commenced. On 2 June 2020, the 
Executive Manager 
Strategy & Civic Support 
suggested that this Audit 
be postponed until after 
the COVID-19 pandemic 
restrictions are removed 
because this Audit 

2020/21 
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Audit Status Comments 
Assigned 

date 

requires significant input 
and resources from all 
business/service units in 
the organisation. 

6. 2021 Statutory 
Financial 
Management 
Review (Systems 
and Procedures) 

Internal audit 
requirements 
removed. 

Last completed by Moore 
Stephens on June 2019 
– reported to 18 July 
2019 ASFC meeting. 

As this Financial 
Management Review is a 
statutory compliance, 
next due in 2022, on 11 
March 2022 the Head of 
Finance confirmed that 
the Finance Business 
Unit will undertake the 
next review due in 2022 
using an OAG approved 
external service provider. 

2021/22 

 
During the lifetime of this Plan, the OAG took over auditing responsibilities for local 
government and commenced a program of performance audits.  
 
The OAG’s performance audits provide the fourth line of defence outlined in the 
City’s RMF. 
 
Whilst the City actively participates in the delivery and response of the OAG’s 
performance audit program, it is also important as the third line of defence for the 
City to continue its own internal audit program and review activity based on inherent 
and individual risks specific to the City.  
  
The City is proposing an Internal Audit Plan for the Financial Year 2023 comprising of 
the following audit:  

 Acting through principles of the Local Government Act 1995 and their application 
within the City of Cockburn Administration. 

 
In local government, the CEO delegated with power through the Local Government 
Act 1995, can delegate this power to another employee if there is express power to 
do so as part of the original delegation. 
 
Not all powers can be delegated, and it is possible for the CEO to act through 
another person by directing another employee or external entity to complete relevant 
tasks to ensure that operations and services delivery are possible – this is referred to 
as acting through. 
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The proposed Audit will examine the City’s compliance with the acting through 
principle and how the power is being exercised by employees.  
 
The Audit will also examine when the CEO engages contractors with instructions or 
confirmations from the CEO to complete a set task as instructed rather than 
exercising any discretion over it. 
 
Following completion of the proposed Internal Audit Plan for the Financial Year 2023, 
a new three-year Internal Audit Plan will be developed and presented to the Audit, 
Risk and Compliance Committee for adoption, which will give due consideration to 
the previous incomplete Audit Plans, and the City’s Strategic and Organisational 
Risks. 
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
The City has an allocation for internal auditing services included in the annual budget 
each year. 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
The proposed Internal Audit Plan for the Financial Year 2022 is a monitoring tool to 
evaluate the City’s compliance with the acting through principles allowed for in the 
Local Government Act 1995, which enables effective and efficient operations and 
services delivery.  
 
This Audit is recommended as a measure of good governance.  
 
Should the Plan not be adopted, it will not allow monitoring the effectiveness of the 
City’s compliance and control environment. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
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Implications of Section 3.18(3) Local Government Act 1995 
 
Nil  
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15.2 Report on Office of Auditor General Fraud Risk Management  - Better 
Practice Guide, Report 20 and the City of Cockburn’s Response 

 

 Author(s) Emma Milne  

 Attachments 1. Office of Auditor General List of Audits and 
Reports 1 July 2020 to 17 August 2022 ⇩   

2. Office of Auditor General Fraud Risk 
Management – Better Practice Guide, Report 20 
2021-22, 22 June 2022 ⇩    

     
 

 

Recommendation 
That the Committee recommends Council: 

(1) RECEIVES the Office of Auditor General Fraud Risk Management – 
Better Practice Guide, Report 20: 2021-22, 22 June 2022, as attached to 
the Agenda. 

 

Background 

The Office of the Auditor General (OAG) has published 57 audits and reports in the 
period 1 July 2020 to 17 August 2022 (the reporting period) (refer Attachment 1), with 
10 performance audits focussed on Local Government, as follows: 

• Waste Management – Service Delivery, 20 August 2020 

• Regulating Minor Pollutants, 26 November 2020 

• Regulation and Support of the Local Government Sector, 30 April 2021 

• Local Government General Computer Controls, 12 May 2021  

• Audit Results Report – Annual 2019-20 Financial Audits of Local Government 
Entities, 16 June 2021 

• Local Government COVID-19 Financial Hardship Support, 15 October 2021 

• Cyber Security in Local Government, 24 November 2021 

• Viable Cycling in the Perth Area, 09 December 2021 

• Fraud Risk Management – Better Practice Guide, 22 June 2022 

• Information Systems Audit Report 2022 – Local Government Entities 28 June 
2022 

• Financial Audit Results – Local Government 2020-21, 17 August 2022. 
 
The term Performance Audit is defined in section 7.1 of the Local Government Act 
1995 to be ‘an examination or investigation carried out under the Auditor General Act 
2006 section 18 (as applied by section 7.12AJ(1) of the Local Government Act 1995).  
 
The City of Cockburn (the City) presented reports to the former Audit and Strategic 
Finance Committee from two previous OAG performance audits, in which the City 
participated: 
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1. Timely Payment of Suppliers, June 2018 
2. Records Management in Local Government, April 2019. 
 
To ensure the City adopts best practice in local government, when a performance 
audit or report with a local government focus is undertaken by the OAG, the City 
independently submits a report to the Audit, Risk and Compliance Committee (ARC) 
to inform the ARC on the OAG report recommendations and any appropriate control 
measures that the City has in place or proposes implementing as opportunities for 
improvement.  
 
This report submission to ARC is informed by Attachment 2 Office of Auditor General 
Fraud Risk Management – Better Practice Guide, Report 20 2021-22 June 2022. 
 
Submission 
 
N/A 
 
Report 
 
Purpose of the OAG Guide 
 
The purpose of the OAG guide is to raise the standard of fraud and corruption control 
across the Western Australian public sector, including local government.  
 
The guide follows the establishment of the OAG Forensic Audit team reported in the 
OAG document Forensic Audit Report – Establishment Phase, 08 December 2021.  
 
The guide is intended to empower entities to do more to discharge their governance 
responsibilities by better controlling their risks of fraud and corruption.  
 
Summary of significant matters identified in the OAG Guide 
 
While fraud risk cannot be entirely eliminated, a robust and well-resourced fraud risk 
management program can minimise the likelihood and consequences of a fraud 
event. 
 
The guide provides practical guidance on the process of developing a fraud and 
corruption risk management program with a range of tools included in the 
appendices. 
 
Fraud Control Principles 
 
The OAG Guide states that to build a robust and effective fraud risk management 
program requires 10 essential principles.  
 
These are listed in the table below along with the City’s response on implementation 
status: 
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Principle Comments City of Cockburn 
Response 

1. Strong 
leadership 

An entity’s leadership must 
model a commitment to fraud 
control, establishing a strong 
‘tone at the top’ culture to 
demonstrate their personal 
commitment to operating with 
integrity and encouraging a 
‘finding fraud is good’ mindset. 

The recent restructure of 
management at the City 
allows for the ExCo, SLT 
and People Leaders to 
effectively communicate 
leadership to all City staff. 
The organisational values 
and Code of Conduct, 
which include acting with 
integrity, honesty and 
leading by example are 
expected of all staff. Staff 
are rewarded when they 
excel in demonstrating 
these values in the 
organisation. 

2. Recognise fraud 
as a business 
risk 

Entities must acknowledge 
they are vulnerable to fraud. 
Fraud should be viewed and 
treated in the same way as an 
entity’s other enterprise risks. 

The City recognises that it 
is vulnerable to fraud. The 
City facilitated in-house 
Fraud Awareness Training 
(delivered by LGIS) and 
conflict of interest and 
public interest disclosure 
(delivered by Public Sector 
Commission) in November 
2020 for key staff with 
greater risk exposure, as 
nominated by 
management.  

3. Adequate control 
resourcing 

Entities should invest in 
appropriate levels of fraud 
control resourcing including 
specialist information system 
security management 
personnel. 

The City has a dedicated 
staff resource to monitor 
cyber security risks, 
although this is currently 
vacant. 

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

4. Clear 
accountability for 
fraud control 

Entities should establish clear 
personal accountabilities for 
fraud control at the 
governance, executive 
management, and 

The City’s Fraud and 
Misconduct Control and 
Resilience policy and 
framework have been 
published in the intranet. 
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Principle Comments City of Cockburn 
Response 

management levels. Additionally, the new code 
of conduct is being 
implemented with 
compulsory online training 
for all staff. 

5. Implement and 
maintain an 
effective fraud 
control system 

An effective fraud control 
system (FCS) can reduce the 
opportunity for fraud. It needs 
to align with better practice 
guidance, be fully 
implemented, monitored, and 
updated periodically. 

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

6. Periodic 
assessments of 
fraud risks 

Fraud risk assessments should 
be carried out periodically or 
whenever a significant change 
that affects the entity occurs.  

Identified fraud risks are 
captured in the City’s 
enterprise risk register 
system. The City reviews 
its enterprise risk register at 
least annually. The City will 
consider this comment as 
an opportunity for 
improving its fraud control 
processes and systems. 

7. Effective 
awareness 
raising program 
across the entity 

To ensure employees 
recognise red flags for fraud, 
entities should establish an 
effective awareness program. 

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

The City conducts training 
for procurement 
compliance that covers 
fraud risk. 

8. Open channels 
to report 
suspicions of 
fraud 

To encourage whistle-blowers 
to come forward entities should 
support: 

 active reporting of fraud 
through accessible 
anonymised reporting 
channels 

 ensure that the entire 
workforce is aware of 
organisational expectations 
for reporting detected or 
suspected case of fraud 

 ensure they have robust 

The City recognises that it 
is vulnerable to fraud. The 
City facilitated in-house 
Fraud Awareness Training 
(delivered by LGIS) and 
conflict of interest and 
public interest disclosure 
training (delivered by Public 
Sector Commission) in 
November 2020 for key 
staff with roles that have a 
greater risk exposure, as 
nominated by 
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Principle Comments City of Cockburn 
Response 

whistle-blower protection 
policies and procedure that 
includes assurance that 
victimisation of those who, 
in good faith, make such 
reports will not be tolerated.  

management. No fraud risk 
has been identified and 
registered into the risk 
register. 

9. Implement a 
fraud detection 
program 

An effective fraud detection 
program that includes 
detection measures such as 
data analytics and post-
transactional review are 
important. 

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. The City has 
previously performed 
analyses across its supplier 
database and employee 
master file. A Supplier 
Integrity Project was run 8 
April 2021. 

10. Consistent 
response to 
fraud incidents 

Rapid and robust response to 
suspected fraud events with 
effective investigation 
procedures will drive decisive 
action and result in better 
outcomes for detected fraud 
incidents. 

A strong and consistent 
response to all fraud events 
will send a strong message to 
the workforce that the entity 
will not tolerate fraud, no 
matter how minor.  

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

The City has established 
lines of reporting and 
accountability for 
responding to and 
investigating fraud events. 

Fraud Control Maturity 

The OAG Guide delved into the 8 December 2021 OAG document Forensic Audit 
Report – Establishment Phase, and selected a sample of 12 entities for detailed 
analysis on a question from that audit: ‘Has the entity completed an assessment of its 
fraud and corruption risks?’  

The essence of this analysis is listed in the table below along with the City’s 
responses: 

 Theme Summary City of Cockburn 
Response 

1. Lack of a risk 
framework 

Some entities did not have an 
overall risk framework that 

The City has an Enterprise 
Risk Management policy 
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 Theme Summary City of Cockburn 
Response 

could be applied in the context 
of fraud risk. 

and framework, as well as 
a Fraud and Misconduct 
Control and Resilience 
policy and framework, and 
an embedded mature risk 
culture. Identified fraud 
risks are captured in the 
City’s enterprise risk 
register system. The City 
reports strategic, 
organisational, cyber 
security, harassment and 
bullying and WHS risks to 
the Audit, Risk and 
Compliance (ARC) 
Committee on a regular 
basis. 

2. Entity size not an 
indicator of 
quality 

Several larger entities provided 
insufficient details to show they 
had undertaken a fraud risk 
assessment. This suggests 
that inadequate resourcing is 
not the sole cause of poor 
fraud risk assessments being 
conducted. 

Identified fraud risks are 
captured in the City’s 
enterprise risk register 
system. The City reviews 
its enterprise risk register at 
least annually. The City will 
consider this comment as 
an opportunity for 
improving its fraud control 
processes and systems. 

3. Lack of 
collaboration 

Our analysis suggested a lack 
of collaboration with risk and 
process owners in the 
identification and analysis of 
the entity’s fraud risks. 

Senior management in the 
City use risk processes to 
identify and mitigate fraud 
risk and put in place 
appropriate control 
measures. The City will 
consider this comment as 
an opportunity for 
improving its fraud control 
processes and systems. 

4. No fraud risk 
register 

Many entities did not have a 
fraud risk register, despite this 
being a requirement of their 
fraud control program. 

The City does not have 
separate risk registers for 
fraud risk and instead 
subscribes to an enterprise 
risk management 
philosophy. 

The current risk 
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 Theme Summary City of Cockburn 
Response 

management framework is 
flexible to support a fraud 
risk category, in a similar 
manner that cyber security 
risk category has recently 
been added.  

5. Failure to assess 
fraud risk 

It was clear from our analysis 
that a significant proportion of 
entities had not assessed their 
fraud risks. In many cases 
entities mistook a fraud control 
framework for a fraud risk 
assessment. 

The operational / service 
delivery areas most prone 
to fraud in the City are 
finance, procurement, front 
counter cash handling and 
payroll. Identified fraud 
risks are captured in the 
City’s enterprise risk 
register system.  

 The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

6. Data analytics 
not targeted 

Entities had not identified and 
assessed relevant fraud risks 
prior to undertaking data 
analytics to identify fraudulent 
transactions. 

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

7. Excessive 
generalisation 

Fraud risks that were identified 
were excessively general 
rather than being linked to 
specific processes. 

The City will consider this 
comment as an opportunity 
for improving its fraud 
control processes and 
systems. 

8. Risk register 
limited to 
strategic risks 

Fraud had been identified as 
an overall strategic risk; 
however, we saw little 
evidence that specific fraud 
risks were identified for 
individual business units or that 
a comprehensive fraud risk 
assessment had been 
undertaken across all parts of 
the organisation. 

Fraud risks have been 
identified in the operational 
risk register for specific 
business areas and 
processes. The City will 
consider this comment as 
an opportunity for 
improving its fraud control 
processes and systems. 

 
Robust and effective risk management program – alignment with Australian 
Standards 
 

Version: 1, Version Date: 13/09/2022
Document Set ID: 11229446



Item 15.2   ARC 21/09/2022 

 

 

   237 of 352 
 

The OAG Guide states that to effectively manage fraud risks, entities should develop 
and implement a robust and effective fraud risk management program and should 
cover: 

 the three areas where fraud vulnerabilities can be found, based on clause 3.2 of 

the Australian Standard AS 8001:2021 Fraud and corruption control – this is 

discussed below 

 the six-stage process to manage risks, based on clause 3.3 of the Australian 

Standard AS ISO 31000:2018 Risk management-Guidelines.  

The City’s Enterprise Risk Management Framework is aligned with this standard 

and we are confident that the City complies with the requirements of the standard. 

 
Robust and effective risk management program – Fraud Control System 
 
In accordance with AS 8001:2021, effective management of fraud risk requires a 
comprehensive examination of three areas:  

 an entity’s overall fraud control system (FCS) 

 external threats 

 operational (or internal) activities. 
 
A fraud control system comprises tools and techniques used to control an entity’s 
fraud risks.  
 
When considering fraud risks, analysing the existing controls is important to assess 
how closely it aligns to better practice.  
 
AS 8001:2021 identifies four elements for an FCS listed in the table below along with 
the City’s response status update: 
 

FCS Elements Overview City of Cockburn Status 

1. Foundation Adequate resourcing to 
implement a multi-faceted 
approach to managing fraud 
risks. 

Examples include specialist 
resourcing, awareness training, 
risk management, and 
information security 
management systems. 

The City facilitated in-
house Fraud Awareness 
Training (delivered by 
LGIS) and conflict of 
interest and public interest 
disclosure (delivered by 
Public Sector Commission) 
in November 2020 for key 
staff with greater risk 
exposure, as nominated by 
management. The City will 
consider the overview as 
an opportunity for 
improving its fraud control 
processes and systems. 

2. Prevention Prevention controls are the 
most common and cost-

The City’s fraud and 
misconduct control and 
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FCS Elements Overview City of Cockburn Status 

effective way to mitigate fraud. 

Examples include an integrity 
framework, internal controls, 
workforce screening, and 
physical security. 

resilience policy and 
framework have been 
published in the intranet. 
Additionally, the new code 
of conduct is being 
implemented with 
compulsory online training 
for all staff. 

The City will consider the 
overview as an opportunity 
for improving its processes 
and systems. 

3. Detection Detection controls can help to 
identify when fraud has 
occurred but are not as cost-
effective as prevention 
measures. 

Examples include post-
transactional review, data 
analytics, and whistle-blower 
management. 

The City will consider the 
overview as an opportunity 
for improving its fraud 
control processes and 
systems. 

4. Response Response controls can assist 
the entity to respond to a fraud 
incident after it has occurred 
and are the least cost-effective, 
however can significantly 
reduce the impact of present 
and future frauds. 

Examples include 
investigation, disciplinary 
procedures, crisis 
management, and recovery. 

The City will consider the 
overview as an opportunity 
for improving its fraud 
control processes and 
systems. 

Robust and effective risk management program – External threats 

External threats come from outside an entity and are largely beyond their control.  AS 
8001:2021 recommends entities consider the 6 external factors that can impact an 
organisation: Political, Economic, Social, technological, Legal and Environmental, 
known by its acronym as the PESTLE model. 

The PESTLE model is described in the table below along with the City’s response 
status update: 

PESTLE Factor Overview City of Cockburn Status 

1. Political To identify the political situation 
of the country, state or local 

The City will consider the 
overview as an opportunity 
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PESTLE Factor Overview City of Cockburn Status 

government area in which the 
entity operates, including the 
stability and leadership of the 
government, whether there is a 
budget deficit or surplus, 
lobbying interests and local, 
regional, national or 
international political pressure. 

for improving its enterprise 
risk management 
framework. 

2. Economic To determine the economic 
factors that could have an 
impact on the entity including 
interest rates, inflation, 
unemployment rates, foreign 
exchange rates and monetary 
or fiscal policies. 

The City will consider the 
overview as an opportunity 
for improving its enterprise 
risk management 
framework. 

3. Social To identify the expectation of 
society by analysing factors 
such as consumer 
demographics, significant 
world events, integrity issues, 
cultural, ethnic and religious 
factors, and consumer 
opinions. 

The City will consider the 
overview as an opportunity 
for improving its enterprise 
risk management 
framework. 

4. Technological To identify how technology, 
including technological 
advancements, social media 
platforms and the role of the 
internet more broadly, is 
affecting or could affect the 
entity. 

The City will consider the 
overview as an opportunity 
for improving its enterprise 
risk management 
framework. 

5. Legal To identify how specific 
legislation, including industry 
specific regulations, and case 
law are affecting or could affect 
the entity’s future operations. 

The City will consider the 
overview as an opportunity 
for improving its enterprise 
risk management 
framework. 

6. Environmental To identify how national and 
international environmental 
issues are affecting or could 
identify the entity. 

The City will consider the 
overview as an opportunity 
for improving its enterprise 
risk management 
framework. 
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Robust and effective risk management program – Operational risks 
 
The OAG Guide states that operational fraud risks are fraud risks associated with an 
entity’s day-to-day operations.  
 
There will be risks that are common to all entities (e.g. procurement, payroll and 
asset management) and those that are entity specific (e.g., property development, 
grant administration and major projects).  
 
Operational risks will also include changes in function or activity (e.g., new 
government initiative and creation of a relief fund in response to a natural disaster).  
 
The OAG document discusses fraud risk management in the context of AS ISO 
31000:2018.  
 
Additionally, the OAG document offers some tools, including an example of a risk 
matrix, to assist in developing an effective risk management framework aligned to the 
requirements on AS ISO 31000.  
 
The City’s Enterprise Risk Management Framework is aligned with this standard and, 
while the City has identified some fraud risks, there are opportunities to review the 
risk register in the light of the content of the OAG document and add a risk category 
of Fraud Risk. 
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 

 
Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
Sections 7.1, 7.12AJ and 7.12.A(3) of the Local Government Act 1995 refer. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
OAG performance audits constitute the fourth line of defence in the OAG’s ‘Four 
Lines of Defence Assurance Model’ which the City has adapted in the City of 
Cockburn Enterprise Risk Management Framework.  
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The OAG report has highlighted areas in fraud management and prevention that the 
City will consider as an opportunity to improve its fraud control processes and 
systems. 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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15.3 Operational Risk Report 

 

 Author(s) Emma Milne  

 Attachments 1. Risk Register Risk Rating ⇩    
     
 

 

Recommendation 
That the Committee recommends Council:  

(1) RECEIVES the Operational Risk Register Report for noting by Council. 

 
Background 
 
This report provides an overview to the Audit, Risk and Compliance (ARC) 
Committee of the City of Cockburn (the City) Operational Risk Register.  

RMSS is the cloud-based online enterprise risk management software utilised by the 
City. 

This report to the ARC is an update status update on the City’s Operational Risk 
Register. 
 
Submission 
 
N/A 
 
Report 
 
This report is for the period 15 July 2021 to 08 September 2022. 

The first seven are the strategic risks, then the following 272 are operational risks. All 
operational risks are owned by Heads of Business / Service Units, except where the 
BU / SU reports directly to a Chief / Executive.    

The following 5 operational risks were archived during the period as they were no 
longer credible: 

RISK ID Description Reason 

Risk ID 47 
[formerly 
330]  

Lucky Orange (Lucky Orange 
service may not comply with the 
City of Cockburn Information 
and Cyber Security Policy). 

The City’s Information and 
Technology Business Unit has 
verified that this service does not 
collect Personally Identifiable 
Information and complies with the 
policy 

Risk ID 49 
[formerly 
335] 

Access security (Unenforced 
user access for all accounts, 
means that access to systems 
which contain Personally 

The City’s Information and 
Technology Business Unit has 
confirmed that user1 and user2 
accounts have been closed, and 
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RISK ID Description Reason 

Identifiable Information (PII), are 
not accountable and or 
traceable to a specific person) 

therefore this risk is no longer a 
credible scenario 

Risk ID 56 
[formerly 
42] 

Operations Centre safety 
(Failure to controls plant and 
equipment at the Operations 
Centre) 

This risk was associated with the 
activities during the construction 
phase of the Operations Centre 
and is now closed 

Risk ID 286 User Principal Name (UPN) 
standardisation - (User Principal 
Names (UPN) are not 
standardised and require 
standardisation of format and 
attributes to allow for future 
integration of Role Based 
Access Control, Identity Access 
Management & Privilege Access 
Management [IAM/PAM]) 

The City’s Information and 
Technology Business Unit has 
verified that UPNs are 
standardised in the email format 
adopted by the City and IAM/PAM 
is yet to be implemented 

Risk ID 287 Digital Records Management 
(DRM) or Record Management 
System (RMS) Integrity 

Manual registration of documents 
within ECM is a standard process 
across the City.  An automated 
process is ideal, but not essential, 
but requires development from 
TechnologyOne. 

The 272 operational risks are presented in Figure 1 and Figure 2 below. 
 
There are 13 operational risks in the City’s risk register which are rated substantial or 
greater. An update of these 13 risks is shown in Attachment 1. 

Risk level 
Number of risks 

Change in number 
15 July 2021 08 September 2022 

Low 143 135 - 8 

Moderate 121 124 + 3 

Substantial 8 10 + 2 

High 3 1 - 2 

Extreme 2 2 0 

Total operational risks 277 272 - 5 

Table 1: RMSS Operational Risks Residual Risk Levels 
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Figure 1: RMSS risk register composition as of 12 July 2022 
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Risk rating Description 

Extreme 20-25 
 

Risk only acceptable with effective controls and all treatment plans to 
be explored and implemented where possible, managed by highest 
level of authority and subject to continuous monitoring. 

High 15-16 
Risk acceptable with effective controls, managed by ExCo. Subject to 
quarterly monitoring or continuous review throughout project lifecycle. 

Substantial 10-12 
Accepted with detailed review and assessment.  Action Plan prepared 
and continuous review. 
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Moderate 5-9 
Risk acceptable with adequate controls, managed by specific 
procedures. Subject to semi-annual monitoring or continuous review 
throughout project lifecycle. 

Low 1-4 
Risk acceptable with adequate controls, managed by routine 
procedures. Subject to annual monitoring or continual review 
throughout project lifecycle. 

Figure 2: Risk Register / Risk Matrix 
 

This report confirms that the City has in place appropriate and effective systems to 
manage risk which area aligned to standard AS ISO 31000:2018 Risk Management-
Guidelines. 
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 
Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
Local Government (Audit) Regulations 1996 
17. CEO to review certain systems and procedures  
(1)  The CEO is to review the appropriateness and effectiveness of a local 

government’s systems and procedures in relation to —  
(a)  risk management; and  
(b)  internal control; and  
(c)  legislative compliance.  

(2)  The review may relate to any or all of the matters referred to in subregulation 
(1)(a), (b) and (c), but each of those matters is to be the subject of a review not 
less than once in every 3 financial years.  

(3)  The CEO is to report to the audit committee the results of that review. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
Failure to adopt the recommendations will result in the inability to support an 
integrated and effective approach to risk management and lack of guidance on the 
arrangements for designing, implementing, monitoring and continually improve risk 
management processes. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
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Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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15.4 Review of Operational Risks - Cyber Security, Harassment and Bullying, 
and Workplace Health and Safety 

 

 Author(s) Emma Milne  

 Attachments 1. Extract City Operational Risk Register ⇩    
     
 

 

Recommendation 
That the Committee recommends Council:  

(1) RECEIVES the Review of Operational Risks – Cyber Security, 
Harassment and Bullying and Workplace Health and Safety Risks Report. 

 

 
Background 
 
This report is in response to Agenda Item 13.5 Audit, Risk and Compliance 
Committee – Annual Calendar of Business, of the 17 March 2022 Audit, Risk and 
Compliance Committee (ARC) which deals with the ‘Review of organisational risks, 
OSH, Cyber, Harassment& Bullying’ and requires a report to be presented to the 
ARC at the 22 September 2022 meeting.  

The report provides an overview to the ARC of the risks which have been registered 
into the City of Cockburn (the City) operational risk register, and have been 
designated as cyber security risks, harassment and bullying risks, and work health 
and safety (WHS) risks. 
 
Submission 
 
N/A 
 
Report 
 
As of 08 September 2022, the City’s risk register contains 272 operational risks 
which have been identified as: 

 11 cyber security risks 

 3 harassment and bullying risks  

 30 work health and safety risks 

 228 other operational risks. 
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The 272 operational risks are presented in Figure 1 below:  

  
Figure 1: City of Cockburn operational risk register compositions of 08 September 2022 

 
An update of these risk is shown in Table 1: 
 
Attachment 1 to this report provides an extract of the City’s Operational Risk 
Register, identifying Cyber Security Risks, Harassment & Bullying Risks and 
Workplace Safety & Health Risks. 
 
The Attachment identifies each risk categorisation, the risk name and risk 
description, as well as an update to Council on the current risk mitigation practices. 
 
This report confirms that the City has in place appropriate and effective systems to 
manage risk which are aligned to standard AS ISO 31000:2018 Risk Management-
Guidelines and identifies those risks that are currently subject to regular oversight to 
ensure risk mitigation practices are effective, up to date, and regularly reviewed. 
 
Strategic Plans/Policy Implications 
 
Listening & Leading 
A community focused, sustainable, accountable, and progressive organisation. 
• Best practice Governance, partnerships and value for money. 
 

 
Budget/Financial Implications 
 
N/A 
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Legal Implications 
 
Work Health and Safety Act 2020 and Work Health and Safety (General) Regulations 
2022 refer. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
Review of this report by the Committee results in substantial insight into the risks 
registered in the City’s operational risk register categorised as cyber security, 
harassment and bullying, and work health and safety (WHS) risks, as requested by 
the ARC at its 17 March 2022 meeting. 
 
Advice to Proponent(s)/Submitters 
 
N/A  
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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15.5 Audit Risk and Compliance Committee - Terms of Reference 

 

 Author(s) Emma Milne  

 Attachments 1. Audit Risk and Compliance Committee - Terms of 
Reference ⇩    

     
 

 

Recommendation 
That the Committee recommends Council: 

(1) ENDORSE the amended Audit Risk and Compliance Committee Terms 
of Reference; and  

(2) ENDORSE the subsequent required changes to the Expenditure Review 
Committee Terms of Reference as a result of the endorsement of item 
(1). 

 

Background 

Council has endorsed its new Committee Structure, which has been in place for 
some months. 

All Committees have a relevant Terms of Reference (ToR) endorsed by Council. The 
intent of the new Committee Structure was that the commencement time for the bi-
monthly Committee meetings be on a rotational basis (6:00pm – 7:00pm and 7:30pm 
to 8:30pm). 

The Audit Risk and Compliance Committee (ARC) is a Committee with delegated 
authority, therefore it is required to be open to the public. 

Submission 

N/A 

Report 

In accordance with s5.23 of the Local Government Act 1995 the ARC meetings are 
required to be open to members of the public. 

It is proposed the ToR for the ARC be updated to set the ARC meeting 
commencement at 6:00pm for all bi-monthly meetings. The Expenditure Review 
Committee meetings, which operate on the same bi-monthly cycle as the ARC, will 
be set to commence at 7:30pm (or other time as determined) given those meetings 
are not required to be open to the public. 

This change is recommended for the benefit of the public attending the ARC 
meetings. 
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Strategic Plans/Policy Implications 

Listening & Leading 

A community focused, sustainable, accountable and progressive organisation. 

• Best practice Governance, partnerships and value for money. 

• High quality and effective community engagement and customer service 
experiences. 

 

Budget/Financial Implications 

There are no budget implications from the recommendation in this report. 

Legal Implications 

N/A 

Community Consultation 

N/A 

Risk Management Implications 

There is minimal risk associated with the recommendation in this report. The 
proposed change is to avoid requirements to adjourn Expenditure Review Committee 
meetings where they may exceed the set meeting duration, however there is limited 
risk to Council where it is required to adjourn, and later resume a meeting. 

Advice to Proponent(s)/Submitters 

N/A  

Implications of Section 3.18(3) Local Government Act, 1995 

Nil. 
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16. Corporate Affairs 

Nil  

17. Office of the CEO 

Nil  

18. Motions of Which Previous Notice Has Been Given 

Nil  

19. Notices Of Motion Given At The Meeting For Consideration At 
Next Meeting 

  

20. New Business of an Urgent Nature Introduced by Members or 
Officers 

 

21. Matters to be Noted for Investigation, Without Debate 

Nil  

22. Confidential Business 

Nil  

23. Closure of Meeting 
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